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The Internet has transformed the way people initiate and nurture romantic relationships. 

With the continued adoption of social media and online dating platforms, love, literally, is in the 

air. A recent report indicates that 30% of the U.S. adults have experience using online dating 

platforms, and 11% of the U.S. adults have used the platform in the past year. However, 

cybercriminals see a massive opportunity to defraud this emerging demography of online daters 

by launching online romance scams. The scammers pretend to engage in a romantic relationship 

with the victim through online platforms and eventually defraud the victim financially. Online 

romance scam became apparent around 2008, and now it is one of the widely reported 

cybercrimes. People from developed countries such as the U.S., the U.K., Canada, and Australia 

face millions of dollars in financial loss from online romance scams, as evident from the public 

agency reports. In addition to the financial loss, online romance scam victims face significant 

emotional loss and psychological distress from the betrayal by someone they love.  

Extant research in information systems, cybersecurity, and criminology investigates online 

romance scams extensively to better understand this phenomenon. Current literature on online 

romance scam studies the process of scam, predictors of scam victimization, persuasion and 

deception techniques used by scammers, human and technical level prevention mechanisms, and 

rationalizing of the scam from the offender perspective. The first two essays of this dissertation 

look into two significant but understudied aspects of online romance scam: the impact of 

psychological stressors around online romance scam on online dating psychological capital and 

the impact of scammer’s representation of love on online romance scam gullibility of the victims. 

In the first essay, we integrate the Etiology of Fear Theory, Broaden-Build Theory, and Fear of 



 

Crime Framework to check how online dater’s negative psychological states such as anxiety, 

cognitive vulnerability, social vulnerability, and victimization fear directly or indirectly reduce 

positive psychology in online dating. This essay employs a sequential mixed-method design with 

a qualitative phase followed by a quantitative survey. Drawing from the Triangle Theory of Love, 

Social Exchange Theory, and Theory of Mood-Congruent Judgement, the second essay argues that 

if the scammers show a higher degree of love in the scam grooming stage, then the victim will be 

more gullible to fall for the online romance scam through the mechanisms of relationship trust and 

relationship satisfaction. This essay runs two scenario-based experiments to test the hypotheses.  

The third essay focuses on the impact of state-level cybercrime governance measure 

namely cybersecurity taskforce in reducing metro city-level social engineering frauds, including 

online romance scams. This essay uses a 10-year panel data from the U.S. to conduct a 

nationwide quasi-experiment. The results show state-level cybersecurity taskforce has deterrence 

effect in reducing social engineering fraud in metro city-level only in the states where the 

governance complexity is low. The empirical findings are consistent with the concepts of 

Stackelberg Security Game. Each essays outlines theoretical and managerial implications. The 

overarching theoretical contributions of this dissertation are finding – 1) how the negative 

emotional experiences surrounding online romance scam have detrimental effect on the positive 

experience on online dating, 2) how scammer’s grooming technique leads to online romance 

scam gullibility of the victims, and 3) how state-level governance can deter social engineering 

frauds including online romance scam. The findings of the essays will be useful for the online 

daters, online dating platforms, and regulatory authorities to make the online dating space a safer 

place to initiate and nurture romantic relationships and to reduce the economic losses from social 

engineering attacks. 
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CHAPTER I: INTRODUCTION 

Humans are often considered as the weakest link in cybersecurity chain and socially 

engineered attack is a form of human hacking [1]. Socially engineered attack is an umbrella term 

of a wide range of computer-based exploitations, which use variety of attack strategies to 

psychologically manipulate or deceive the users [2].  Salahdine and Kaabouch [3] provide a 

taxonomy and classification of socially engineered attacks that include technical based (i.e. 

adware, scareware, IT support pop-ups), social based (i.e. online romance scam, confidence 

scam, advanced fees, non-delivery, rental scam), and physical based (i.e. dumpster diving). 

Federal Bureau of Investigation Internet Crime Complaint Center (FBI IC3) data on social 

engineering victims and dollar amount loss shows a steady increase in the number of 

victimizations over five years from 2015 to 2019 (37% increase in five years) and a steeper 

increase in the dollar amount loss over five years from 2015 to 2019 (284% increase in the five 

years) in the United States. The trends are shown in following figure 1 and 2. 

Figure 1. Social Engineering Victims in USA from 2015 to 2019 
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Figure 2. Amount Loss from Social Engineering in USA from 2015 to 2019 

 

Online romance scam in the online dating platform is a major form of socially engineered 

attack. Internet has transformed the way people initiate and nurture romantic relationships. With 

the continued adoption of social media and online dating platforms, love, literally, is in the air. 

Cybercriminals see massive opportunity to fraud this emerging demography of online daters by 

launching online romance scam. The scammers pretend to engage in a romantic relationship with 

the victim through online platforms and eventually defraud the victim financially [4]. Online 

romance scam become apparent around 2008 [4] and now it is one of the widely reported 

cybercrimes. The 2019 Internet Crime Complaint Center Report shows in the U.S. the number of 

romance scam complaints is over 16 thousand and the total financial loss in this category is over 

423 million dollars. Federal Trade Commission mentions that people are losing more money to 

romance scam than to any other fraud schemes in the year 2018 and 2019. People from other 

developed countries such as the U.K., Canada, and Australia face similar level of financial loss 

from online romance scam as evident from the public agency reports. In addition to the financial 
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loss, online romance scam victims face significant emotional loss and psychological distress 

from the betrayal by someone they love [5].  

To contribute to the fight against online romance scam, extant literature on online 

romance scam investigates the process of scam, predictors of scam victimization, persuasion and 

deception techniques used by scammers, human and technical level prevention mechanisms, and 

rationalizing of the scam from the offender perspective. This dissertation deals with three essays 

that covers topics such as online dating, online romance scam, and social engineering attacks. 

The Figure 3 shows the how each study is situated in specific problem domain. 

Figure 3. Three Studies in Respective Problem Domain 

 

1.1 Overview of Essay 1 

The internet has transformed the way people initiate and nurture romantic relationships. 

With the continued adoption of social media and online dating platforms, love, literally, is in the 

air. A recent report indicates that 30% of U.S. adults have experience using online dating 

platforms, and 11% of U.S. adults have used the platform in the past year [6]. Revenue from 
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online dating is expected to reach $1.1 billion in 2024 [7]. However, a survey on the online 

daters identifies about 42% of online dating users have negative personal experiences in the 

online dating platform [6]. Using separate questions, the survey finds 45% of the online daters 

are frustrated, 35% of the online daters are pessimistic, and 25% of the online daters feel 

insecure while using the dating platform. These findings show online dating platforms are facing 

a massive challenge to deliver the users with a positive experience. 

A dominant stream of online dating research investigates the negative aspects and their 

emotional consequences on online dating. Kee and Yazdanifard [8] classify eight negative 

aspects of online dating, namely deception, unreliable matching method, short-lived relationship, 

a threat to marriage, health risk, racial prejudice, online romance scam, and privacy breach. 

Vandeweerd, Myers, Coulter, Yalcin and Corvin [9] identify pervasive lying, attempted financial 

exploitation, and unwanted electronic sexual aggression are unique challenges for older female 

online dater demography. Uncertainty [10] and anxiety [11] are also found as negative 

psychological emotions in online dating. Online romance scam is emerging as a major negative 

concern in the intersection of online dating and cybercrime research. Information systems, 

cybersecurity, and criminology literature extensively investigate online romance scams. The 

major research themes around online romance scam are – process of online romance scam [12], 

predictors of online romance scam victimization [13], persuasion and deception techniques used 

by scammers [14, 15], human and technical level prevention mechanisms [16, 17], and 

rationalizing of the scam from the offender perspective [18]. Even though the criminology and 

cybercrime literature use victimization fear and cybercrime victimization fear as a construct for 

individual’s risk of becoming a victim of a crime, the causes and consequences of online 

romance scam victimization fear in the context of online dating are not clearly understood.  
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Online romance scam victimization fear is the psychological stress online daters feel 

while interacting with someone on the dating platforms. Understanding a psychological 

phenomenon such as online romance scam victimization fear requires us to look in-depth what is 

happening inside the “black box” mind. The knowledge regarding the causes and consequences 

of online romance scam victimization fear will be crucial for online daters in achieving positive 

online dating experience and for online dating platforms in providing that experience. However, 

how online romance scam victimization fear interact with the positive emotion of online dating 

has not yet been established.  Additionally, an important positive psychological construct namely 

psychological capital (that literature finds as an explanation of wellbeing, satisfaction, and 

performance [19] ) is still not being used to measure the extent of positive emotion in online 

dating.  Thus, the objective of this research is to theorize and test a theory concerning the 

negative psychological factors surrounding online romance scam and its consequences on online 

dating positive psychology. Specifically, this research addresses the following research 

questions— what psychological factors facilitate the accumulation of online romance scam and 

how all these negative feelings impact positive psychological feelings in online dating?  

To identify the antecedents of online romance scam victimization fear, we conceptualize 

the Etiology of Fear theory in this context. This psychological theory explains the accumulation 

of fear through individual’s cognitive vulnerability. Cognitive vulnerability is formed by the 

feelings of uncontrollability, unpredictability, dangerousness, and disgustingness of a fear factor. 

From our conceptualization, we argue online daters experience similar feelings while responding 

to their experience about thinking of or encountering online romance scam attempts. Thus, we 

primarily identify online romance scam cognitive vulnerability as a psychological predictor of 

online romance scam victimization fear. Furthermore, the theory mentions the impact of the 
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feeling of anxiety, uncertainty, and learning experiences as the predictors of cognitive 

vulnerability. We further argue that individual’s feeling of anxiety and social interaction related 

stresses are two emergent factors when the daters think about their vulnerability and fear of 

online romance scam. In literature, individual’s inhibitory and prospective anxiety are discussed 

as individual’s anxiety and social interaction stresses are used as social vulnerability. Thus, we 

introduce online romance scam anxiety and online romance scam social vulnerability as 

antecedents of online romance scam cognitive vulnerability and online romance scam 

victimization fear.  

To see how online romance scam victimization fear and its antecedent’s interplay with 

the positive emotions in online dating, we integrate Broaden and Build theory and Fear of Crime 

framework. Two major concepts of Broaden and Build theory are positive emotional spiral and 

negative emotional spiral. The negative emotional spiral says individual’s negative psychological 

feelings gradually decrease positive psychological feelings. The primary tenet of Fear of Crime 

framework is the various specific channeling of the fear of crime towards worsening the positive 

emotions. We use these two theories in defining the positive psychology and in re-establishing 

the relationships between negative and positive psychological factors in the context of online 

romance scam in online dating. The conceptual model of this research is presented in Figure 4. 
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Figure 4. Conceptual Model of Essay 1 

 

In answering the research questions, we employ a developmental mixed method design 

following the guidance of Venkatesh, Brown and Bala [20]. The first phase of the mixed method 

design is a qualitative study following a positivist paradigm. We collect in-depth qualitative 

responses from online daters in this phase and analyze the data using a thematic analysis. This 

phase helps us to reconceptualize the general constructs and relationships from psychological 

theories in the context of online romance scam in online dating. This phase also defines the 

online dating psychological capital as the positive psychology in online dating and establishes 

the relationships among the constructs. The input for the first phase is a general conceptual 

model and the output for the first phase is the testable theory with measurable constructs and 

hypothesized relationships. The second phase of the mixed method design is a survey-based 

quantitative study following a positivist paradigm. The survey responses are analysed to test the 

developed theory. After the quantitative results, we combine the understanding from both the 

phases in developing the meta-inference to finalize the antecedents and consequences of online 

romance scam victimization fear in online dating. 
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This research has several theoretical contributions- 1) it extends the Etiology of Fear 

theory by introducing a social vulnerability construct and operationalizes the theory in the 

context of an online romance scam, 2) it reconceptualize the psychological antecedents of 

victimization fear in the context of online romance scam, and 3) it is one of the earliest studies to 

test the interplay between negative and positive psychology in online dating and to establish that 

how the negative emotions surrounding online romance scam hinder online dating psychological 

capital. Moreover, the research helps us to contribute to the practice– 1) findings will help online 

dating platforms to understand the causes and consequences of online romance scam 

victimization fear, 2) using the insights online dating platforms can initiate strategies to reduce 

users’ feeling of uncertainty and vulnerability that in turn can lead to a lower online romance 

scam victimization fear, and 3) online dating platforms can develop strategies to reduce online 

romance scam victimization fear that can provide users with higher psychological capital to 

continue the usage of the application. 

1.2 Overview of Essay 2 

Online romance scam is a crucial challenge in the social networking era. Currently, this 

has gained a lot of attention from the community. One report reveals that the median individual 

loss in a romance scam is $2600 in 2018 [21]. According to Fletcher [22], in the past few years, 

online romance scam has almost tripled. The report also suggests that in 2019, the victims lost 

around $201 million in scams by their fraudulent romantic partners that is six times higher than 

that of in 2015. In fact, the romance scam is the second most filed crime to the FBI in 2019 and 

around 20,000 people fell victim of romance scam in that year [21]. With the advent of time, the 

use of online dating platforms is increasing; therefore, the number of victims is also increasing 

[22]. The COVID-19 situation makes it even worse. Because of the pandemic people have 
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reduced their physical contact and that made them more dependent on the online platforms to 

find their romantic partners [23]. Reports show that in 2020, the losses to romance scam spiked 

and reached to a record amount of $304 million [22, 24]. The scammers took advantage of the 

pandemic in two ways. They could easily avoid meeting in person and some of the scammers 

played the victim role of job loss when asking for money from their partners [23]. Reports also 

inform that most victims who report losing money to romance scams are between 40 to 69 years 

old [22]. 

Current literature on online romance scam discusses how scammers try to persuade the 

victims to fall for the scam. Research identifies scarce deal, emergency, crisis, commitment and 

consistency, love, liking, and similarity play significant role in the online romance scam 

persuasion process [5]. Whitty [12] develops a romance scam victimization trajectory including a 

grooming stage. In the grooming stage the scammers try to attract the victim by using intimate 

conversation and sending fraudulent pictures. However, the potential scam victims cannot judge 

these warning signs. Kopp, Sillitoe, Gondal and Layton [15] observe romance scammers try to 

use relationship emotions in the persuasion process. Shaari, Kamaluddin, Paizi and Mohd [25] 

report that politeness, romance, and deceptive languages are three most dominant forms of 

conversational persuasion in a conversation between the scammer and the victim.  

In general, gullibility is the naivety or foolishness of a person in believing another person 

or thing where there is not enough evidence to be persuaded [26]. In social engineering and scam 

literature, gullibility is associated with over-trusting the perpetrator, removing doubts and 

suspicion about the perpetrator, increasing agreeableness, decreasing the ability to avoid risks, 

and increasing insensitivity [27, 28]. Moreover, online romance scam literature points out how 

individuals are becoming more gullible to scam victimization and fall for scammers persuasion. 
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Whitty [29] identifies the psychological antecedents of online romance scam including 

gullibility, impulsivity, locus of control, kind, greed, and addictive disposition. 

It is important for us to investigate how scammers grooming process makes the potential 

victim more gullible and eventually vulnerable to the scam. In that pursuit, we have to look into 

the relationship theories further to find potential mechanism of the grooming effectiveness. The 

theory of social exchange is a popular concept for understanding human behavior. Generally, 

social exchange involves a set of interactions that creates obligations, mutual commitment, and is 

dependent of some cost benefit analysis [30, 31]. Extant literature investigates the notion of 

social exchange theory in romantic relationship [32-34]. These romantic relationships include 

marital, non-marital, and online relationships [34-38]. According to Paat [36] healthy social 

exchange is the foundation for a mutually committed alliance in marital and other romantic 

relationships. In non-marital relationships, exchange theory explains the loyalty, commitment, 

and long-term relationships [20]. Moreover, in the online relationships context, studies report 

that social exchange resources such as social network supports from connections improves long-

distance relationships’ stability and satisfaction [37]. 

Two other important relational concepts are relationship trust and relationship 

satisfaction. Trust is a vital element for a romantic relationship [39-41]. Vinkers, Finkenauer and 

Hawk [42] argue that a lack of trust is an essential indicator of broken relationship. Arikewuyo, 

Eluwole and Özad [43] report that trust development between the romantic partners is necessary 

for relationship stability and problem avoidance. On the other hand, literature suggests too much 

trust in relationship reduce self-protective behavior of a partner [35]. Relationship satisfaction is 

a much-explored topic in family and couple research [44, 45]. According to Ito, Yang and Li 

[46] partners who are satisfied in their relationships are more committed and faithful towards 
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their relationships. Whereas dissatisfied relationship results in conflict and depression. However, 

Kardum, Gračanin, Hudek-Knežević and Blažić [47] find that more satisfaction in relationship is 

negatively associated with individual’s emotion-regulation.  

After reviewing the extant literature, we have found three major theoretical gaps that this 

research can address. First, in the online romance scam persuasion studies is not yet established 

how different levels of romantic representation using intimacy, passion, and commitment 

specifically link to online romance scam gullibility. Second, at the time of scam grooming, how a 

romantic resource seeking individual may fall for online romance scam because of the 

expectation of trust and satisfaction is still to be identified. Third, online romance scam research 

yet to find the mechanism through which scammers romantic grooming leads to scam gullibility. 

Thus, the objective of this research is to integrate romance theories to understand the 

development of online romance scam gullibility through scam grooming techniques. 

Specifically, the research questions are— 1) how scammer’s representation of love at the time of 

scam grooming impacts online romance scam gullibility, and 2) how relationship constructs such 

as love seeking, relationship trust, and relationship satisfaction plays role in the process?  

Figure 5 shows the conceptual research model with the theories— 

Figure 5. Conceptual Model of Essay 2 
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We undertake two vignette-based experiments on single online daters to answer the 

research questions. The major findings of this research are revealing scammers representation of 

love using intimacy, passion, and commitment gives a person false sense of trust and 

satisfaction, and because of the mood-congruent judgement mistakes this phenomenon leads to 

more online romance scam gullibility. This research has extended our current theoretical 

understanding in three significant ways. First, we establish how non-grooming, only intimacy, 

both intimacy and passion, and all three of intimacy, passion, and commitment leads to online 

romance scam gullibility. Second, this research tries to contribute to this area by looking into two 

types of respondents— single but not actively seeking love versus single with actively seeking 

love. The latter group shows higher level of variation in response to different level romantic 

grooming in terms of relationship trust and relationship satisfaction. Third, we take help from 

Mood-Congruent Judgement Theory that talks about how positively mood usually leads to lower 

decision outcomes such as how feeling of relationship quality leads to scam gullibility. Using the 

results— online dating platform can detect commitment messaging and provide awareness 

cautions to the online daters about potential scam, online daters who know that they are actively 

seeking love can be more aware of any scam warning signs and self-monitor themselves, and 

both online dater and online dating platforms can classify the relationships based on false trust 

and satisfaction factors and provide resources to tackle romance scam. 

1.3 Overview of Essay 3 

In this digital era, data and information is the biggest asset and organizations and 

individuals are focusing more on securing the digital assets. Social engineering is one of the most 

critical security threats for both small and large businesses [48]. Social Engineering is a low tech 

but highly alarming form of security attack [49]. Highly alarming because it targets to 
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manipulate the people for security attack. Every year more than half of all businesses become 

targets of different social frauds [48]. According to the survey by Information Security Media 

Group, in 2016, report that 60% of businesses suspect that they were targets of social 

engineering attacks for the previous 12 months [49]. A successful attack on a large company can 

result in loss of $2.4 million. According to FBI data, the average cost of social engineering attack 

is around $130000 and this amount can reach to millions of dollars for some companies [50]. 

Another report finds that on an average social engineering attacks costs more than $21000 

annually [49]. Moreover, the worldwide losses to Business Email Compromise scams reached to 

$26 billion from June 2016 to July 2019 according to another Federal Bureau of Investigation 

(FBI) report in 2019 [51]. However, other than the direct financial costs there are recovery cost, 

productivity loss, business disruption, and reputation damage that are associated with security 

threats such as social engineering [48, 50]. To mitigate these damages, organizations emphasize 

more on strengthening the security policies and educating as well as training the employees [48, 

49, 51]. Cybersecurity issues including social engineering are getting attention from federal-level 

and state-level governments in the United States (U.S.). Also, state-level cybersecurity task 

forces are being enforced to mitigate the cybersecurity threats. As of June 30, 2021, at least 28 

out of 50 states of the U.S. have initiated a state-level cybersecurity task force [52]. Figure 6 

shows the states with already implemented cybersecurity task force. 
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Figure 6. State-wide Cybersecurity Task Force in the U.S. 

 

In addition to the cybersecurity governance, these task forces are emphasizing on the 

awareness as a tool to handle cybersecurity threats including social engineering frauds. Pupillo, 

Ferreira and Fantin [53] state that cybersecurity task force can deal with the technical, ethical, 

and governance challenges pose by cybersecurity threats in the European Union nations. 

Moreover, the extant research on crime deterrence investigates how a specific crime can be 

deterred using various direct and indirect techniques [54]. Governance and awareness both are 

indirect deterrence techniques. Governance is said to be promoting security in some way [55]. 

The rules and regulations provided as part of the governance influence the actions of the 

regulated population [56]. The crime literature suggests that expectation of potential punishments 

determine crime rates [57]. Therefore, effective governance enforcement can deter criminal 

activity. Awareness is another indirect deterrence technique. The deterrence literature suggests 
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that awareness of penalties can deter criminal actions in a given situation [58]. Moreover, the 

effort from the law enforcement authority become successful when the people are aware and 

self-regulated of the possible crime and its consequences [59].  

Extant literature suggests different mitigation strategies for social engineering attacks. 

Peltier [60] emphasizes the importance of policies as a defense mechanism against social 

engineering attacks. Also, according to Smith, Papadaki and Furnell [61], human education, 

training, and awareness is the most effective mitigation approach against social engineering 

frauds. Moreover, technology-based mitigation techniques such as biometrics, artificial 

intelligence, sensors, honeypot etc. to detect and prevent security threats have also been 

researched in the security domain [62, 63]. 

For the purpose of this study, it is important for us to investigate how governance and 

awareness mitigate social engineering attacks because we have already seen that cybersecurity 

task force increases governance and awareness.  Hall [64] identify that reporting social 

engineering attacks strengthens governance and therefore mitigate further attacks. Twitchell [65] 

and Algarni, Xu, Chan and Tian [66] report that education, training, and awareness are important 

for enforcing security policies and guide the personnel to recognize and tackle the encountered 

security attacks. Moreover, at the offender’s end, awareness of potential punishment against a 

crime deters criminal action [67-71]. 

This study tries to address several theoretical gaps. First, current literature on social 

engineering mitigation is largely focusing on how technical-level and huma-level solutions are 

effective techniques in reducing it. However, there is a lack in the understanding of how 

cybersecurity task force initiation can be beneficial in indirectly deterring social engineering 

attack. Second, there are several studies that discuss about governance and awareness as 
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mitigation tool, however, these studies are mainly in organizational context. Third, extant 

literature on social engineering mitigation yet to empirically see how a popular game-theoretic 

form of cybersecurity namely Stackelberg Security Game can be applied in the context of social 

engineering fraud. Thus, the objective of this research is to empirically test how cybersecurity 

task force can impact social engineering frauds. By exploiting the fraud dataset by Federal Trade 

Commission (FTC), we try to find the answer to the following research questions— how state-

level cybersecurity task force implementation can create deterrence effect in the metro city-level 

social engineering frauds, and whether the states face any spill-over or displacement effect 

because of the cybersecurity task force implementation? Our 10-year panel dataset is used to 

setup a nation-wide quasi-experiment to answer the questions. Our results reveal that the 

cybersecurity taskforce can create indirect deterrence for social engineering frauds at the state 

where the governance complexity is low. Moreover, we find evidence for spill-over effect where 

the non-adopting states are facing more attacks. We also run several robustness checks to further 

strengthen the results. 

This study extends our current theoretical understanding in several ways. First, our 

findings show cybersecurity task force can create effective and somewhat long-lasting deterrence 

for the states with lower governance complexity. Second, we see how state-level cybersecurity 

task force can be used to mitigate social engineering fraud at the metro city-level. Our results 

show cybersecurity task force at the state-level is effective indirect deterrence and can also cause 

displacement effect for the states that do not have strengthened cybersecurity measures to handle 

cybersecurity challenges such as social engineering attack. Third, our extended analysis shows 

that law-enforcement and city-level governance complexity as significant interactor with the 

cybersecurity task force in creating the deterrence effect for social engineering frauds. The 
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practical contributions include establishing an interesting and economic significant consequence 

of cybersecurity task force that can be used in further implementation in other states, showing 

that strengthening law enforcement will be beneficial alongside cybersecurity task force 

implementation, recommending that it will be of best interest for all the states to come up with a 

coordinated approach in reducing the overall social engineering frauds. 
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CHAPTER II: IMPACT OF PSYCHOLOGICAL STRESSORS AROUND ONLINE 

ROMANCE SCAM ON ONLINE DATING PSYCHOLOGICAL CAPITAL 

2.1 Literature Review 

We review the extant literature on online dating, online romance scam, and fear of 

victimization to gain preliminary understanding about the phenomenon at hand. Online dating 

studies help us identify both the positive emotional and psychological aspects and the negative 

stressors. The online romance scam literature together with the fear of victimization research 

helps us to conceptualize how online romance scam victimization fear might be a critical stressor 

on the online daters’ minds that potentially can hinder the positive feelings in online dating. 

After reviewing these literature streams, we also can find the significant areas as current research 

gaps and how this research can contribute to the extant literature by addressing those gaps. 

2.1.1 Online Dating: Contexts, Positives, and Negatives  

Online dating is a new phenomenon for scholars to investigate. Studies can be found in 

the disciplines of information systems, economics, marketing, psychology, and sociology. As 

online romantic relationship is different from traditional romantic relationship, the studies focus 

more on the unique aspects of online dating, such as – partner matching in online dating [72], 

personal profiling in online dating including fake or deceptive profiling [73], psychological 

impact of online dating [11], adoption and continuance behavior on online dating platforms [74], 

and negative aspects of online dating [8]. The recent studies on online dating identify the 

characteristics of online daters. Usually these studies focus on gender [75, 76], age [77-80], 

sexual orientation [75, 81], relationship status [82], level of education [83], and level of income 

[84] as the demographic characteristics of online daters. Beyond these demographic 



 

19 

characteristics, other personality and psychological variables play critical role in motivating 

individuals to engage in online dating. These personality and psychological variables include 

self-esteem [81, 85, 86], relationship attachment types [87], socio-sexuality [77, 85, 86], Big 

Five personality traits [82], and dark personality traits [88]. The studies on online dating also 

focus on three types of online dating use namely – before (profiling), during (use), and after 

(offline behavior). In the before stage, online dater’s personal profiling [89] and self-

representation [83] and how these aspects impact the subsequent online dating experience gain 

attention from the researchers. In the during stage, the frequency of use, duration of use, and 

intensity of use are studied [87, 90-92]. In the after stage, the studies focus on relationship 

maturity such as marriage and sexual behavior [93, 94], and negative behavior such as 

discontinued usage [83]. Extant research on online dating also investigates the motives behind 

online dating such as hook-up/sex, friendship, relationship, travelling, self-validation, and 

entertainment [94, 95]. A significant number of studies around online dating tries to gain 

understanding about the positives and negative of online dating. 

Literature on online dating investigates the positive emotions regarding online dating. 

Finkel, Eastwick, Karney, Reis and Sprecher [96] from their in-depth qualitative analysis 

identify that online dating services can lead to a higher romantic outcome that is driven by the 

access, communication, and matching. Lo and Lin [10] find perceived geographic separation, 

perceived similarity, and perceived attractiveness impact the desire for more engaged interaction 

in the online dating platform.  Vandeweerd, Myers, Coulter, Yalcin and Corvin [9] find the 

following positive aspects – expansion of one’s social network for both friendship and romantic 

partner, ability to control the dating risk, ability to control the pace of relationship formation, and 

knowing more about partner. Studies also find positive relationship outcomes because of the 
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access to a wide range of potential partners, non-intimidating way to start a relationship, and 

flexibility in communicating with romantic partner [75, 85, 86]. Other studies have seen positive 

consequences of online dating because of the portability, availability, locatability, and 

multimediality of dating technology [81]. Moreover, extant literature finds online dating feature 

and gratification as antecedents of several positive psychological aspects such as engagement, 

wellbeing, and continuance intention [90].  

On the other hand, the literature on online dating investigates the negative factors and 

negative consequences of online dating in detail. Our current study focuses more on how 

negative psychological emotions around online dating can impact the positive feeling about 

online dating. Kee and Yazdanifard [8] classify eight negative aspects about the online dating 

namely deception, unreliable matching method, short-lived relationship, threat to marriage, 

health risk, racial prejudice, online romance scam, and privacy breach. Vandeweerd, Myers, 

Coulter, Yalcin and Corvin [9] identify pervasive lying, attempted financial exploitation, and 

unwanted electronic sexual aggression are unique challenges for older female online dater 

demography. Uncertainty Lo and Lin [10] and anxiety [11] are also found as negative 

psychological emotions on online dating. Other studies find online dating is associated with 

loneliness, dissatisfaction with life, and social isolation [97-99]. Moreover, the negative aspects 

of online dating such as deception, discrimination, and abuse are identified as detrimental to the 

mental health of the online daters [84, 100]. A review paper summarizes the problematic use of 

online dating such as addiction and its impact of greater psychological wellbeing [101]. Another 

study on online dating finds online romance scam and victimization as one of the major online 

dating abuses [102]. 
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2.1.2 Online Romance Scam and Victimization Fear 

Information systems, cybersecurity, and criminology literature extensively investigate 

online romance scam. An early study by Whitty and Buchanan [4] find online romance scam as a 

major form of social engineering by looking into the self-reported data from the British citizens. 

The major research themes around online romance scam are – process of online romance scam 

[12], predictors of online romance scam victimization [13], persuasion and deception techniques 

used by scammers [14, 15], human and technical level prevention mechanisms [16, 17], and 

rationalizing of the scam from the offender perspective [18]. Current literature on online dating 

introduces online romance scam as a negative aspect of the dating. Rege [103] finds unregulated 

online dating industry and lack of victims’ awareness regarding reporting the cases as major 

consequences of online romance scam. Moreover, the research shows negative emotional factors 

such as anger, resentment, fear, anxiety, and depression as the negative consequences. Whitty 

[12, 14] through series of interpretive studies proposes an anatomy of online dating romance 

scam with profile representation, grooming, crisis representation, monetary transactions, sexual 

abuse, and revelation that will be important for prevention and psychological intervention 

development. Several other studies largely focus on psychological impact on online romance 

scam victims. Online romance scam victims with or without financial loss report a higher level 

of emotional distress and loneliness after being exposed to a scam [104]. The study also 

identifies that female victims exhibit a higher level of emotional distress than that of male 

victims. Another study [5] sheds light on psychological reaction in connection with the coping 

after an online romance scam. The study shows victims face lack of support from friends and 

family and thus, do not know a proper way to cope with the situation. This phenomenon leads to 
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denial that is the victims do not acknowledge the happening of the scam and such maladaptive 

coping can lead to another romance scam. 

Extant literature on online romance scam tries to understand the process of online 

romance scam from the victim [105] and offender perspective [18]. The anatomy of online 

romance scam shows the strength of persuasion through appropriate grooming and urgency 

techniques [12, 14]. Other research identifies the usage of linguistic features in the 

communication [106], politeness and deceptive languages [25], and personal love stories [14, 15] 

in the online romance scam persuasion process. The psychological characteristics of victims 

include loneliness, romantic beliefs, sensation seeking, awareness, impulsivity, locus of control, 

trust in others, kind, greed, and addictive disposition [13, 29, 104]. Moreover, the literature also 

develops strategies to mitigate the scam from both human and technical angles. Luu, Land and 

Chin [107] show protection mechanism awareness and threat awareness positively impacts 

overall coping appraisal and overall threat appraisal in the context of online romance scam. They 

also show how individual level psychological factors such as response efficacy, self-efficacy, 

response cost, perceived severity, and perceived vulnerability can play role in safeguarding from 

online romance scam. Jong [17] develops a trained classifier to recognize images in online 

romance scam and tries to proactively label online dater’s pictures to give warning to the general 

users. Similarly, Al-Rousan, Abuhussein, Alsubaei, Kahveci, Farra and Shiva [108] develops a 

photo identifier to detect the usage of celebrity photos in online dating profiles and recognize the 

potential fake profiles.  

The review of online romance scam shows there is still a lack in understanding of how 

such victimization fear is accumulated and reduce the positive emotional experience. 

Victimization fear is an individual’s psychological assessment of the risk of becoming a victim 
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of a crime [109]. The literature provides extensive understanding about the causes and 

consequences of victimization fear. Key causes of victimization fear are personal differences 

such as gender, age [110], sexual orientation [111], lifestyle [112], race [113], psychological 

characteristics such as perception of risk, perception of seriousness [114], environmental factors 

such as neighborhood [113], proximity to crime [109], risky places [115], media influences such 

as television [116], information [117] and internet [118]. The negative consequences of 

victimization fear are on health [119], withdrawal and avoidance [120], and well-being [121]. 

Cybercrime victimization fear is a specific construct under victimization fear that talks about the 

risk perception of becoming a victim of crime in the cyberspace [122]. Cybercrime victimization 

fear is a new construct and is currently focusing mainly on the causes such as perception of 

cybercrime [123], victimization experience, and internet routine usage [124]. Few studies 

investigate the consequences however those studies focus on the impact of cybercrime 

victimization on usage continuance or discontinuance behavior [125, 126] and policy compliance 

behavior [127]. In the online romance scam literature online romance scam victimization fear is 

identified as a crucial negative consequence of online romance scam [103]. 

Our literature analysis reveals three major areas where this study can contribute. First, 

online romance scam literature currently focused mainly on the how the scam is unfolding and 

how to mitigate such scam from technical and non-technical level. Fear of crime and fear of 

cybercrime literature is very mature and talks about its causes and consequences in details. But 

online romance scam literature is silent about how online romance scam victimization fear put 

stress on the daters. Therefore, this study identifies online romance scam victimization fear as a 

major negative psychological factor that can interact with the positive psychological factors. 

Second, as online romance scam victimization fear is not studied before, there is a lack of 
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understanding on how this is accumulated. Drawing from the general fear of crime literature and 

theories, we try to shed light on this aspect as well. Third, current online dating literature on 

positive and negative aspects provides an extensive understanding about how these emotional 

and psychological factors can lead to a behavioral outcome such as dating continuance. 

However, how the complex interaction between the positive and negative emotions can 

contribute to an inferior psychological outcome is largely overlooked. Thus, in this research, we 

try to limit our investigation within the psychological aspects to fill this important void. 

2.2 The Mixed-Method Design 

Mixed-method research contains elements of both qualitative and quantitative 

methodologies [128]. In the information systems discipline, mixed-method design gains 

popularity because of its capability to use multiple ontological and epistemological lenses in 

achieving deeper theoretical and managerial insights [20]. According to Venkatesh, Brown and 

Sullivan [129] mixed-method enables to answer a research question from both explanatory and 

confirmatory angle, provides better insights than a single method study, and guides towards a 

comprehensive research contribution. Recent mixed-method studies use this approach where 

there is minimal clarification about the theory in a given context and where it is also important to 

provide a meta-inferential answer to the posed research question [130, 131]. As neither 

qualitative nor quantitative approach alone can provide a comprehensive understanding about the 

stressors regarding online romance scam in online dating and how these are interplaying with the 

positive psychology in online dating, we select mixed-method design for answering our research 

question. We also perform a detailed analysis in deciding about the mixed-method design [129]. 

The details can be found in Appendix A. 
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We start mixed-method design decision by writing an overarching mixed-method 

research question that is going to be answered through the qualitative and quantitative studies. 

The question is: what psychological factors facilitate the accumulation of online romance scam 

victimization fear and how all these negative feelings impact positive psychological feelings in 

online dating? Moreover, the research question is predetermined meaning we have prepared the 

research question at the initial phase of the study after finding the phenomenon and literature 

gap. Mixed-method study enables us to identify the relevant constructs, propose the relationships 

among the constructs, and test the relationships to arrive to an in-depth understanding about the 

antecedents and consequences of online romance scam victimization fear. Thus, we select a 

developmental mixed method study with a qualitative phase that develops the research model 

and a quantitative phase that tests the model. In this study, both qualitative and quantitative 

phases of the mixed-method use a similar paradigmatic approach. As we try to conduct the 

research using the lenses of similar worldviews, we further the study with a single paradigmatic 

stance. We use pragmatism where both the qualitative and quantitative phases use positivist 

approach. 

After these design decisions have been made, we move to deciding about the individual 

phases of the mixed-method research. We aim to use mixed-method because of the need to 

conceptualize the constructs in the context of online romance scam and online dating, propose 

the relationships, and test the relationships. Thus, the phase 1 is an exploratory qualitative study 

and the phase 2 is a confirmatory quantitative study. We employ a multistrand design to conduct 

the studies where the mixing is at the data analysis and inferential stages. Moreover, we employ 

a sequential mixed method as phase 1 will be ended before the phase 2. Our research does not 

provide equal emphasis on both qualitative and quantitative phase. We use a dominant-less 
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dominant design where the quantitative phase is more dominant. The rationale for this is our 

qualitative study is positivist in nature meaning it is only used to see whether the tenets of 

general psychological theories are holding in the context of online romance scam and online 

dating. We utilize a similar sampling technique for both the phases and our underlying 

population for both the phases is also the same. We use purposive sampling on the population of 

online daters for both the phases. We conduct interview with close-ended and open-ended 

questions in the phase 1 and run a survey with close-ended questions in the phase 2. Our analysis 

strategy includes positivist thematic analysis based on the qualitative data and partial least 

squared structural equation modelling based on the quantitative data. In our analysis, we 

emphasize on contextualizing the general constructs within the research domain, developing the 

hypotheses, and testing those by following inductive and deductive theoretical reasoning. 

2.3 Qualitative Phase: Theory and Hypotheses Development 

The goal of this research is to identify the psychological stressors surrounding online 

romance scam and how these factors impact online dating positive psychology. The general 

psychological theories provide us with the theoretical lens that we use as the starting point for the 

qualitative study. We follow the standard of qualitative study that can be found in Appendix B. 

As we have a general conceptual framework in our mid, we have not started the qualitative study 

with a clean slate. Rather, the goal of this qualitative study is to see whether the respondents 

identify the constructs and relationships. Even though this is a mixed-method investigation, we 

do not have separate research question for the qualitative and quantitative phases. Our broad 

research question is— what psychological factors facilitate the accumulation of online romance 

scam victimization fear and how all these negative feelings impact positive psychological 

feelings in online dating? This question guides both the qualitative and quantitative study. 
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As our context is online romance scam and online dating, we want to collect qualitative 

responses from online daters. We exclude the people with no online dating experience because in 

a psychological investigation such as this the living experience of engaging in online dating 

plays a significant role in quality response. Online romance scam is another important 

phenomenon that we investigate in this step. We include people with online romance scam 

victimization experience and without online romance scam victimization experience. The 

rationale for this approach is to make sure the research model is generalizable to both victim and 

non-victims. We started with no set number for how many respondents we need to interview. We 

stop the conducting of the interview once we see enough evidence to support the conceptual 

model. 

We collect demographic characteristics of the respondents and their qualitative response 

to the interview questions. Thus, we include both close-ended and open-ended questions in the 

interview. Other than the close-ended questions, we have three major open-ended question 

prompts to frame the interview. However, we also include supplementary questions or probing 

questions to understand more from the respondents. These supplementary or probing questions 

also helps us to continue the conversation once a particular respondent answers very briefly to 

the major question.  

We conduct the interview over online meeting to reduce some challenge posed by the 

COVID-19 pandemic. We take prior permission from the respondents regarding recording the 

sessions. We have done the transcription manually by ourselves to better understand the 

interviews.  The process of transcribing the interview is the first step to get familiarized with the 

data. It is also considered as a key phase in the qualitative data analysis where the meanings are 

created. We conduct the thematic analysis following a theoretical thematic approach where the 
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analysis is driven by prior theoretical or analytical interest. Thus, we have a preconceived idea 

about what kind of initial evidence we are after. We run this step simultaneously with the data 

collection because we want to make necessary changes to the interview strategy using the quality 

of the initial codes. Once all the data are coded and collated, we search for the broad patterns and 

want to find the connections between the initial codes. We have prepared the initial thematic 

maps at this stage that include the connection with the initial codes and the higher-level themes. 

In this step, we collapse the initial themes into major themes that are representative of the 

constructs under investigation. We prepare the final thematic map that shows the final 

connections. Moreover, we also come up with example text supporting the construct and its 

relationship with other constructs. This approach guides the hypotheses development. We 

communicate the qualitative data analysis result via this manuscript. The qualitative evidence of 

the constructs and the relationships can be found in Appendix C and Appendix D respectively.  

We develop the testable research model, by finding interview evidence regarding the 

relationships of general psychological theories, as the outcome from the qualitative phase of the 

mixed-method design. To understand how online romance scam victimization fear can arise, we 

use Etiology of Fear Theory [132] and combine that with Broaden-Build Theory [133]. 

Moreover, we extend the Etiology of Fear Theory by incorporating the social vulnerability 

construct. As online romance scam is a form of social engineering attack, including the social 

vulnerability construct, can explain how an individual’s feeling of social vulnerability can lead to 

online romance scam victimization fear. This research also proposes the relationship between 

online romance scam victimization fear and online dating psychological capital by combining the 

tenets of Broaden-Build Theory [133] and Fear of Crime Framework [134].  
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2.3.1 Antecedents of Online Romance Scam Cognitive Vulnerability 

The Etiology of Fear Theory [132] suggests the feeling of anxiety is related with the 

factors of cognitive vulnerability such as uncontrollability, unpredictability, dangerousness, and 

disgustingness. When a person feels anxious about a situation then it becomes difficult for them 

to critically appraise the situation and take required measures to deal with the situation. This 

inability to deal with a certain challenge makes the individual to become vulnerable to any 

damage, loss, or any other negative aftermaths. Moreover, the feeling of anxiety is also found to 

be related to the concepts of panic and phobia [135]. It is difficult for any individual with such 

psychological state to react in a safe manner to anxiety stimulus. Criminology literature shows an 

individual becomes vulnerable to a crime because of the failure to control and predict a 

dangerous situation under constant anxiety [136]. Online daters from the qualitative study 

focuses on this issue. Several online daters identify prior victimization of their acquaintance, 

unpredictability, and stress at the beginning of an online dating, unreliable nature of the online 

dating platform, and fake attractiveness of the potential romantic partners as the source of 

anxiety. Others mention how these anxieties can lead to cognitive vulnerability. An online dater 

says, 

Anxiety about the issue would impact the dater's feeling of vulnerability 

by giving constant reminders that the other player would be a fake, 

therefore leading to doubt and more. With doubt and the worry of danger, 

it is very easy to think of another as not being what they put forward, 

which very likely has impact on relationships and ability to maintain any 

relationships. (Male online dater, Age: 30) 

Another online dater provides a similar comment, 
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Awareness of such a scam would increase someone's anxiety, leading to 

them feeling more wary of people they meet online. Someone who is very 

anxious about the scam would potentially feel more vulnerable and at risk, 

because they would perceive that more people are out to scam them, than 

actually exist. (Female online dater, Age: 34) 

We have found another agreement about how constant reminder of anxiety surrounding 

online romance scam can increase vulnerability feeling, 

People have different reasons for using online dating sites but in my 

experience. Some users have previously been hurt in some way. This may 

have been because of divorce or separation and this may result in the 

dating site user already feeling some level of stress. If the online dating 

site user is already feeling anxious this would be significantly heightened 

by the possibility of being drawn into a scam. (Female online dater, Age: 

37) 

Furthermore, the Etiology of Fear Theory [132] also identifies social experiential factor 

as a determinant of cognitive vulnerability.  It is argued that an individual interacts within the 

social system while learning about a phenomenon and building relational connections, and any 

negative encounters will have negative consequences in terms of the feeling of vulnerability. In 

this research, as we are contextualizing within the realm of a social engineering attack namely 

online romance scam, thus, we argue social vulnerability relates to the feeling of cognitive 

vulnerability. Rachman [137] terms negative experience accumulated through social interactions 

and social connections as adverse psychological phenomenon. The experience also causes danger 

overprediction, which again leads to long-lasting cognitive vulnerabilities.  Ojobo [138] also 
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finds positive association between social vulnerability and psychological disorder. Our interview 

respondents identify online romance scam social vulnerability as the inability to start another 

relationship after the scam, the inability to trust another person, and negativity and stereotyping 

from society about scam victims. In pointing about the consequences of social vulnerability, our 

respondents emphasize on social pressure. An online dater mentions, 

If someone is weak to social pressure, they are more likely to be more 

susceptible to manipulative behaviours whilst online dating, simply 

because they have not established good boundaries. This would, in all 

likelihood, lead to them feeling more vulnerable and like they are more 

likely to be a victim. (Female online dater, Age: 34) 

In line with this comment, another online dater says, 

Sometimes online dating is considered taboo from some social groups- 

this can heighten a person's vulnerability if they are unsure their peers 

would agree with their decision to look for love online. (Female online 

dater, Age: 23) 

A third online dater, talks about the interplay between offline social-life and online 

social-life and how social vulnerability is connected to cognitive vulnerability, 

I think that an online dater who has turned to online dating as a way to 

meet people because they struggle in their offline life, it can make them 

feel that this is the only way they're ever going to meet someone, so it has 

to work. The online dater might feel they have to get involved in situations 

with people online just for the chance that it might work out into a 

relationship, even if they have fears that they're being scammed or the 
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person they're talking to isn't who they say they are. (Male online dater, 

Age: 32) 

Thus, from the general theory and our qualitative evidence, we hypothesize: 

H1: An individual’s feelings of a) anxiety and b) social vulnerability surrounding online 

romance scam are positively associated with online romance scam cognitive vulnerability. 

2.3.2 Antecedents of Online Romance Scam Victimization Fear 

We integrate the Etiology of Fear Theory [132] and Broaden-Build Theory [133] to gain 

understanding about the antecedents of online romance scam victimization fear. Armfield [132] 

defines anxiety and social experiential factors as the determinants of cognitive vulnerability. 

They also establish the relationship between cognitive vulnerability and fear. Fredrickson [133] 

through the findings of the interplay between positive and negative psychology establishes the 

research stream of negative psychological spiral. We take the theoretical argument that negative 

psychological emotions increases with the earlier exposure to other negative psychological 

factors. Thus, by looking into these two theories we develop our initial insights regarding the 

antecedents of online romance scam victimization fear. 

It is argued that an individual’s level of anxiety in connection to a fear stimulus trigger 

affective reaction. Affection reaction is concerned with both psychical and mental reaction after 

being exposed to a stimulus such as shock and sorrow after hearing a negative news. Affective 

reaction is believed to the outcome of a quick and holistic evaluation of the fear. Sweeney and 

Pine [139] find anxiety leads to fear once exposed to fear stimulus. They identify mechanisms 

namely exposure duration, degree of avoidance, subjective distress, and evaluation of the current 

level of danger as the mental processes that causes anxiety to turn into fear. Chadee and Ng Ying 

[136] show positive relation between anxiety and fear of crime through perceived risk 
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evaluation. Moreover, the negative spiral stream of Broaden-Build Theory  investigates the 

relationship between anxiety and fear. Öhman [140] shows in anxiety and fear are associated 

through the evolutionary perspective and information processing mechanism in clinical 

psychology setup. Cuthbert, Lang, Strauss, Drobes, Patrick and Bradley [141] show anxiety is 

linked to fear disorder because of the dominance of negative memory cues while experiencing a 

fear stimulus. We argue that online dater’s constant reminder of online romance scam plays a 

similar role to a fear stimulus and thus, they will experience online romance scan victimization 

fear. Our qualitative respondents also link anxiety and victimization fear while discussing about 

the negative feelings in online dating. One online dater mentions the anxiety and fear in 

connection to a fear stimulus, 

…there are more and more stories in the news now about people mainly 

women who have lost money due to being duped by somebody online and 

people are more aware of it nowadays than ever before. I have friends who 

are single who feel nervous to approach a person online in case they are 

not genuine. (Female online dater, Age: 27) 

Another online dater points towards the anxiety of a wrong judgement, 

I believe there is still a little bit of stigma attached to online dating and 

that maybe people aren’t who they say they are. I would worry that if 

someone was uncertain about a connection, they may not always discuss 

this with someone in their real life for fear of judgment. This could lead to 

the scammer being able to push them into make bad or unsafe choices. 

(Online dater with Other sex type, Age: 40) 
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Four major components of cognitive vulnerability are uncontrollability, unpredictability, 

dangerousness, and disgustingness, and these are related to fear acquisition in different ways 

[132]. Lack of control over fear stimulus is related to psychological response such as shock, lack 

of predictability is relevant in quick and future appraisal of the next move from the fear factor, 

danger is linked to perceived risk and harm, and disgust is associated with uneasiness emotions 

after experiencing the fear factor. Our online daters mention about uncontrollability, 

unpredictability, dangerousness, and disgustingness in the context of online romance scam. The 

major issues arising from the interview about cognitive vulnerability are uncertainty in online 

romance in internet platform, fake profiles of online daters, possibility of sextortion, and feeling 

ashamed after the scam. Moreover, the Etiology of Fear Theory shows cognitive vulnerability 

increases the psychological and cognitive response towards fear through the automatic affective 

reaction and general negative evaluation of the fear stimulus. Chadee and Ng Ying [136] identify 

the feeling of vulnerability towards victimization and general fear of crime as predictors of crime 

victimization fear. Rachman [137] also shows the positive association between cognitive 

vulnerability regarding a situation and overprediction of fear. Our online dater respondents focus 

on online romance scam vulnerability and fear as well while discussing about the interplay of 

negative emotions in online dating. This is what an online dater says about victimization fear, 

They've already assigned themselves a victim role before anything has 

actually happened to them and seeing themselves as 'vulnerable' would be 

very likely to increase their fears. By seeing themselves as vulnerable, 

they almost give other people power over them, and see themselves as less 

important. (Female online dater, Age: 34) 

Another online dater mentions, 
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…because they feel vulnerable there comes a sense of desperateness 

which stems from the loneliness they feel. this can lead them to look at 

things in the wrong way so when someone is scamming them it is likely 

that in these circumstances they will sometimes not realize and therefore 

they become increasingly vulnerable and fearful of these things happening 

in the future. the vulnerability of being an online dater can mean that you 

don’t see a scam coming all the time and so fear the unknown aspect of it. 

the fact that people know of such occurrences makes people unsure about 

what is real and what isn’t. (Male online dater, Age: 28). 

A third online dater agrees, 

…feelings of vulnerability can often lead to a lack of self-esteem, meaning 

that you might be more susceptible to flattery, or believing that you have 

found the one. This belief, or the desire to believe this, might make you 

more susceptible. (Female online dater, Age: 35). 

Social vulnerability also is associated to victimization fear. Ojobo [138] shows social 

vulnerability such as fear of interaction with other people, feelings of being negatively judged, 

and avoidance is related to fear. Rachman [137] indicates social vulnerability leads to 

overprediction of fear. Cuthbert, Lang, Strauss, Drobes, Patrick and Bradley [141] finds positive 

association between social distress such as passive avoidance, restlessness, and negative self-talk 

and long-lasting fear disorders. From these relationships, we argue that an online dater’s lack of 

handling social interaction makes them susceptible to scam victimization and thus, they will have 

higher level of online romance scam victimization fear. Our qualitative study participants agree 
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about the positive association between social vulnerability and victimization fear in the context 

of online romance scam. One online dater says, 

Social pressure can be very important as many abusers know how to press 

the right buttons and put their victims under pressure to lend them money 

and play on their emotional heartstrings. (Male online dater, Age: 37) 

Another online dater emphasizes, 

This would not necessarily apply to all online daters as some may well 

feel confident and under no emotional or social pressure when they enroll 

with any online dating site. However, a dater who suffered from some 

anxiety or who felt pressure from social expectations may feel increasing 

levels of vulnerability as they expose themselves to the possibility of 

being drawn into a scam. (Female online dater, Age: 34) 

Therefore, we posit: 

H2: An individual’s feelings of a) anxiety, b) cognitive vulnerability, and c) social 

vulnerability surrounding online romance scam are positively associated with online 

romance scam victimization fear. 

2.3.3 Interplay between Negative and Positive Psychology in Online Dating 

Positive psychology literature identifies the positive emotional factors that can help an 

individual to achieve a certain personal or organizational objective [142]. Those positive factors 

include human capital (current skills and knowledge), social capital (relationships and networks), 

and psychological capital (self-evaluation of who a person is). Psychological capital is generally 

defined by the motivational state for success (hope), ability to achieve success (efficacy), the 

capacity to bounce-back (resilience), and the outlook towards overall positivity (optimism). Even 
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though, psychological capital is largely used in organization context, recent studies show the 

usage of psychological capital in individual level contexts such as education and electronic 

commerce use [143]. We use psychological capital to measure the positive psychological state 

because it is one of the comprehensive measures that can be linked to continued attachment, 

satisfaction, and performance [142]. Our online dater respondents also mention how hope, 

efficacy, resilience, and optimism is linked to positive experience in online dating. 

The Broaden-Build Theory [133] posits that a person’s positive and negative 

psychological states impact their overall positive psychological wellbeing. Two major 

contribution of the theory is positive spiral of psychology and negative spiral of psychology 

[144]. The positive spiral of psychology argues exposure to positive emotions and positive 

experience lead to higher level of positive psychological outcomes (or a lower level of negative 

psychological outcome). For example, the feeling of contentment, hopefulness, optimism, 

positive expectation and belief, enthusiasm, passion, and joy are all interconnected and positively 

influence each other towards an upward shift in overall positive psychology of an individual. The 

negative spiral of psychology argues exposure to negative emotions and negative experience lead 

to a lower level of positive psychological outcome (or a higher level of negative psychological 

outcome). For instance, pessimism, frustration, disappointment, doubt, worry, anger, and fear are 

all interrelated and influence each other towards a downward shift in overall positive psychology 

of an individual. In line with our prior discussion about the online romance scam anxiety, online 

romance scam cognitive vulnerability, and online romance scam social vulnerability and by 

using the general propositions of the Broaden-Build Theory [133], we can extend the argument 

by saying negative emotions in online dating surrounding online romance scam will have 
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detrimental impact on online dating positive psychology such as psychological capital. An online 

dater expresses how anxiety reduces online dating positive experience, 

Because the online dater goes into online dating with this anxiety about 

being scammed, they don't feel like they can put their true, full selves into 

online dating and just enjoy the experience of getting to know people. 

Instead, they have to be guarded and play their cards close to their chest in 

order to stay safe and avoid becoming a victim. This makes the whole 

experience less enjoyable for them, and makes it feel more like one where 

they're constantly trying to avoid pitfalls. (Female online dater, Age: 32) 

Another online dater emphasizes the impact of cognitive vulnerability on psychological 

capital, 

If an online dater feels that they're especially vulnerable to be caught up in 

a scam, they may hold back in their interactions with people online. They 

may feel like they can't share personal information, and this in turn will 

hold them back from building meaningful relationships with people. As 

such, the experience could be one that is coloured largely by fear and 

trying to avoid being scammed, rather than one where they are enjoying 

the experience of online dating. (Female online dater, Age: 28) 

Another online dater talks about the impact of social vulnerability, 

I think if you are not socially confident already, then the pressure of 

exposing yourself online, makes it even more difficult for people who are 

less emotionally and socially confident to cope with rejections. You are 

basically putting yourself out there for rejection, or worse, to be 
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defrauded, so you have to have a fairly thick skin to cope with that. (Male 

online dater, Age: 35) 

To establish the relationship between online romance scam victimization fear and online 

dating psychological capital, we use the Fear of Crime framework [134] in conjunction to the 

Broaden-Build Theory [133]. The framework defines the fear of crime with perceived risk and 

fear responses and argues that the fear of crime has negative impact on psychological wellbeing. 

The framework also shows four potential pathways through which fear of crime can influence 

positive psychological factors namely mental health deterioration, physical health loss, 

avoidance behavior, and social wellbeing. Pearson and Breetzke [145] find negative association 

between fear of crime and positive psychological emotions such as optimism and efficacy. Our 

qualitative evidence supports this relationship. An online dater mentions,   

As such, the fear of becoming that victim may influence how an online 

dater interacts with others online. They may be more guarded than they 

otherwise would and may not trust people enough and as such avoid 

opportunities to meet genuine people. This could limit the positive 

feelings they might otherwise get to experience in a dating scenario, 

because they're so focused on avoiding becoming the victim of a scam. 

(Female online dater, Age: 32) 

Another online dater provides support, 

The fear of becoming a scam victim makes an online dater immediately 

have negativity in mind, as opposed to just a positive view. It means they 

see the online dating as a minefield and something that is fraught with 

people that are untrustworthy and have an agenda. It means that their usual 
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positive assessment of others will be tarnished and have an element of 

suspicion, which leaves them feeling guilty that they must assume this. 

(Male online dater, Age: 31) 

A third online dater extends this idea,  

Someone who is very fearful of becoming the victim of a romance scam is 

very likely to be more guarded and cautious with how they deal with 

others online. They're going to keep information to themselves, and not 

reveal too many personal details, lest they are used against them in the 

future. Because of this, they're likely going to struggle to connect with 

other people and their relationship goals are going to suffer. (Female 

online dater, Age: 34) 

Thus, from the general theory and our qualitative evidence, we argue: 

H3: An individual’s feelings of a) anxiety b) cognitive vulnerability, c) social vulnerability, 

and b) victimization fear surrounding online romance scam are negatively associated with 

online dating psychological capital. 

By combining all these hypotheses, we propose our research model as shown in Figure 7. 
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Figure 7. Research Model of Essay 1 with Hypotheses 

 

2.4 Quantitative Phase: Theory Testing 

The phase two of the mixed-method study is a cross-sectional survey to test the research 

model. This phase uses a survey research approach following the positivist research paradigm 

[146]. We utilize the prescription of Malhotra and Grover [146] in conducting the survey 

research. Smart-PLS 3.0 is used in the data analysis for the model. The reason for choosing this 

approach are three-fold– 1) including online romance scam cognitive vulnerability as a 

reflective-formative second-order construct, 2) needing to use latent variable score because of 

the formative construct, and 3) having three second-order constructs requires us to deal with 

many indicators in the model [147]. The quantitative result from this phase shows statistical 

support for the posited relationships for the research model and guides the meta-inference.   
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2.4.1 Operationalization of Constructs 

This survey instrument includes fifty items for twelve first-order constructs. Moreover, 

we include demographic questions regarding gender [75, 76], age [77-80], level of education 

[83], and prior online romance scam victimization experience [102]. Online romance scam 

anxiety and online romance scam social vulnerability are the two exogenous constructs in the 

model. Online romance scam anxiety is a reflective-reflective second-order construct with 

prospective anxiety and inhibitory anxiety as the first order constructs. The 7-item prospective 

anxiety and 5-item inhibitory anxiety constructs are adapted from Carleton, Collimore, and 

Asmundson [148]. Online romance scam social vulnerability is a 8-item reflective construct 

changed from Sward, Bayliss, and Ohan [149]. Online romance scam cognitive vulnerability is a 

reflective-formative second-order construct with uncontrollability, unpredictability, 

dangerousness, and disgustingness as the first-order constructs. The 3-item uncontrollability, 3-

item unpredictability, 4-item dangerousness, and 4-item disgustingness constructs are adapted 

from Armfield [150]. Online romance scam victimization fear is reconceptualized for the context 

from Gabriel and Greve [151] and has 4 items. The dependent variable online dating 

psychological capital is a reflective-reflective second-order construct with hope, efficacy, 

resilience, and optimism as the first order constructs. Typically, psychological capital is 

measured in organizational context. However, Lorenz and others [143] develop the 

psychological capital construct that can be used in a non-organizational context. The hope, 

efficacy, resilience, and optimism all first-order constructs reflectively measure the second-order 

online dating psychological capital, and each has 3 items. All the constructs are measured using 

seven-point Likert scale (1 stands for strongly disagree and 7 refers to strongly agree). Moreover, 
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we include a question as the market variable and three questions at the item level to check for 

respondents attention [152]. The details of the items and questions are in Appendix E. 

2.4.2 Sample Selection and Data Collection 

After developing the survey instruments, we at first run a pre-test to check for ambiguity 

of the wordings of the questions and to find the reasonable time commitment for the respondents. 

The pre-test respondents are doctoral students of business and economics programs and faculty 

members from information systems discipline. From the pre-test, we identify three issues 

regarding the construct wordings and the recommendations are incorporated. After the pre-test, 

we prepare the instruments using Qualtrics survey management platform for the online data 

collection. We also proceed with the ethical approval from the Institutional Review Board at this 

stage. We recruit 40 respondents from Prolific participant pool. Compared to the Amazon 

Mechanical Turk, Prolific has more naïve and diverse participant pool. The data quality from 

Prolific participants is comparable than that of from Amazon Mechanical Turk participants 

[153]. Moreover, as our research context is online dating, Prolific has an in-built screening for 

people with online dating experience. The Prolific survey task is made visible to respondents 

with prior online dating experience and whose first language is English. The pilot data analysis 

shows acceptable level of validity and reliability of the measurement model. The details of the 

pilot data analysis can be found in Appendix C2. In the final data collection step, we use Prolific 

again with the similar screening filters. In this step, we manage to collect 394 initial responses. 

After the data collection over, we check the responses to filter out the responses who fail in the 

attention trap question [152]. We delete 19 of such responses and our final analysis dataset 

contains the response from 375 online daters. The descriptive characteristics of the respondents 

are given in Table 1. We check for the common-method bias using two approaches. First, the 
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Harman’s one factor test shows the single factor explains 31.29% of total variance that means 

none of factors individually explains the majority of the variance  [154, 155]. Second, the 

maximum shared variance of an irrelevant marker variable is 0.0255 (2.51%), which can be 

considered low [156, 157]. These results indicate no evidence of common-method bias. 

Table 1. Demographic Characteristics of the Survey Respondents (N = 375). 

Characteristic 
Number of 

Respondents 
% of Total 

Gender   

Female 198 53% 

Male 175 47% 

Others 2 1% 
   

Age Group   

18 to 35 years 235 63% 

Over 35 to 50 years 115 31% 

Over 50 years 25 7% 
   

Educational Qualification   

Less than an Associate degree 87 23% 

Associate degree 30 8% 

Bachelor’s degree 186 50% 

Master’s degree 65 17% 

Doctorate degree and beyond 7 2% 
   

Romance Scam Victimization Experience   

Self, family, or acquaintance is a victim before 135 36% 

Self, family, or acquaintance is not a victim before 240 64% 

    

 

2.4.3 Measurement Model 

We assess the construct reliability, convergent validity, indicator reliability, and 

discriminant validity in validating the measurement model. The model has all the first-order 

constructs as reflective. Table 2 shows the descriptive statistics, convergent validity, and 

discriminant validity of the first-order constructs. Composite reliability (CR) of all the constructs 

is above the desired cut-off value of 0.70 [158, 159]. The constructs show strong internal 
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consistency with minimum CR of 0.831 for resilience and maximum CR of 0.936 for inhibitory 

anxiety. The table also shows the convergent validity in the form of average variance extracted 

(AVE). All the AVEs are greater than the desired cut-off indicating the convergence of the 

measurement model [160, 161]. To have a strong item reliability, all the item loadings should be 

higher than 0.70 according to Churchill [162]. Appendix F shows the item loadings are 

satisfactory. To assess the constructs’ discriminant validity, we check Fornell-Larcker criteria, 

cross-loadings, and the Heterotrait-Monotrait (HTMT) ratio and for all the constructs, the 

maximum of cross-loading of a construct on other constructs is lower than the minimum of item 

loading. Thus, item reliability is satisfied. From the Table 2, we can see that the square root of 

AVE of each construct (diagonal terms) is more than the correlations. This indicate that the first 

criterion for discriminant validity is met [160]. From Appendix F, we can find that the maximum 

of cross-loading of a construct on other constructs is lower than the minimum of item loading. 

Thus, this satisfies the second criterion for discriminant validity [163]. Appendix G shows all the 

HTMT are below the cut-off value of 0.90 [147]. Therefore, we can establish the discriminant 

validity of the constructs. From the validity and reliability analyses, we identify that the 

measurement model is suitable for analyzing the structural model.  



 

 

 

Table 2. Descriptive statistics, composite reliability (CR), correlation, and average variance extracted (AVE). 

Constructs Mean SD CR AVE PA IA UC UP DG DS SV FR HP EF RL OP 

PA 4.495 1.343 0.865 0.682 0.826            

IA 2.855 1.530 0.936 0.785 0.426 0.886           

UC 3.084 1.322 0.872 0.694 0.415 0.442 0.833          

UP 3.283 1.383 0.898 0.746 0.417 0.325 0.617 0.864         

DG 3.940 1.572 0.926 0.807 0.508 0.414 0.626 0.615 0.898        

DS 5.552 1.335 0.909 0.834 0.497 0.187 0.263 0.282 0.434 0.913       

SV 2.521 1.208 0.927 0.617 0.325 0.453 0.478 0.357 0.328 0.167 0.786      

FR 2.273 1.321 0.923 0.800 0.328 0.520 0.413 0.342 0.411 0.115 0.429 0.895     

HP 5.213 1.336 0.895 0.809 -0.241 -0.297 -0.589 -0.477 -0.436 -0.026 -0.378 -0.380 0.900    

EF 5.392 1.257 0.934 0.876 -0.286 -0.404 -0.672 -0.558 -0.520 -0.155 -0.492 -0.461 0.728 0.936   

RL 5.442 1.126 0.831 0.711 -0.123 -0.324 -0.444 -0.329 -0.265 -0.030 -0.373 -0.319 0.618 0.647 0.843  

OP 5.101 1.242 0.893 0.736 -0.009 -0.253 -0.320 -0.212 -0.173 -0.024 -0.241 -0.238 0.482 0.532 0.597 0.858 

Note: SD = Standard Deviation, CR = Composite Reliability, AVE = Average Variance Extracted, PA = Prospective Anxiety, IA = Inhibitory Anxiety, UC = Uncontrollability, UP = Unpredictability, DG = 
Dangerousness, DS = Disgustingness, SV = Online Romance Scam Social Vulnerability, FR = Online Romance Scam Victimization Fear, HP = Hope, EF = Efficacy, RL = Resilience, and OP = Optimism. 

 

*Second-order construct Online Romance Scam Anxiety, Online Romance Scam Cognitive Vulnerability, and Online Dating Psychological Capital are not shown in the table, because these are measured by first-
order constructs. 
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We measure online romance scam cognitive vulnerability as a reflective-formative 

second-order construct [164], with reflective first-order uncontrollability, unpredictability, 

dangerousness, and disgustingness. We perform a multicollinearity check and significance test to 

see whether the formative construct is suitable for further analysis. To assess multicollinearity, 

we perform the variance inflation factor (VIF) analysis. Table 3 shows that the VIF ranges from 

1.391 (lowest) to 2.302 (highest). As the VIF values are below the threshold of 3.3 we can say 

there is no evidence of multicollinearity [165]. Furthermore, all the coefficients of the first-order 

constructs are positive and statistically significant (p < 0.001). Thus, we can conclude that the 

formative construct can be used as part of the structural model. 

Table 3. Formative Measurement Model Evaluation. 

 Formative Construct (Second-order) Constructs (First-order) Weights VIF 

Online Romance Scam Cognitive 

Vulnerability 

Uncontrollability (UC) 0.342*** 2.195 

Unpredictability (UP) 0.342*** 1.913 

Dangerousness (DG) 0.392*** 2.302 

Disgustingness (DS) 0.153*** 1.319 

 

*** p-value < 0.001  

  

 

2.4.4 Structural Model 

We check the multicollinearity among the constructs using VIF before analyzing the 

structural model. The VIF among the constructs ranges from 1.016 to 2.302 that is below the 

acceptable cut-off of 3.30 [165] indicating there is no multicollinearity present in the model. 

Figure 8 shows the variation explained, path co-efficient, and significance level from 5000 

bootstrapping iterations. 
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Figure 8. Structural Model Results from 5000 Bootstrapping Iteration 

 

 From the Figure 8, first, we can see that online romance scam anxiety and online 

romance scam social vulnerability explain 38.40% variation of online romance scam cognitive 

vulnerability. We hypothesize, online romance scam anxiety and online romance scam social 

vulnerability are positively associated with online romance scam cognitive vulnerability.  We 

have found the associations from anxiety to cognitive vulnerability (�̂�=0.441; p<0.001), and 

social vulnerability to cognitive vulnerability (�̂�=0.223; p<0.001) are positive and statistically 

significant. Second, online romance scam anxiety, online romance scam cognitive vulnerability, 

and online romance scam social vulnerability are conceptualized from the Etiology of Fear 

theory and these three can explain 36.40% variation of online romance scam victimization fear. 

He posits online romance scam anxiety, online romance scam cognitive vulnerability, and online 

romance scam social vulnerability are positively associated with online romance scam 
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victimization fear. We have found the association from anxiety to victimization fear (�̂�=0.328; 

p<0.001), cognitive vulnerability to victimization fear (�̂�=0.137; p<0.05), and social 

vulnerability to victimization fear (�̂�=0.197; p<0.01) are positive and statistically significant. 

Finally, we see the negative psychological predictors of online dating psychological capital can 

explain 39.00% of its variation. We hypothesize online romance scam anxiety, online romance 

scam cognitive vulnerability, online romance scam social vulnerability, and online romance 

scam victimization fear are negatively associated with online dating psychological capital. Our 

results show the relationship between cognitive vulnerability to psychological capital (�̂�=-0.427; 

p<0.001), social vulnerability to psychological capital (�̂�=-0.197; p<0.001), and victimization 

fear to psychological capital (�̂�=-0.208; p<0.01) are negative and statistically significant; 

however, the relationship between anxiety and online dating psychological capital is not 

significant. Table 4 summarizes the results from structural regression.  We can see eight of the 

nine hypotheses are supported. Table 5 provides the result of the mediation analysis including 

the direct effect, indirect effect, and total effect. The next section provides the specific 

interpretation of the paths in connection to the qualitative phase result and attempts to provide 

the meta-inference combining both the qualitative and quantitative phases. 
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Table 4. Structural Model Estimation with 5,000 Bootstrapping Iteration. 

H# Model Path 
Expected 

Direction 
Co-efficient P Value Conclusion 

H1a 

Online Romance Scam Anxiety -> 

Online Romance Scam Cognitive 

Vulnerability 

(+) 0.441 0.000 Supported 

H1b 

Online Romance Scam Social 

Vulnerability -> Online Romance 

Scam Cognitive Vulnerability 

(+) 0.223 0.000 Supported 

H2a 

Online Romance Scam Anxiety -> 

Online Romance Scam 

Victimization Fear 

(+) 0.328 0.000 Supported 

H2b 

Online Romance Scam Cognitive 

Vulnerability -> Online Romance 

Scam Victimization Fear 

(+) 0.137 0.021 Supported 

H2c 

Online Romance Scam Social 

Vulnerability -> Online Romance 

Scam Victimization Fear 

(+) 0.197 0.001 Supported 

H3a 

Online Romance Scam Anxiety -> 

Online Dating Psychological 

Capital 

(-) 0.053 0.389 
Not 

Supported 

H3b 

Online Romance Scam Cognitive 

Vulnerability -> Online Dating 

Psychological Capital 

(-) -0.427 0.000 Supported 

H3c 

Online Romance Scam Social 

Vulnerability -> Online Dating 

Psychological Capital 

(-) -0.197 0.000 Supported 

H3d 

Online Romance Scam 

Victimization Fear -> Online Dating 

Psychological Capital 

(-) -0.208 0.002 Supported 

 

Table 5. Mediation Analysis Result. 

SL Model Path 
Direct 

Effect 

Total Indirect 

Effect 
Total Effect 

1 
Online Romance Scam Anxiety -> Online Dating 

Psychological Capital 
0.053 -0.2694*** -0.2168*** 

2 
Online Romance Scam Cognitive Vulnerability -> 

Online Dating Psychological Capital 
-0.427*** -0.0284 -0.4555*** 

3 
Online Romance Scam Social Vulnerability -> 

Online Dating Psychological Capital 
-0.197*** -0.1426*** -0.3397*** 

 

*** p-value < 0.001 
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We ensure the mixed-method quality criteria (Appendix H) to summarize our meta-

inference (Appendix I). Online romance scam anxiety is a found to be a stressor of online dating 

when the daters think about online romance scam and a higher level of online romance scam 

anxiety is associated with a higher online romance scam cognitive vulnerability and with a 

higher level of online romance scam victimization fear. Our online dater respondents identify 

that online daters feel anxious about the prospect of a possible romance scam. They mention 

several signs of possible romance scam that make them anxious such as age difference, good 

looking photos, profile looking too perfect, and a potential threat. Moreover, the respondents also 

feel anxious about the inhibitory factors such as romantic betrayal, less trust, and unreliable 

platform. Because of these negative feelings around the online romance scam while dating, the 

respondents experience further negative emotions.  

Online romance scam social vulnerability is found to be a stressor of online dating when 

the daters think about online romance scam and a higher level of online romance scam social 

vulnerability is associated with a higher level of online romance scam cognitive vulnerability, a 

higher level of online romance scam victimization fear, and a lower level of online dating 

psychological capital. Our online dater respondents identify that online daters feel socially 

vulnerable in the context of online romance scam and online dating. They mention several signs 

of possible social vulnerability such as negative past experiences in online dating, vulnerability 

to deal with people, and pressure to continue a relationship in online setting. Because of these 

negative feelings around the online romance scam while dating, the respondents experience 

further negative emotions and lower positive emotion. 

Online romance scam cognitive vulnerability is found to be a stressor of online dating 

when the daters think about online romance scam and a higher level of online romance scam 
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cognitive vulnerability is associated with a higher level of online romance scam victimization 

fear and a lower level of online dating psychological capital. Our online dater respondents 

identify that online daters feel vulnerable in the context of online romance scam and online 

dating. They mention several signs of possible cognitive vulnerability such as lack of control in 

romantic outcome, exposure to sob stories from scammer, dangerousness of sextortion, and 

unpredictability of communications. Because of these negative feelings around the online 

romance scam while dating, the respondents experience further negative emotions and lower 

positive emotion. 

Online romance scam victimization fear is found to be a stressor of online dating when 

the daters think about online romance scam and a higher level of online romance scam 

victimization fear is associated with a lower level of online dating psychological capital. Our 

online dater respondents identify that online daters feel victimization fear in the context of online 

romance scam and online dating. They mention several signs of possible victimization fear such 

as extortion, too perfect partner, and prior direct or indirect victimization experience. Because of 

these negative feelings around the online romance scam while dating, the respondents experience 

lower positive emotion. 

2.5 Contribution 

2.5.1 Theoretical Contribution 

Our study has three major theoretical contributions. First, within the online dating 

literature, online romance scam is identified as a critical negative aspect; however, a major 

variable, from the crime and cybercrime research, victimization fear is not studied previously in 

the online romance scam context. The current online romance scam studies investigate the 

process of romance scam, the nature and characteristics of online romance scam victims, and 
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online romance scam human-level and technical-level mitigation strategies. The crime and 

cybercrime investigations show the importance of understanding the victimization fear by 

unveiling the psychological, social, and environmental antecedents such as uncertainty and 

anxiety. Moreover, this literature also shows the consequences of victimization fear on health, 

psychological wellbeing, and avoidance. Our research, thus, contributes to online romance scam 

literature by introducing online romance scam victimization fear as a psychological construct 

that the online daters’ feel while they think about scam in online dating. Moreover, by following 

the crime and cybercrime literature, we also try to study how online romance scam victimization 

fear is accumulated. The literature also shows how a fear stimulus can lead to fear response and 

in turn cause detrimental long-lasting psychological outcome concerning usage and continuance 

of a service. As online daters face online romance scam while engaging in online dating, 

understanding how the fear stimulus of online romance scam can impact online dating relevant 

positive emotions is critical and not been studied before. The current knowledge regarding online 

romance scam is yet to provide a comprehensive linkage about how negative stressor such as 

victimization fear is causing poor online dating experience. By investigating the online romance 

scam victimization fear, we try to bridge the theoretical gap of why it is necessary to recognize 

online romance scam as one of the most harmful stimuli that the online daters face while they 

use online dating services and guide future research in reducing this fear factor. 

Second, we integrate Etiology of Fear Theory and Broaden-Build Theory in the context 

of online romance scam and online dating to find out the psychological antecedents of online 

romance scam victimization fear. Etiology of Fear Theory is widely used in clinical psychology 

field in developing psychological and behavioral interventions to manage fear responses induced 

from a particular fear stimulus. Previously this theory is used in the context of general fear of 
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crime. Thus, contextualizing this theory to see how thinking about an online romance scam 

related fear factor in online dating is a unique contribution of this study. Moreover, the Etiology 

of Fear Theory finds individual factors such as anxiety, and situational factor such as lived 

experience are determinants of cognitive vulnerability, which is a primary source of fear after 

experiencing a fear stimulus. Through our qualitative study, we find online romance scam related 

anxiety during online dating and the social vulnerability to deal with online romance scam in 

online dating are antecedents of online romance scam cognitive vulnerability. Furthermore, using 

the tenets of negative or downward spiral from Broaden-Build Theory and our qualitative 

evidence, we argue anxiety, cognitive vulnerability, and social vulnerability about online 

romance scam are sources of online romance scam victimization fear. We also find statistical 

support for these connections. Thus, we establish the major antecedents of online romance scam 

victimization fear in the online dating environment through this mixed-method investigation. 

Third, our research contributes by filling the literature gap of finding how negative 

stressors surrounding online romance scam interacts with the positive psychological feeling in 

online dating. In the current literature it is found that the online daters appraise their online 

dating experience negatively because of the lack of the capability of the platform to provide the 

desired service such as partner matching and to protect the users from deception, scam, and 

privacy breach. The extant research focuses of negative psychological factors from online dating 

such as loneliness, isolation, psychological avoidance, and dissatisfaction with life that are more 

related to the romantic relationship. As deception and scam are dominant sources of negative 

experience in online dating, it is also important for us to understand what are the negative 

psychological stressors that are relevant in the context of online romance scam. Understanding 

the complex psychological interaction between the negative psychology around online romance 
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and positive psychology in online dating is important because it helps to unveil what is 

happening inside the “black-box” mind when the online daters are exposed to the challenges to 

handle the threat of online romance scam. By integrating already established psychological 

theories and relevant constructs, we identify anxiety, cognitive vulnerability, social vulnerability, 

and victimization fear are the stressors in online dating while the online daters think of online 

romance scam exposure. Moreover, by extending the Broaden-Build Theory we find these 

negative stressors gradually become amplified and reduce online dating psychological capital. 

Our mixed-method study not only contextualizes the theories in the online romance scam and 

online dating context but also provides quantitative confirmatory evidence of the posited 

hypotheses of detrimental impact of online romance scam negative psychologies. Thus, this 

research lays the ground for further studies with psychological experimental interventions and 

behavioral outcomes following the psychological reaction in online romance scam and online 

dating context. 

2.5.2 Practical Contribution 

Our study also has three major practical contribution towards the online dating platform 

and online daters. First, our findings can help online dating platforms in understanding the 

relationship between the threat of online romance scam and online dating positive experience. 

Prior to the COVID-19 pandemic, it was expected that the online dater demography would reach 

to about 50 million by the year 2021 in the US alone. However, because of COVID-19 online 

dating platforms have experience massive surge in the number of users. For example, OkCupid 

sees a 7-fold increase in the active user base. On the other hand, online romance scam is also 

topping the list of most dangerous social engineering attack according to recent reports. Earlier 

reports also show a large portion of online daters is not happy about the experience of online 
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dating and they report about psychological distresses such as frustration, pessimism, and 

insecurity. Thus, it is important for the online dating platforms to continue to provide with 

positive experience as much as possible. Our finding shows negative stressors surrounding 

online romance scam such as anxiety, cognitive vulnerability, social vulnerability, and 

victimization fear is directly or indirectly associated with a lower positive psychology namely 

online dating psychological capital. Thus, we show that to continuously provide positive 

experience to the ever-growing online dating population, it is instrumental to reduce the 

psychological stressors from online romance scam using various monitoring interventions in the 

online dating platform. 

Second, we establish online dating psychological capital with hope, efficacy, resilience, 

and optimism as the positive psychological aspect of online dating that can relate to the customer 

churn paradox in online dating. We know that online dating platforms face both positive and 

negative customer churn. Positive customer churn happens when an online dater finds a perfect 

match and both the daters decided to discontinue the dating platform usage. Negative customer 

churn happens when an online dater leaves the platform after a negative experience. Thus, it is a 

paradox for online dating platforms to balance this customer churn. Sometimes a common 

complain about online dating platform is the site does not provide enough perfect matches to 

reduce positive churn and this practice can again lead to negative churn. Our research finds 

online romance scam anxiety, cognitive vulnerability, social vulnerability, and victimization fear 

as detrimental factor towards online dating psychological capital. In earlier studies, 

psychological capital is found to be closely related to the satisfaction, performance, and 

continuance behavior. Thus, we unveil the psychological interaction between the negative and 

positive psychology in online dating and show a handling the negative stressors of online 
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romance scam can increase psychological capital and potentially decrease online dating negative 

churn. 

Third, our finding can guide the development and evaluation of online dating platform 

innovations. Recently several online dating platforms starting to emphasize on video content 

sharing and video-based profile to reduce the picture-based deception and fraud. Our qualitative 

respondents frequently state the need for reducing the fake profiling and deception in connection 

with the online romance scam. Moreover, they mention that these type of fake profiling and 

subsequent romance scam is a major source of online romance scam anxiety, cognitive 

vulnerability, social vulnerability, and victimization fear. Thus, online dating platforms now can 

create evaluation mechanism using these constructs to see whether these negative stressors get 

reduced by these innovative interventions. As we establish the interplay between negative and 

positive psychology in online dating, the online dating platforms will have a better understanding 

about how the online daters feel about the deception reducing tools. 
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CHAPTER III: IMPACT OF SCAMMER’S REPRESENTATION OF LOVE ON ONLINE 

ROMANCE SCAM GULLIBILITY 

3.1 Literature Review 

We review the literature on online romance scam persuasion, relationship trust and 

satisfaction, and scam gullibility to identify the research gap. Online romance scam persuasion 

literature helps us to understand how scammers use persuasion technique in the romance scam 

grooming stage. Relationship trust and satisfaction studies establish the mechanism through 

which the romance scam persuasion becomes an effective tool. The scam gullibility papers state 

how persuasion and gullibility is related and how gullibility can lead to romance scam 

victimization. After analyzing the literature, we establish the theoretical gap and state how this 

research addresses these gaps. 

3.1.1 Online Romance Scam Persuasion, Grooming, and Love  

Extant literature on online romance scam discusses how scammers try to persuade the 

victims to fall for the scam. Whitty [14] identifies scarce deal, emergency, crisis, commitment 

and consistency, love, liking, and similarity play significant role in the online romance scam 

persuasion process. The research also states that the scammers use persuasive messaging 

techniques to motivate the victims to get attracted to the scammer and subsequently become a 

romance scam victim. In another study, Whitty [12] develops a romance scam victimization 

trajectory including a grooming stage. In the grooming phase of the online romance scam, the 

scammers start to use romantic persuasion by using intimate conversation. Moreover, in this 

stage the scammers try to attract the victim by sending fraudulent pictures. The participants of 

the studies also mention the usage of passionate approach such as romantic poems that can easily 
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be copied from another source or romantic gifts such as flowers. However, potential scam 

victims cannot judge these warning signs because they are in many cases desperate for a 

romantic relationship because of prior abusive relationship or break-ups.  

Kopp, Sillitoe, Gondal and Layton [15] also find how personal love story can be used in 

the online romance scam persuasion process. The researchers observe romance scammers try to 

use relationship emotions in the persuasion process including love, care, lust, companionship, 

responsibility, friendship, and trust. The scammers also try to develop a strategy to showcase 

their profile and messaging following a personal love story approach. The major form of the love 

stories include asymmetrical story, where the scammers try to gain control and exercise the 

power to manipulate the victim; object story, where the scammers establish the victim as a 

valuable object and signal how worthy the partner is in the relationship; coordination story, 

where the scammer establish their importance to the victim; narrative story, where the scammers 

try to create a world of fantasy, and genre story, where the scammer try to evolve the relationship 

around a core theme of war, humor, mystery, or theatre. Annadorai, Krish, Shaari and 

Kamaluddin [106] show romantic linguistic features in persuasion messaging is prevalent in the 

computer-mediated communication in online romance scam. The features include 

personalization, sympathy, provocation, trust, compliance, legitimacy, credibility, and urgency. 

Shaari, Kamaluddin, Paizi and Mohd [25] analyze the conversation between the scammer and 

victim using linguistic content analysis and find politeness, romance, and deceptive languages 

are three most dominant forms of conversational persuasion.    

3.1.2 Social Exchange, Relationship Trust, and Relationship Satisfaction 

Social exchange theory is one of the most popular concepts for understanding human 

behavior. In general, social exchange involves a set of interactions that creates obligations and is 
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dependent of some cost benefit analysis [30, 31]. The social exchange evolves over time among 

the parties and generate trust, loyalty, and mutual commitments [30]. The mutual commitments 

include certain rules of exchange among the parties that must be abide by. According to Homans 

[166] the exchange rules are not necessarily limited to material goods but also include other 

accomplishment such as prestige and approval. Extant literature investigates the notion of social 

exchange theory in romantic relationship [32-34]. In romantic relationships, social exchange 

theory helps to explain the give and take aspects of the related parties [32]. The theory shows 

how economic terms of cost and benefit can be applied to interpersonal romantic relationships. 

Literature also suggests that these romantic relationships include marital, non-marital, and online 

relationships [34-38]. In the marital relationship, social exchange help to explain the marital 

power and solidarity from an exchange perspective [34]. According to Paat [36] healthy social 

exchange is the foundation for a mutually committed alliance in marital and other romantic 

relationships. Moreover, when the efforts do not balance with the expectations the marital 

commitments will be compromised [35]. In non-marital relationships, again exchange theory 

explains the loyalty, commitment, and long-term relationships. Busboom, Collins, Givertz and 

Levin [167], in their study reveal that, people who receive more resources in their romantic 

relationships are more likely to maintain a friendship with the partner even after breaking up. On 

the other hand, a lack of balanced social exchange in romantic relationships results in premarital 

breakups [168]. Also, online relationships context, studies report that social exchange resources 

such as social network supports from connections improves long-distance relationships’ stability 

and satisfaction [37]. Therefore, from the literature it is evident that balanced exchange of 

resources has a positive impact on the interpersonal relationship that is the notion of social 

exchange theory.  
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Trust is a vital element in an interpersonal relationship. It is even more important for a 

romantic relationship [39-41]. According to Campbell and Stanton [169] trust is one of the most 

essential qualities for a long-term romantic relationship. Kleinert, Schiller, Fischbacher, 

Grigutsch, Koranyi, Rothermund and Heinrichs [170] posit trust between partners as a 

prerequisite for long-term and satisfactory relationship. Also, trust enables the partners engage in 

activities that require a high level of commitments and risk [171]. Moreover, extant research 

suggests different antecedents and outcome of relationship trust [43, 172-174]. Vinkers, 

Finkenauer and Hawk [42] argue that a lack of trust is an essential indicator of broken 

relationship. The positive outcome of trust in relationship are, relationship stability, satisfaction, 

commitment, conflict avoidance, and well-being [39, 170, 173, 175]. Norton and Baptist [176] 

find that trust among the partners help them to avoid flirtatious interaction with former romantic 

partners. Arikewuyo, Eluwole and Özad [43] report that trust development between the romantic 

partners is necessary for relationship stability and problem avoidance. Affirming their finding 

Uysal, Lin and Bush [172] report that, loss of trust in a relationship deteriorate the relationship 

wellbeing.  Additionally du Plessis and Corney [173] reveal that people who trust each other are 

more open to share confidential information and more likely to support each other. Sharing 

confidential information is a vulnerability in a trusted relationship in other way. Although trust in 

relationship results in positive outcome mostly but there are some negative consequences as well. 

Murray, Pinkus, Holmes, Harris, Gomillion, Aloni, Derrick and Leder [177] suggests too much 

trust in relationship reduce self-protective behavior of a partner. Also, impulsive trust can 

deceive a person to investigate other person’s trustworthiness. Luchies, Wieselquist, Rusbult, 

Kumashiro, Eastwick, Coolsen and Finkel [178] argue that trust can make a person biased 
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towards their romantic partner. Moreover, people with higher trust in romantic relationship 

expects their partner will to act according to their interest [178]. 

Relationship satisfaction is a subjective evaluation of an individual’s positive emotion 

experienced in an interpersonal alliance [179]. Extant literature provides different antecedents 

and consequences of relationship satisfaction [44, 46, 180]. What causes relationship satisfaction 

is a much explored phenomena in family and couple research [44, 45]. Leung and Law [44] 

suggests that individual’s pursuit of intrinsic goal is positively associated with basic 

psychological need satisfaction. And basic psychological need satisfaction is important for 

relationship well-being [181]. Grouzet, Kasser, Ahuvia, Dols, Kim, Lau, Ryan, Saunders, 

Schmuck and Sheldon [182] posits that extrinsic goals such as fame, wealth, and image make 

people materialistic and distant people from the intrinsic goals such as affiliation and connection. 

Therefore, the satisfaction in relationship is compromised. The outcome of relationship 

satisfaction is both positive and negative as suggested by the literature. Pereira, Taysi, Orcan and 

Fincham [180] find that relationship satisfaction is negatively associated with loneliness and 

infidelity. Another study by Ito, Yang and Li [46] report that partners who are satisfied in their 

relationships are more committed and faithful towards their relationships. This finding support 

Cramer [183], where the authors reveal that satisfied partners are more supportive towards each 

other. Whereas dissatisfied relationship results in conflict and depression. Moreover, it is evident 

from the literature that higher level of satisfaction in romantic relationships are positively 

associated with relationship stability, partners’ well-being, mental and physical health [184, 

185]. On the other hand, studies report some negative outcomes of relationship satisfaction as 

well. Kardum, Gračanin, Hudek-Knežević and Blažić [47] find that more satisfaction in 

relationship is negatively associated with individual’s emotion-regulation. Another investigation 



 

63 

by Sáez, Riemer, Brock and Gervais [186], report that, satisfaction in relationship is associated 

with partner objectification in a romantic relationship context.  

3.1.3 Online Romance Scam Gullibility  

In general terms, gullibility is defined by the naivety or foolishness of a person in 

believing another person or thing where there is not enough evidence to be persuaded [26]. 

Gullibility is often linked to believing someone who has already showing some warning signs for 

cheating such as lying or breaking promises. Rotter [26] argues that believing a stranger for the 

first time might not be referred to as gullibility whereas persuaded by a lying politician can be 

termed as gullibility. It is very important to distinguish the concept of trust from gullibility 

because earlier studies attempt to use these terms interchangeably [187]. However, experimental 

evidence shows trust and gullibility constructs are different in nature and need to be measured 

separately [26, 187]. Yamagishi, Kikuchi and Kosugi [187] argue that gullibility is insensitivity 

to information that is revealing some form of cheating by the opposite communicating parties.  

Gullibility is widely used in the context of crime and social engineering scams. In the 

criminology literature, gullibility is associated with the inability to miss the crime warning signs 

and in turn the gullible person is at higher risk of a victim [188]. In social engineering and scam 

literature, gullibility is associated with over-trusting the perpetrator, removing doubts and 

suspicion about the perpetrator, increasing agreeableness, decreasing the ability to avoid risks, 

and increasing insensitivity [27, 28]. One study on phishing attack finds how gullibility lure 

potential victims to fall for fraudulent website and emails [189]. Another experimental study find 

gullibility leads to a lower level of awareness for phishing and fraud contents on the internet 

[190]. 
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Online romance scam literature also points out how individuals are becoming more 

gullible to scam victimization and fall for scammers persuasion. Garrett [13] finds seeking a 

partner actively, inexperience of dating online, lesser internet crime and scam awareness, 

reduced personal fraud knowledge, and lesser prior IT experience are making people for gullible 

for online romance scam. Whitty [29] identifies the psychological antecedents of online romance 

scam including gullibility, impulsivity, locus of control, kind, greed, and addictive disposition. 

Whitty [105] also reports individuals with lower romantic belief, higher consideration for future 

consequences, prior scam detection experience, and higher messaging response time are in a 

better position to delineate a romance scam from a genuine romantic relationship. 

After reviewing the extant literature, we have found three major theoretical gaps that this 

research can address. First, the online romance scam persuasion studies indicate how love and 

romance is used in the scam grooming process. However, in the literature is not yet established 

how different levels of romantic representation using intimacy, passion, and commitment 

specifically link to online romance scam gullibility. In this study, we develop various scenario 

based on the different types of love and check how different romantic scenario leads to online 

romance scam gullibility. Second, the social exchange, relationship trust, and relationship 

satisfaction literature provides in-depth understanding about how romantic partners exchange 

romantic resources to gain trust and satisfaction. But, at the time of scam grooming, how a 

romantic resource seeking individual may fall for online romance scam because of the 

expectation of trust and satisfaction is still to be identified. In this research, we incorporate an 

individual’s love seeking status as a factor that can help us understand how the need for love 

interplays with the scammer’s romantic persuasion. Third, online romance scam research yet to 

find the mechanism through which scammers romantic grooming leads to scam gullibility. In this 



 

65 

research, we identify relationship trust and relationship satisfaction as the mediating variable 

between scammers romantic grooming and online romance scam gullibility. 

3.2 Theory and Hypotheses 

In this research, we integrate Triangular Theory of Love [191], Social Exchange Theory, 

and Mood-Congruent Judgement Theory to come up with the causal research model. The 

Triangular Theory of Love is used to classify the types of romance scam persuasion and 

grooming by the scammer. The Social Exchange Theory shows how an induvial with higher 

romantic resource need may fall for scam victimization. Also, this theory helps us to establish 

the relationship between romantic grooming, relationship trust, and relationship satisfaction. The 

Mood-Congruent Judgement Theory shows how an individual’s positive mood with relationship 

trust and relationship satisfaction is related to decision making judgement such as scam 

gullibility. 

3.2.1 Romantic Grooming, Relationship Trust, and Relationship Satisfaction 

Online romance scam literature tries to find how scammers groom the potential victims to 

fall for the scam. It is identified that romantic grooming is one of the most common grooming 

technique the scammers use in persuading the victims. Extant research shows romantic 

messaging and love stories are the persuasion techniques used in the online romance scam [15, 

106]. According to the Triangular Theory of Love [191], three essential components of love are 

intimacy, passion, and commitment. Based on the presence and absence of intimacy, passion, 

and commitment, there can be different types of love. Online romance scam literature shows the 

scammers frequently use different combination intimacy, passion, and commitment to do the 

romantic grooming. The theory suggests if there is no evidence of intimacy, passion, and 

commitment present in a relationship, then it can be termed as non-love. In our context of online 
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romance scam, we mark non-love as the no grooming type where the scammers do not use 

romantic persuasion technique in the grooming process. When a romantic relationship only has 

intimacy then the partners can feel the closeness and attachment, however they do not feel any 

passion and long-term consequence of the relationship. It is evident from the qualitative findings 

from the earlier research that scammers try to scam the victim right after the initiation of the 

romantic communication. When a romantic relationship has both intimacy and passion then the 

partners can feel the closeness and deep love without any long-term commitment to carry on 

with the relationship. This form of romantic grooming is also present where the scammers 

frequently use romantic poem, gifts, and passionate love stories in the grooming process. When a 

romantic relationship has intimacy, passion, and commitment then the parties can see themselves 

involved in the relationship for a long run. Scammers shows commitment as well by telling the 

victim about potential marriage and a better life together. In the context of this research, we 

categorize scammer’s romantic grooming into three types— grooming with only intimacy, 

grooming with intimacy and passion, and grooming with intimacy, passion, and commitment. 

  Intimacy, passion, and commitment are closely associated with relationship trust and 

relationship satisfaction [192]. Mikulincer [193] argues that relational attachment is closely 

associated with relationship trust and a major source of relational attachment is the strength of 

love including intimacy. The study findings show intimacy attainment is the main trust-related 

objective of majority of the participants. Zak, Gold, Ryckman and Lenney [194] find an 

individual’s self-perception process including romantic commitment influences relationship 

trust. Moreover, Ponder, Holloway and Hansen [195] and Harris, Bedard, Moen and Álvarez-

Pérez [196] posit romantic relationship with intimacy and commitment leads to strong 

relationship trust and in turn a higher level of relationship outcome is achieved. Another research 
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by Matson, Chung, Fortenberry, Lich and Ellen [197] provides evidence of positive influence of 

love strength on relationship trust. A similar level of empirical evidence is found in the context 

of love and relationship satisfaction [198]. Madey and Rodgers [199] identify the association 

between romantic attachment and relationship satisfaction is mediated by commitment and 

intimacy elements of love. Andrade, Wachelke and Howat-Rodrigues [200] show the 

components of love such as intimacy, passion, and commitment are significant predictor of 

relationship satisfaction, and the level of satisfaction varies by the gender. Furthermore, 

Cassepp-Borges [201] state that the relationship satisfaction, love, and love styles increase the 

chance of long-term dating relationship.  

In the context of online romance scam, we argue that if the scammer is using romantic 

persuasion technique such as different combination of intimacy, passion, and commitment it will 

be very challenging for the potential victim to not feel higher level of relationship trust and 

relationship satisfaction. From the understanding about different romantic grooming and the 

relational consequence, we can further argue that if a scammer is not using romantic grooming, 

then relationship trust and relationship satisfaction will not be higher as a result. Because 

Triangular Theory of Love presents the exclusion of intimacy, passion, and commitment as non-

love or regular day-to-day relationship [191]. It can be posited that the scammers will not be able 

to induce relationship trust and relationship satisfaction effectively which a non-romance 

grooming strategy. The also describes the underlying assumptions of each component of love 

and by looking into these assumptions we will be able to further posit which romantic grooming 

technique can lead to higher level of relationship trust and relationship satisfaction at the victim’s 

side [192]. Acker and Davis [192] present that among all the elements of love, commitment is 

the most powerful antecedent of relationship trust and relationship satisfaction. In line with this 



 

68 

argument, we can say that showing commitment in the grooming stage of the romance scam will 

be most effective technique for the scammer to invoke relationship trust and relationship 

commitment. Thus, we hypothesize— 

H1: The a) relationship trust and b) relationship satisfaction at the victim’s side is the lowest 

when a scammer does not use grooming based on intimacy, passion, and commitment. 

H2: The a) relationship trust and b) relationship commitment at the victim’s side is the highest 

when a scammer uses commitment-based grooming technique alongside intimacy and passion.   

3.2.2 Love Seeking as Moderator 

Social exchange in relationship is dealing with the exchange of romance and the care for 

each other by two romantic partners [32]. Simply put, one romantic partner is showing romantic 

resource using various ways such as showing affection and the other partner is responding to that 

resource by providing romance in return and thus, the relationship progresses. It is not possible 

to have a fruitful romantic relationship unless both the partners mutually exchanging romantic 

resources. Sometimes it is important for the partners to understand the need for social exchange 

and act accordingly. In this research, we are trying to find how scammer’s romantic grooming 

impacts subsequent relationship trust and relationship satisfaction. Extant research on romance 

shows higher level of social exchange increases the perception about perfect partner matching 

[202, 203], romantic expectation increases the relationship evaluation [204], the amount of time 

spent together influences the duration of relationship [168], social exchange equates the power 

distribution between the partners [205], and social media support increase the longevity of 

relationship [37]. Moreover, all these factors are positively associated with relationship trust and 

relationship satisfaction. In the context of online romance scam, the scammers is usually the one 

who starts to showcase the romance in the forms of intimacy, passion, and commitment at the 
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time of scam grooming. If the potential victim is showing higher need for romance or the 

potential victim implicitly desperate to start a new romantic relationship, then it is going to be 

common that the potential victim starts to appraise the social exchange highly. When this 

happens then the consequence will be positive at least in the eye of the potential victim. On the 

other hand, this situation is ideal for the scammer to move to the actual scamming stage beyond 

the grooming phase. Garrett [13] shows seeking a partner is an important antecedent of online 

romance scam victimization. Thus, by combining the social exchange concepts and their 

consequences in online romance scam grooming context, we can say that individuals with active 

love seeking status will become more vulnerable to develop false sense of relationship trust and 

relationship satisfaction. Thus, we posit—  

Hypothesis 3: An individual’s status of actively seeking love moderates the relationship between 

scammer’s romantic grooming, relationship trust, and relationship satisfaction. 

3.2.3 Trust, Satisfaction, and Gullibility 

To establish the relationship between relationship trust, satisfaction, and online romance 

scam gullibility, we use Mood-Congruent Judgement Theory [206]. The theory states that the 

human judgement is impacted largely by the mood when the judgement is taken, i.e., a happy 

person believes good weather is more likely than bad weather. Abele and Petzold [207] posit that 

mood is a direct information input source at the time of judgement and good mood leads to 

convoluted appraisal of a situation. Forgas [208] argues about mood-congruent decision makers 

are more likely to be impacted by cognitive bias. Other studies show mood can bias the 

evaluation of an unknown individual and groups [209], mood-congruent self-judgement is not 

constructive [210], and mood-congruence hampers self-regulation [211]. In the context of online 

romance scam, we argue that scammer are trying to lead the potential victim towards mood-
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congruent judgement by relationship trust and relationship satisfaction. Relationship trust and 

relationship satisfaction are in most cases related to positive romantic outcome; however, some 

studies investigate the negative consequences of relationship trust and relationship satisfaction. A 

major theme around negative aspect of relationship trust and relationship confidence is how 

these factors are driving reckless behavior and wrong choices. 

 Relationship trust has detrimental impact on relationship in several ways. Haynie [212] 

shows excessive relationship trust in young girls leads to deviant behaviors such as conflict with 

parents and seeking autonomy from parents. It is also found that these deviant decision makings 

impact further puberty-associated problems. Luchies, Wieselquist, Rusbult, Kumashiro, 

Eastwick, Coolsen and Finkel [178] posit people with higher relationship trust have a higher 

expectation from their partners. They think the partners should always behave in accordance with 

their best interest. Juarez and Pritchard [213] argue that relationship trust is associated with body 

dissatisfaction. Murray, Pinkus, Holmes, Harris, Gomillion, Aloni, Derrick and Leder [177] 

show relationship trust reduces self-protection behavior. Moreover, relationship satisfaction also 

has negative impact on relationship in many ways. Morgan, Love, Durtschi and May [214] find 

relationship satisfaction is associated with depressive symptoms. Their longitudinal study shows 

relationship satisfaction is a strong and consistent predictor of depression within and between 

partners. Sáez, Riemer, Brock and Gervais [186] relationship satisfaction is linking with 

romantic partner objectification. Because of relationship satisfaction partners become casual 

about talking about body and appearance and that can lead to objectification comments. Kardum, 

Gračanin, Hudek-Knežević and Blažić [47] posit relationship satisfaction hampers relationship 

emotion regulation. 
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Online romance scam literature shows how positive mood leads to judgement error such 

as online romance scam gullibility. Whitty [14] shows errors in decision making at the side of 

potential victim is a major catalyst of a successful persuasion from the scammer. One antecedent 

of decision-making errors is positive illusion and by increasing relationship trust and relationship 

satisfaction this illusion can be created and sustained. Thus, we can argue that relationship 

satisfaction and relationship trust will increase the online romance scam gullibility when the 

scammer can increase the mood-congruence at the side of potential victim. We hypothesize—    

Hypothesis 4: An individual’s level of a) relationship trust and b) relationship satisfaction is 

positively influencing online romance scam gullibility. 

The Figure 9 shows the causal model of this research— 

Figure 9. Research Model of Essay 2 

 

3.3 Research Method 

This research employs two vignette-based experiments. Trevino [215] states that 

vignettes present participants with a written description of a real-world scenario. As part of the 

experimental manipulation, vignette-based experiments also known as scenario-based 

experiments randomly assign a specific scenario to each of the participants. The participants 
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engage in these experiments by considering the scenario they are under and answer the 

subsequent questions that are related to the dependent variable of interest [215]. Earlier studies 

find vignette-based experiments can effectively capture participants response in a role-playing 

scenario [216] such as in the conducted experiments in this study. Moreover, the results 

comparing vignette-based and non-vignette-based experiments do not reveal any significant 

differences [217, 218]. Our research is approved by the Institutional Review Board that takes 

care of the ethical aspect of any human-focused studies. The study 1 uses a one-way randomized 

vignette-based experiment with 4 types of scenarios, and study 2 employs a 4-by-2 general 

complete block design. 

3.3.1 Participants 

We collect data from an online participant pool of single online daters recruited from 

Prolific survey platform. Online dating is not exclusively for persons with single relationship 

status. However, to reduce the complexity of the vignette we have decided to reduce the scope of 

the study only within the population with single relationship status. Our scenarios talk about a 

potential partner that is a scammer, but the participants are not provided with the clue that the 

partner is going to scam them. Thus, this type of scenario becomes more applicable for a role-

playing study to online daters who are currently single. Prolific platform is also gaining 

popularity among behavioral scientist for online experiments [153]. Prolific has more naïve 

participants than Amazon Mechanical Turk and the quality of responses is also not different 

[153]. For the study 1 our final number of respondents is 241 after the manipulation check and 

for the study 2 the number is 305. Both the experiments are cross-sectional in nature, thus, there 

are no overlapping participants for the studies. 
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3.3.2 Task and Procedure 

In both experimental studies, the participants start with a questionnaire for the 

demographic variables that we use as controls. After the demographic questions, they are 

randomly assigned to one of four online romance scam grooming scenarios— no romantic 

grooming, only intimacy-based grooming, both intimacy- and passion-based grooming, and 

intimacy-, passion-, and commitment-based grooming. After reading the written vignette, we ask 

the manipulation check questions to identify whether the scenarios convey the role-playing 

exercise in a clear manner. Finally, the participants answer the Likert-scale questions that are 

related to the dependent variables of interest. 

3.3.3 Independent Variables 

For the study 1, 4 types of vignettes are the experimental manipulation because this study 

uses a one-way experiment. In this experimental study, we intend to find the direct impact of the 

scammer’s grooming on the dependent variables. For the study 2, we employ a 4-by-2 general 

complete block design where a participant’s active love seeking status (either active or not-

active) is used as the block moderator variable, which interacts with the independent 

experimental manipulations. 

For a vignette-based experiment to be successful, the written scenarios play the most 

crucial part. In our case, our written scenarios are focusing on a potential new partner that is 

using some form of romantic grooming. To come up with the grooming scenarios based on prior 

scams, we perform a content analysis on 21 real online romance scam stories. These stories are 

taken from romancescamsurvior[dot]org, a non-profit romance scam support organization and 

scamwatch[dot]gov[dot]au, a governmental agency in Australia. The real victims include 16 

females and 5 males, and they provide details about how the scammer use romantic technique in 
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the scam grooming process. From our analysis, we find 15 cases where intimacy is used, 12 

cases where passion is used, and 7 cases where commitment is used in the early grooming 

period. These case counts are not mutually exclusive, because many scam cases use combination 

of intimacy, passion, and love in the grooming process. The details about the content analysis 

can be found in Appendix J. Two examples of the use of intimacy in online romance scam are— 

We began to chat multiple times a day on Google Hangouts, which I 

downloaded at his request. There were daily phone calls as well, with him 

professing his love and his gratitude for coming into his life. – Real Scam 

Story # 7 

Later in 2014 after a lot of correspondence and increasing intimacy I asked 

and believed Lisa was agreeable to her coming here and us meeting and 

seeing if we were compatible and it was worth moving forward with a 

relationship; I was insistent that we had to meet and that there was no 

commitment until we both were clearly agreeable to a relationship. – Real 

Scam Story # 18 

 Two examples of the use of passion in online romance scam are— 

He sent me more photos and messages then bang, sent me this long email 

and for the first time with passion about his idea of relationship. Basically, 

I was sold for that and wrote him back honestly with most open attitude 

(As you can imagine the scam took place right after this). – Real Scam 

Story # 5 

He started to be a little more romantic, using words like babe, baby or 

honey, and I started to feel something about him (maybe I was needed of 



 

75 

attention and in the past I had very toxic relationships). – Real Scam Story 

# 14 

 Two examples of the use of commitment in online romance scam are— 

He had been walking around with a hole in his heart, never expecting to 

find love again. His contract would be up soon, and he planned to retire so 

he could travel. Asked me if I would be his traveling companion and said 

that he wanted to treat me like a queen. – Real Scam Story # 7 

He talked of sharing a life that he would have retired from the Army to 

stay with me. He also appointed me as his daughter’s Guardian in the case 

of his death while on duty. He even sent me an official document to prove 

that. – Real Scam Story # 13 

Based on these real scam stories we develop our four vignettes, see Appendix K for 

details. In addition to these vignettes, the study 2 uses single online daters self-reported active 

love seeking status as the block moderator variable that interacts with the vignettes. Garrett [13] 

finds a person’s active love seeking status is an antecedent of online romance scam 

victimization. Thus, using this variable as the block moderator has the potential to reveal the 

effectiveness of the scammers romantic grooming. 

3.3.4 Dependent Variables 

In this research, we are dealing with three dependent variables namely— relationship 

trust, relationship satisfaction, and online romance scam gullibility. All these variables are 

measured using 7-point Likert scale from 1 as strongly disagree to 7 strongly agree. Relationship 

trust is adapted from the 17-item relationship trust scale by Rempel, Holmes and Zanna [171]. 

Items include “I will feel comfortable when X will have to make decisions which will affect me 
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personally”, “I have found that X is dependable, especially when it will come to things which are 

important to me”, and “Though times may change and the future is uncertain, I know X will 

always be ready and willing to offer me strength and support.” Relationship satisfaction is 

adapted from the 7-item relationship satisfaction scale by Cramer [183]. Items include “In 

general, you will be satisfied with your relationship with X”, and “Your relationship with X will 

meet your original expectations.” The online romance scam gullibility is used from the 6-item 

gullibility questions by Teunisse, Case, Fitness and Sweller [28]. Items include “I am not quick 

to notice whether X is trying to cheat me” and “I am not that good at reading the signs whether X 

is trying to manipulate me.” For details about the constructs, please review Appendix L.  

3.3.5 Control Variables 

Garrett [13] finds the variables that increase the user’s vulnerability to online romance 

scam victimizations. Major variables include gender, age, educational background, social media 

usage experience, online dating usage experience, prior background in information technology 

and computing, news media usage experience, and prior online romance scam victimization 

experience. We include all these variables as control in our analysis. These questions are 

included in the demographic questionnaire that the participants respond at the beginning of the 

experiment. 

3.4 Results and Discussions 

3.4.1 Study 1 

The study 1 of this research is a one-way experiment. We test the H1, H2, and H4 

through this study. That means we would like to see whether scammer’s romantic grooming 

leads to relationship trust, relationship satisfaction, and online romance scam gullibility. We 

follow Cummings and Dennis [219] in our analysis. 
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3.4.1.1 Construct Validity and Reliability 

In the beginning, we run an exploratory factor analysis (EFA) using SPSS and 

confirmatory factor analysis (CFA) using AMOS to validate the measurement items. We run the 

maximum likelihood EFA using ProMax rotation. The Kaiser-Meyer-Olkin measure for 

sampling adequacy is 0.933, which in the highly acceptable range above 0.90 [220]. We also 

check the communalities for each item and remove the ones with extraction score 0.40. The EFA 

extracts 3 factors as expected and using these 3 factors 72.37% of total variance is explained. 

The pattern matrix shows no overlapping items for the factors. From the item loadings we can 

mark the factor 1 as relationship trust with Cronbach’s 𝛼 = 0.941, the factor 2 as relationship 

satisfaction with Cronbach’s 𝛼 = 0.952, and the factor 3 as online romance scam gullibility with 

Cronbach’s 𝛼 = 0.955. A Cronbach’s 𝛼 over 0.80 is preferred for internal consistency of the 

constructs [221]. Details of pattern matrix can be found in Appendix M. 

We then conduct the CFA to further test the reliability and validity of the constructs 

following the recommendations by Hair [222] and Fornell and Larcker [160]. The composite 

reliability (CR) of relationship trust is 0.940, of relationship satisfaction is 0.954, and of online 

romance scam gullibility is 0.949, which all are above the acceptable threshold of 0.70. The 

average variance extracted of relationship trust is 0.646, of relationship satisfaction is 0.798, and 

of online romance scam gullibility is 0.719, which all are above the acceptable threshold of 0.50. 

These measures show the convergent validity of the constructs. The square root of AVE for all 

the constructs is higher than the correlation indicating discriminant validity. Moreover, the 

goodness of fit indices show good model fit for the CFA. Details of factor loadings and fit 

indices can be found in Appendix N. 
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3.4.1.2 Model Testing 

We run MANCOVA using SPSS to test the model with covariates. We check the equal 

variance assumptions using Box’s test and Levene’s test [223]. As our four groups have roughly 

equal sample sizes, the Box’s M of  25.064 is showing the support for equality of covariance 

matrices of the dependent variables (F-statistic is 1.360 with 18 and 195838 degrees of freedom, 

p-value = 0.140 that is above 0.05). Moreover, the Levene’s test shows highly insignificant p-

values for all the three dependent variables relationship trust, relationship satisfaction, and online 

romance scam gullibility that is providing support for equal error variance across groups. These 

findings indicate that using Wilk’s 𝜆 statistic for further model testing is appropriate. 

The MANCOVA result of fixed-factor treatment and covariates on relationship trust, 

relationship satisfaction, and online romance scam gullibility shows the treatment has a 

significant Wilk’s 𝜆 of 0.778 (F-statistic = 6.688 with 9 and 555.04 degrees of freedom, and p-

value < 0.001), that is any of the relationship trust, relationship satisfaction, and online romance 

scam gullibility are significantly different by the influence of treatment from multivariate 

perspective after controlling for the covariates. The post-hoc power for this significant treatment 

is above 0.95 and 𝜂2 = 0.08 shows a medium effect size. The result of treatment on covariates 

indicates no significant differences among treatments based on the covariates (Wilk’s 𝜆 = 0.890, 

F-statistic = 1.143 with 24 and 667.67 degrees of freedom, p-value = 0.289 that is above 0.05). 

Furthermore, we run MANOVA using SPSS to test the model without covariates. The 

result of fixed-factor treatment on relationship trust, relationship satisfaction, and online romance 

scam gullibility shows the treatment has a significant Wilk’s 𝜆 of 0.792 (F-statistic = 6.407 with 

9 and 572.079 degrees of freedom, and p-value < 0.001), that is any of the relationship trust, 

relationship satisfaction, and online romance scam gullibility are significantly different by the 
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influence of treatment from multivariate perspective. The post-hoc power for this significant 

treatment is above 0.95 and 𝜂2 = 0.075 shows a medium effect size. The result of treatment on 

relationship trust indicates the means of relationship trust of the groups differ from each other (F-

statistic = 12.192 with 3 and 237 degrees of freedom, p-value < 0.001). The 𝜂2 of this result is 

0.134 showing a medium effect size. The result of treatment on relationship satisfaction indicates 

the means of relationship satisfaction of the groups differ from each other (F-statistic = 12.587 

with 3 and 237 degrees of freedom, p-value < 0.001). The 𝜂2 of this result is 0.137 showing a 

medium effect size. 

3.4.1.3 Hypotheses Testing 

We run post-hoc Ryan-Einot-Gabriel-Welsh F-test (REGW-F) to compare the means of 

four groups and use 𝛼 = 0.05 as the significance level for the mean differences. The means are 

shown in Figure 10.  
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Figure 10. Means of Relationship Trust and Satisfaction for Essay 2 - Study 1 

 

By looking into the relationship trust dimension, we can find the mean of non-grooming 

group is the lowest at 2.98 and it differs from all the other three groups’ means. The means of 

relationship trust of only intimacy, both intimacy and passion, and intimacy, passion, and 

commitment group are 3.88, 3.89, and 4.18 respectively; however, these means are not 

significantly different from each other. Thus, our hypothesis H1a is supported and hypothesis 

H2a is not supported for relationship trust. The results are shown in Table 6 as follows. From 

these evidences of relationship trust, we can conclude that the scammer’s grooming based on 
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love is more dangerous for the potential victims than a non-grooming case, however, we find no 

difference in the mean relationship trust across different levels of grooming. The potential 

victims are prone of fake trust irrespective of the grooming effort of the scammer because of the 

active love seeking approach. In the study 2, we would like to investigate this phenomenon 

further.  

Table 6. REGW-F Post-Hoc Test of Relationship Trust for Study 1 

TREATMENT N 
Subset 

1 2 

No Romantic Grooming 64 2.98  

Only Intimacy 60  3.88 

Both Intimacy and Passion 57  3.89 

Intimacy, Passion, and Commitment 60  4.18 

By looking into the relationship satisfaction dimension, we can find the mean of non-

grooming group is the lowest at 3.59 and it differs from all the other three groups’ means. The 

means of relationship satisfaction of only intimacy, both intimacy and passion, and intimacy, 

passion, and commitment group are 4.27, 4.75, and 4.82 respectively. The mean relationship 

satisfaction of intimacy, passion, and commitment group is different than those of the only 

intimacy group and no grooming group. The mean relationship satisfaction of intimacy, passion, 

and commitment group is not different than that of both intimacy and passion group. Thus, our 

hypothesis H1b is supported and hypothesis H2b is partially supported for relationship 

satisfaction. The results are shown in Table 7 as follows. From these evidences of relationship 

satisfaction, we can conclude that the scammer’s grooming based on love is more dangerous for 

the potential victims than a non-grooming case, and we find differences in the mean relationship 

satisfaction across different levels of grooming. Commitment-based romantic grooming by 

scammer makes the potential victim fall for the scam more. 
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Table 7. REGW-F Post-Hoc Test of Relationship Satisfaction for Study 1 

TREATMENT N 
Subset 

1 2 3 

No Romantic Grooming 64 3.59   

Only Intimacy 60  4.27  

Both Intimacy and Passion 57  4.75 4.75 

Intimacy, Passion, and Commitment 60   4.82 

The result of treatment on online romance scam gullibility from MANOVA indicates the 

means of online romance scam gullibility of the groups differ from each other (F-statistic = 3.200 

with 3 and 237 degrees of freedom, p-value = 0.024 that is below 0.05). The 𝜂2 of this result is 

0.039 showing a small effect size. To test the hypothesis H4a and H4b, we use structural 

regression. We find, every unit increase in relationship trust is associated with a 0.290 unit 

increase in online romance scam gullibility. This co-efficient is statistically significant with p-

value = 0.006 that is below 0.05. We also find, every unit increase in relationship satisfaction is 

associated with a 0.302 unit increase in online romance scam gullibility. This co-efficient is 

statistically significant with p-value < 0.001. Thus, we can say hypotheses H4a and H4b are 

supported. Thus, we find support for mood-congruent decision-making error at the part of the 

potential victims and these victims become more gullible to online romance scam. The potential 

victims not only be impacted by the romantic grooming directly but also be persuaded by fake 

relationship trust and relationship satisfaction. 

3.4.2 Study 2 

The study 2 of this research is a 4-by-2 general complete block design. We test the H1, 

H2, H3, and H4 through this study. That means now we would like to see whether an 

individual’s active love seeking status interacts with scammers grooming technique towards 

relationship trust, relationship satisfaction, and online romance scam gullibility. We again follow 

Cummings and Dennis [219] in our analysis. 
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3.4.2.1 Construct Validity and Reliability 

In the beginning, we run an exploratory factor analysis (EFA) using SPSS and 

confirmatory factor analysis (CFA) using AMOS to validate the measurement items. We run the 

maximum likelihood EFA using ProMax rotation. The Kaiser-Meyer-Olkin measure for 

sampling adequacy is 0.954, which in the highly acceptable range above 0.90 [220]. We also 

check the communalities for each item and remove the ones with extraction score 0.40. The EFA 

extracts 3 factors as expected and using these 3 factors 69.204% of total variance is explained. 

The pattern matrix shows no overlapping items for the factors. From the item loadings we can 

mark the factor 1 as relationship trust with Cronbach’s 𝛼 = 0.958, the factor 2 as relationship 

satisfaction with Cronbach’s 𝛼 = 0.959, and the factor 3 as online romance scam gullibility with 

Cronbach’s 𝛼 = 0.939. A Cronbach’s 𝛼 over 0.80 is preferred for internal consistency of the 

constructs [221]. Details of pattern matrix can be found in Appendix M. 

We then conduct the CFA to further test the reliability and validity of the constructs 

following the recommendations by Hair [222] and Fornell and Larcker [160]. The composite 

reliability (CR) of relationship trust is 0.956 of relationship satisfaction is 0.960, and of online 

romance scam gullibility is 0.939, which all are above the acceptable threshold of 0.70. The 

average variance extracted of relationship trust is 0.646 of relationship satisfaction is 0.798, and 

of online romance scam gullibility is 0.719, which all are above the acceptable threshold of 0.50. 

These measures show the convergent validity of the constructs. The square root of AVE for all 

the constructs is higher than the correlation indicating discriminant validity. Moreover, the 

goodness of fit indices show good model fit for the CFA. Details of factor loadings and fit 

indices can be found in Appendix N. 
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3.4.2.2 Model Testing 

We run MANCOVA using SPSS to test the model with covariates. We check the equal 

variance assumptions using Box’s test and Levene’s test [223]. As our four groups have roughly 

equal sample sizes, the Box’s M of 49.315 is showing the support for equality of covariance 

matrices of the dependent variables (F-statistic is 1.135 with 42 and 132970 degrees of freedom, 

p-value = 0.254 that is above 0.05). Moreover, the Levene’s test shows highly insignificant p-

values for all the three dependent variables relationship trust, relationship satisfaction, and online 

romance scam gullibility that is providing support for equal error variance across groups. These 

findings indicate that using Wilk’s 𝜆 statistic for further model testing is appropriate. 

The MANCOVA result of fixed-factor treatment, block (actively love seeking or not-

actively love seeking), and interaction between treatment and block with covariates on 

relationship trust, relationship satisfaction, and online romance scam gullibility shows the 

treatment and block interaction has a significant Wilk’s 𝜆 of 0.941 (F-statistic = 1.969 with 9 and 

698.633 degrees of freedom, and p-value = 0.04 below 0.05), that is any the of relationship trust, 

relationship satisfaction, and online romance scam gullibility are significantly different for 

treatment groups under actively love seeking block and treatment groups under not-actively love 

seeking block from multivariate perspective after controlling for the covariates. The post-hoc 

power for this significant interaction is above 0.80 and 𝜂2 = 0.02 shows a small effect size. A 

statistically significant interaction term reveals that an individual’s love seeking status is a 

significant moderator for the relationships. Thus, our hypothesis H3 is supported. The 

moderation effects are depicted in Figure 11. For subsequent analysis, we are required to analyze 

the results of active love seeking type and not-actively love seeking type separately. The result of 

treatment on covariates indicates no significant differences among treatments based on the 
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covariates (Wilk’s 𝜆 = 0.915, F-statistic = 1.110 with 24 and 853.291 degrees of freedom, p-

value = 0.325 that is above 0.05). 

Figure 11. Moderation Effect of Love Seeking Status 

 
 

 
 

Now, we run MANOVA using SPSS to test the model without covariates for the not-

actively love seeking block. The result of fixed-factor treatment on relationship trust, relationship 

satisfaction, and online romance scam gullibility shows the treatment has a significant Wilk’s 𝜆 

of 0.584 (F-statistic = 10.835 with 9 and 394.416 degrees of freedom, and p-value < 0.001), that 

is any the relationship trust, relationship satisfaction, and online romance scam gullibility of not-

actively love seeking block are significantly different by the influence of treatment from 

multivariate perspective. The post-hoc power for this significant treatment is above 0.95 and 𝜂2 
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= 0.164 shows a medium effect size. The result of treatment on relationship trust indicates the 

means of relationship trust of the groups differ from each other (F-statistic = 25.228 with 3 and 

168 degrees of freedom, p-value < 0.001). The 𝜂2 of this result is 0.316 showing a large effect 

size. The result of treatment on relationship satisfaction indicates the means of relationship 

satisfaction of the groups do not differ from each other (F-statistic = 2.459 with 3 and 168 

degrees of freedom, p-value = 0.065 that is above 0.05). 

Then, we run MANOVA using SPSS to test the model without covariates for the actively 

love seeking block. The result of fixed-factor treatment on relationship trust, relationship 

satisfaction, and online romance scam gullibility shows the treatment has a significant Wilk’s 𝜆 

of 0.667 (F-statistic = 6.412 with 9 and 318.970 degrees of freedom, and p-value < 0.001), that is 

any the relationship trust, relationship satisfaction, and online romance scam gullibility of 

actively love seeking block are significantly different by the influence of treatment from 

multivariate perspective. The post-hoc power for this significant treatment is above 0.95 and 𝜂2 

= 0.126 shows a medium effect size. The result of treatment on relationship trust indicates the 

means of relationship trust of the groups differ from each other (F-statistic = 24.395 with 3 and 

133 degrees of freedom, p-value < 0.001). The 𝜂2 of this result is 0.304 showing a large effect 

size. The result of treatment on relationship satisfaction indicates the means of relationship 

satisfaction of the groups differ from each other (F-statistic = 15.533 with 3 and 133 degrees of 

freedom, p-value < 0.001). The 𝜂2 of this result is 0.160 showing a large effect size. 

3.4.2.3 Hypotheses Testing 

We run post-hoc Ryan-Einot-Gabriel-Welsh F-test (REGW-F) to compare the means of 

four groups within each block separately and use 𝛼 = 0.05 as the significance level for the mean 

differences. The means are shown in Figure 12. 
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Figure 12. Means of Relationship Trust and Satisfaction for Essay 2 - Study 2 

 

 

By looking into the relationship trust dimension for not-actively love seeking block, we 

can find the mean of non-grooming group is the lowest at 2.244 and it differs from all the other 

three groups’ means. The means of relationship trust of only intimacy, both intimacy and 

passion, and intimacy, passion, and commitment group are 3.374, 3.798, and 4.263 respectively. 

The mean relationship trust of intimacy, passion, and commitment group is higher than those of 

no grooming and only intimacy groups, but not different than that of both intimacy and passion 

group. Thus, our hypothesis H1a is supported and hypothesis H2a is partially supported for 



 

88 

relationship trust for not-actively love seeking block. By looking into the relationship trust 

dimension for actively love seeking block, we can find the mean of non-grooming group is the 

lowest at 2.597 and it differs from all the other three groups’ means. The means of relationship 

trust of only intimacy, both intimacy and passion, and intimacy, passion, and commitment group 

are 3.255, 4.003, and 4.533 respectively. The mean relationship trust of intimacy, passion, and 

commitment group is higher than those of no grooming and only intimacy groups, but not 

different than that of both intimacy and passion group. Thus, our hypothesis H1a is supported 

and hypothesis H2a is partially supported for relationship trust for actively love seeking block. 

The results are shown in Table 8 as follows. We can see that the actively love seeking block has 

higher level of relationship trust in three out of four groups than not-actively love seeking block. 

So, we can conclude, scam grooming makes active love seeker group more vulnerable to fake 

relationship trust.  

Table 8. REGW-F Post-Hoc Test of Relationship Trust for Study 2 

TREATMENT 

Not Actively Seeking Love Actively Seeking Love 

N 
Subset 

N 
Subset 

1 2 3 1 2 3 

No Romantic Grooming 41 2.244   32 2.597   

Only Intimacy 43  3.374  33  3.255  

Both Intimacy and Passion 46  3.798 3.798 36   4.003 

Intimacy, Passion, and Commitment 38   4.263 36   4.533 
 

By looking into the relationship satisfaction dimension for not-actively love seeking 

block, the means relationship satisfaction of non-grooming group, only intimacy, both intimacy 

and passion, and intimacy, passion, and commitment group are 3.771, 3.967, 3.939, and 4.526 

respectively. Neither of these means are statistically different from each other. Thus, both 

hypotheses H1b and H2b are not supported for relationship satisfaction of not-actively love 

seeking block. By looking into the relationship satisfaction dimension for actively love seeking 
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block, the means relationship satisfaction of non-grooming group, only intimacy, both intimacy 

and passion, and intimacy, passion, and commitment group are 3.771, 3.967, 3.939, and 4.526 

respectively. Non-grooming group and only intimacy group means are different than those of 

both intimacy and passion, and intimacy, passion, and commitment groups. Thus, both 

hypotheses H1b and H2b are partially supported for relationship satisfaction of actively love 

seeking block. So, we can again conclude, scam grooming makes active love seeker group more 

vulnerable to fake relationship satisfaction. The results are shown in Table 9 as follows. 

Table 9. REGW-F Post-Hoc Test of Relationship Satisfaction for Study 2 

TREATMENT 

Not Actively Seeking Love Actively Seeking Love 

N 
Subset 

N 
Subset 

1 1 2 

No Romantic Grooming 41 3.771 32 3.484  

Only Intimacy 43 3.967 33 3.615  

Both Intimacy and Passion 46 3.939 36  4.461 

Intimacy, Passion, and Commitment 38 4.526 36  4.886 
 

The result of treatment on online romance scam gullibility from MANCOVA indicates 

the means of online romance scam gullibility of the groups do not differ from each other (F-

statistic = 0.389 with 3 and 289 degrees of freedom, p-value = 0.761 that is above 0.05). To test 

the hypothesis H4a and H4b, we use structural regression. We find, every unit increase in 

relationship trust is associated with a 0.280 unit increase in online romance scam gullibility. This 

co-efficient is statistically significant with p-value = 0.002 that is below 0.05. We also find, 

every unit increase in relationship satisfaction is associated with a 0.247 unit increase in online 

romance scam gullibility. This co-efficient is statistically significant with p-value < 0.001. Thus, 

we can say hypotheses H4a and H4b are supported. When, we incorporate the love seeking status 

in the model, we can see that potential victims do not become gullible to fall for online romance 

scam directly because of the romantic grooming of the scammer. However, they become more 
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vulnerable completely indirectly via relationship trust and relationship satisfaction. Thus, we can 

say that scammers can successfully exploit the positive mood in terms of relationship trust and 

relationship satisfaction and make the victims more vulnerable to fall for online romance scam.  

3.5 Contribution 

3.5.1 Theoretical Contribution 

This research has extended our current theoretical understanding in three significant 

ways. First, online romance scam literature has investigated the scam persuasion process based 

on scammers grooming approach. In the initial stage of the scam grooming, it is found that the 

scammers frequently try to pursue the potential victim with romantic techniques. However, this 

line of research yet to identify how different level of romantic persuasion involving intimacy, 

passion, and commitment leads to victimization. In this research, we establish two scenario-

based experiments to find out how non-grooming, only intimacy, both intimacy and passion, and 

all three of intimacy, passion, and commitment leads to online romance scam gullibility. The 

results indicate potential victim from the non-grooming group is less vulnerable to become scam 

gullible and potential victim from the intimacy, passion, and commitment group is more 

vulnerable to become scam gullible. Moreover, we also identify the mechanisms through which a 

potential victim become gullible after being exposed to the scammers grooming. Our research 

model includes relationship trust and relationship satisfaction as the two major mechanisms 

through which scammers grooming makes the potential victim more gullible to fall for the scam. 

The findings from both the experiment show significant impact of scammers grooming on 

relationship trust and satisfaction and in turn, higher level of romance scam gullibility. 

Second, research on romantic relationship uses social exchange constructs to identify 

how romantic resource sharing can be beneficial for long-lasting relationship. However, the 
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studies on online romance scam yet to show how a potential victim’s need for romantic resource 

can make them more vulnerable to fall for the scam. This research tries to contribute to this area 

by looking into two types of respondents— single but not actively seeking love versus single 

with actively seeking love. Our results indicate that the active love seekers are more vulnerable 

to scammers romantic grooming. This group shows higher level of variation in response to 

different level romantic grooming in terms of relationship trust and relationship satisfaction. 

Third, from prior research finding we can see relationship trust and relationship 

satisfaction are positively associated with romantic outcome. We have found some instances 

where relationship trust and relationship satisfaction are detrimental to romantic outcome. In this 

research, we conceptualize relationship trust and relationship satisfaction as part of social 

exchange and relationship quality, and we try to see how these constructs are linked to scam 

victimization. To integrate these constructs, we take help from Mood-Congruent Judgement 

Theory that talks about how positively mood usually leads to lower decision outcomes. This is a 

novel contribution in online romance scam literature. Through both the experiments, we establish 

relationship trust and relationship satisfaction is positively associated with online romance scam 

gullibility indicating the effect of mood-congruent judgement. This is also one of the first studies 

to incorporate Mood-Congruent Judgement in online romance scam context.  

3.5.2 Practical Contribution 

There are three practical contributions of this research. First, as the online dating 

platforms are facing huge challenge regarding the customer churning, it is off their best interest 

to keep the number of scams down to provide the best experience to the online daters. Romantic 

messaging is a core part of the online dating; however, it will be necessary to prevent scam 

before happening by monitoring the warning signs in the messaging. This research establishes 
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that romantic grooming especially with commitment messaging more than the intimacy and 

passion plays a vital role in making the online daters vulnerable to fall for a romance scam. Thus, 

online dating platform can detect commitment messaging and provide awareness cautions to the 

online daters about potential scam. Second, the research finds that actively love seeking 

demography is more vulnerable than those of not actively love seeking in the online dating 

platform. Thus, it will be useful for the online daters and online dating platform to provide 

resources to actively love seeking individuals so that they do not become desperate to initiate a 

romantic relationship. Also, the online daters who know that they are actively seeking love can 

be more aware of any scam warning signs and self-monitor themselves. Third, a surprising reveal 

from this research is relationship trust and relationship satisfaction are positively associated with 

online romance scam gullibility. Thus, both online dater and online dating platforms also can 

classify the relationships based on these factors and provide resources to tackle romance scam. 
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CHAPTER IV: DETERRING SOCIAL ENGINEERING FRAUDS USING CYBERSECURITY 

TASK FORCE 

4.1 Related Literature and Theory 

This research evolves around three major research streams. We at first review the 

governance and awareness literature to find how cybersecurity task force can create deterrence. 

Then, we investigate the social engineering attack and fraud studies to find out how governance 

and awareness can be useful social engineering mitigation tool. Finally, we combine the concepts 

of cybersecurity governance and awareness from cybersecurity task force and deterrence of 

social engineering attack using the tenets of Stackelberg Security Game and develop the testable 

research hypotheses. In the literature analysis, we also identify the relevant theoretical gaps that 

this research addresses. 

4.1.1 Cybersecurity Task Force, Governance, Awareness, and Indirect Deterrence 

In the U.S., As cybersecurity issues including social engineering are becoming a major 

concern for federal-level and state-level governments, they are starting to strengthen the 

cybersecurity mitigation capacity by initiating state-level cybersecurity task forces. 

Cybersecurity task forces are created to mobile more resources to protect security infrastructure, 

to safeguard sensitive information including citizen’s data, to invest more on cybersecurity 

protection mechanism, to find avenues for training and awareness for the local-level employees 

and citizens, and to revamp the cybersecurity governance [224]. Moreover, the cybersecurity 

task force is trying to partner with major technology companies and equipment providers to 

come up with a more coordinated cybersecurity strategy [224]. In this research, we are looking 

into how the measures taken by state cybersecurity task force specially towards social 
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engineering such as governance and awareness play a deterrence role in reducing the social 

engineering frauds at the metro city-level.  

As of June 30, 2021, at least 28 out of 50 states of the U.S. have initiated a state-level 

cybersecurity task force [52]. The other names of cybersecurity task force are cybersecurity 

team, cybersecurity advisory council, cybersecurity board, executive council of cybersecurity, 

cyber working group, cybersecurity commission, cybersecurity oversight committee, and 

cybersecurity management council [52]. To understand, how these cybersecurity task forces 

from different states are trying to increase governance and awareness, we look into the initiation 

documentation of each of the task forces. Many states are indicating that cybersecurity task force 

has started providing resources to local offices and coordinate how local-level personnel can 

manage the cybersecurity challenges. Of those challenges, social engineering is incorporated as 

the form of phishing, malware, physical level attacks such as dumpster diving, and scams. 

Cybersecurity governance is also mentioned in most cases as the partnership of public sector, 

private sector, academia, and law enforcement subject matter experts, the supplementary 

management body to maintain cybersecurity infrastructure, governance, and operation, the 

council to develop cybersecurity workforce who can protect technology resources at state-level 

and local-level and to recommend appropriate strategies to handle infrastructure threats, 

information systems threats, privacy issues, and social engineering frauds [225-228]. In addition 

to the cybersecurity governance, these task forces are emphasizing on the awareness as a tool to 

handle cybersecurity threats including social engineering frauds. The task forces are promoting 

cybersecurity practices at the local-level by tools such as education, cybersecurity training, 

information sharing, social engineering awareness training and events, and partnership with 

education development bodies [225, 228, 229]. These various initiatives taken by the 
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cybersecurity task force is not only making the state and local officials, businesses, and citizens 

more prepared to handle cybersecurity challenges but also signaling to the cybercriminals about 

the cybersecurity preparedness. 

Extant research on cybersecurity task force show how implementing cybersecurity task 

force is playing a significant role in strengthening the governance and awareness to fight 

cybersecurity threats including social engineering frauds. Pupillo, Ferreira and Fantin [53] state 

that cybersecurity task force can deal with the technical, ethical, and governance challenges pose 

by cybersecurity threats in the European Union nations. Goldman, Minzter, Ortiz, Banoub and 

Rothman [230] argue that creating a cybersecurity task force is beneficial for the cross-functional 

security risk assessment, mitigation guidance, leadership for cybersecurity preparedness, and 

recommendation on safeguarding cybersecurity risk for the practitioners and patients in the 

context of healthcare attacks and frauds. Another study by Jarrett [231] identifies defining and 

streamlining leadership, governance, and expectations, increasing security and resilience, 

developing workforce capacity, increasing cybersecurity readiness using awareness and 

education, and improving information sharing about threats, weaknesses, and mitigations are key 

benefits of a cybersecurity task force in healthcare. Blair, Hall and Sobiesk [232] emphasize on 

the education and awareness measures taken by the cybersecurity task force to combat social 

engineering frauds. They are also focusing on building a coordinated cybersecurity team with 

higher level of security governance. 

The extant research crime deterrence looks into how a specific crime can be deterred 

using various direct and indirect techniques [54]. Strengthening the law enforcement, increasing 

the possibility of arrest and prosecution, and increasing the crime penalties are some of the direct 

crime deterrence approaches. Among the indirect deterrence approach governance and awareness 
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both at the side of perpetrator and victim are significant and of our interest in this study. 

Governance in general refers to the relationships among the governed and the governing. In 

governance, the governing and the governed has a networked relationship rather than a 

hierarchical one [233]. The rules and regulations provided as part of the governance influence 

the actions of the regulated population [56]. In other words, governance is said to be promoting 

security in some way [55]. Earlier studies of governance focused mostly on the how the 

governance and regulatory systems work, and how can it be better [56]. At an organizational 

level, majority of the empirical studies on Regulation and Governance published between 2015-

2017 emphasized firm level, and functional explanatory factors such as, firm size, type, 

ownership status, and geographical distribution to investigate the relationships among the 

governed and the governing organizations [234, 235]. In a study of street crimes in London, after 

interviewing 73 offenders, report high visibility policing as the greatest deterrence of street 

offending [236]. Also, when governance is weak, harsh punishment can increase organized crime 

[237]. The crime literature suggests that expectation of potential punishments determine crime 

rates [57]. It is important to note that, the expected punishment is not only defined by the 

severity of sentences but also on the probability of detection by the police and prosecution and 

deliberation by other law enforcement authorities [237]. Moreover, psychologists argue that 

people change their behavior when they feel others are monitoring them [238, 239].  Therefore, 

effective governance enforcement can deter criminal activity. However, governance is not only 

about policing and security enforcing. A few studies talk about microlevel motivation and 

dynamics of the regulatory subjects in a governing environment [240, 241]. There is a rise of the 

new regulatory state of less government and more governance that entails a volunteering of 
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regulated actions [59]. Crawford [59] also report that, day by day self-regulation is taking the 

place of direct command and control.  

Awareness is a state of perception and conception of a situation [242]. Awareness of a 

situation can deter or mitigate unwanted events [243]. Crime deterrence is a forever concern for 

the mankind. With the advent of time the crime and its deterrence evolve. Thus, for the law 

enforcers it is very important to identify deterrence mechanisms for different types of crimes. 

The deterrence literature suggests that awareness of penalties can deter criminal actions in a 

given situation [58]. When an individual is aware of the unpleasant consequences of a potential 

crime, they will be less likely to be involved in such an action. Crump [70] in their study identify 

this behavior as systematic deterrence where the individuals do not weigh the severity of the 

potential crime but is deterred by the awareness of the criminal justice system. Another study by 

Song, Wenzel, Kim and Nam [71] posit that, the awareness of being punished for perpetrating 

domestic violence would decrease the intimate partner violence. On the other hand, studies 

identify that awareness at the victim’s end can also reduce crimes. As reported by Shonhadji and 

Maulidi [244], in the context of financial fraud, awareness is an effective deterrent for financial 

statement fraud. Adıguzela and Erb [245] argue that awareness at the cultural level is the key to 

successful deterrence. Awareness in the form of vigilance help individuals from becoming victim 

of any fraudulent activity. According to Shonhadji and Maulidi [244], awareness help individuals 

to identify criminal action symptoms and also prevent participation. Because when the 

individuals are aware of any potential crime and its consequences, they are likely to prevent the 

crime. Moreover, the effort from the law enforcement authority become successful when the 

people are aware and self-regulated of the possible crime and its consequences [59].  
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4.1.2 Mitigating Social Engineering Frauds 

Extant literature suggests different mitigation strategies for social engineering attacks. 

The different strategies include human based and technology-based mitigation. Also, there are 

other mitigation strategies such as legislation. First, human based mitigation strategies involve 

policy implementation and regular auditing, risk education, training, and awareness of the users 

[62, 63, 246]. Policies, in the form of rules, help people in an organization to detect and prevent 

social engineering attacks. Some of the common policies for preventing social engineering 

attacks are, password protection, use of paper shredder for avoiding dumpster diving, caller ID 

implementation for phone calls etc. Peltier [60] emphasizes the importance of policies as a 

defence mechanism against social engineering attacks. Another approach is auditing that helps 

identifying the level of awareness to social engineering attacks [62]. Education, training, and 

awareness (ETA) for detecting social engineering attacks is one of the common approaches in 

human based mitigation. A large number of the victims that fallen for of social engineering 

attacks are because of lack of knowledge and awareness regarding different security attacks. 

According to Smith, Papadaki and Furnell [61], human education, training, and awareness is the 

most effective mitigation approach against social engineering frauds. Second, technology-based 

mitigation techniques to detect and prevent security threats have also been research in the 

security domain. Some of the common technologies that is used to detect and prevent security 

frauds include, biometrics, artificial intelligence, sensors, honeypot etc. [62, 63]. Different 

biometrics systems such as face detection, voice signature, and fingerprints have been designed 

as robust security against disguises [247-249]. As an adaptive system that requires less human 

intervention, artificial intelligence is another powerful technology that help in detecting and 

preventing social engineering attacks. Human as we know are vulnerable to mistakes and 
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psychological manipulation and there artificial intelligence with human like thinking and forever 

adapting can be an effective tool to fight different security attacks [62, 250]. Moreover, sensors 

being a trusted identification method and honeypot as a trapping system to identify attackers and 

their behaviors are also very effective techniques to prevent security exploitations. Third, other 

strategies involve legislation at the state or country level that help penalizing the criminals and 

reduce social engineering threats.  

For our research it is important to investigate how governance and awareness mitigate 

social engineering attacks because we have already seen that cybersecurity task force increases 

governance and awareness. Extant research on social engineering finds several techniques to 

mitigate social engineering attacks through governance. Hall [64] identify that reporting social 

engineering attacks strengthens governance and therefore mitigate further attacks. Reporting or 

sharing information about security attacks helps people identify security vulnerabilities and 

fraudulent activities that make them take more safety measures. According to Papanikolaou, 

Vlachos, Papathanasiou, Chaikalis, Dimou and Karadimou [69] regulation as a form of 

governance help mitigating social engineering threats. Papanikolaou, Vlachos, Papathanasiou, 

Chaikalis, Dimou and Karadimou [69] report that, active law enforcement is more likely to 

reduce cyberattacks. Even in the context of transnational organized crime effective governance 

facilitate managing and mitigating the threats. Charles [68] argue that transnational organized 

crime such as terrorism can be addressed by global and national policies. Another study by Hui, 

Kim and Wang [67] find that the enforcement of Convention on Cybercrime (COC) necessarily 

reduce Distributed Denial of Service attacks. The authors argue that people who are aware of the 

threat and punishment related to crime, will not be involved in any criminal activities. Moreover, 
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as we discussed earlier people are cautious when they feel someone is monitoring them and that 

is why governance will discourage the attackers.  

Awareness help mitigating the social engineering attack from both the victim and 

attacker’s side. At the victim’s end, required knowledge and awareness regarding the potential 

threats and possible countermeasures facilitate the identification and prevention of attacks [62, 

63, 246, 251]. According to Spinapolice [63], education and training enable the members of an 

organization to support both digital and physical security measures. Twitchell [65] and Algarni, 

Xu, Chan and Tian [66] report that education, training, and awareness are important for 

enforcing security policies and guide the personnel to recognize and tackle the encountered 

security attacks. At the offender’s end awareness of potential punishment against a crime deters 

criminal action [67-71]. Truelove, Freeman, Mills, Kaye, Watson and Davey [58] posits that 

awareness of penalties deters criminal actions in a certain situation. Therefore, in the context of 

social engineering attack, the threat and severity of penalties help mitigating the crime [67]. 

4.1.3 Theoretical Framework: Stackelberg Security Game 

Game theory is popularly used to model the strategic interaction of two interacting parties 

and predict the decision that makes economic sense for both the parties. Since 2006, security 

researchers have started to use Stackelberg Security Game in the context of variety of security-

related problems. To come up with testable hypotheses by understanding the interaction of the 

implementation of cybersecurity task force by states and social engineering attackers, we 

conceptualize the general tenets of Stackelberg Security Game in the research context. 

Stackelberg Security Game is a Game-Theoretic formulation of the strategic interaction of 

defender and attacker [252]. In this game, the defender is tasked with securing multiple locations 

or infrastructures with scarce resources. The scarce resources can be security techniques and 
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tools both in the form of psychical or systems. The decision problem that the defender is 

requiring to solve is which location is going to be more vulnerable to attack and how to deploy 

security strategy to deter the attacker from attacking the locations. On the other hand, the 

attacker is trying to exploit the defense system to do harm to the location or the infrastructure. 

The attacker is also operating with limited resources to use in the attack process. The decision 

problem that the attacker is facing is which location to attack given the defender’s known 

defense strategy. In usual situation of Stackelberg Security Game, to get equilibrium solutions 

the players play the game in a sequential manner. That is the defender at first makes the decision 

to protect the locations or infrastructure, and the attacker base the attack decision after analyzing 

the defender decision. This game structure is core to Stackelberg equilibrium; however, research 

has identified that the Stackelberg equilibrium is not going to differ a lot from the Nash 

equilibrium where in many cases the game is played in simultaneous manner [253]. Thus, we can 

use the propositions of Stackelberg Security Game to in our research context where the states 

have decided to implement cybersecurity task force and the social engineering attackers decide 

to attack the citizens and businesses of those states. 

The common applications of Stackelberg Security Game are infrastructure security, green 

security, opportunistic crime security, and cybersecurity contexts [254]. The infrastructure 

security games are dealing with the protection of physical infrastructures such as airports, ports, 

and flights. These games are geared towards solving terrorist attacks towards the physical 

infrastructure. The green security games are working with the preservation of environmental 

resources such as forests and animals. These games are often used to handle the threats from 

poachers. The opportunistic security games are dealing with protecting the public from general 

crimes such as property crime and the cybersecurity games are used to defend the cyberattacks. 
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In this study, we are adapting the cybersecurity game to develop our hypotheses for the social 

engineering attack context. In the real-world application setting, there are three major challenges 

for the Stackelberg Security Game namely scalability, uncertainty, and attacker bounded 

rationality [254]. Scalability is a challenge when there are large defender strategy space, large 

attacker strategy space, the targets are changing, multiple attackers, and large geographic space 

to cover. Uncertainty is a challenge when there are unification and dynamic execution 

uncertainties exist. Attacker bounded rationality is challenge because the solution needs to learn 

attacker real-world context specific behavior.     

In our current research context, we can develop a basic Stackelberg Security Game to 

theoretically predict the defender and attacker actions [252, 254]. In our case, the defenders are 

the states that want to protect their citizens and businesses at the local-level from social 

engineering frauds by implementing cybersecurity task force. Let’s denote 𝐷 as the number of 

defending states. Moreover, there are 𝑁𝐷 numbers of states that are planning not to implement 

cybersecurity task force. Each of the 𝐷 state has 𝑀𝑖 number of metro cities, where 𝑖 denotes the 

state index number of defending i.e., 𝑖 = 1,2, … , 𝐷, and each of the 𝑁𝐷 state has 𝑁𝑗 number of 

metro cities, where 𝑗 denoted the state index number of not defending states i.e., 𝑗 = 1,2, … , 𝑁𝐷. 

Each of the defending states implement cybersecurity task force that can increase the governance 

and awareness within the local-level, and thus, we denote these defence resources as 𝑅𝑖 for each 

of the 𝐷 number of states. The not defending states have no cybersecurity task force 

implementation, thus no governance and awareness resources are employed. For ease of our 

understanding, we assume all other employed social engineering attack defence resources are 

equal for all the states and the 𝑅s are the only difference. At the other side of the game, there are 

multiple attackers that try to run social engineering frauds to the metro cities. The knowledge of 
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which states are defending and not defending simplifies the attack space for the attacker. If a 

particular target 𝑡 is attacked, the defender’s utility for the protected target is 𝑈𝐷(𝑡) and for the 

unprotected target is 𝑈𝑁𝐷(𝑡). And the attacker’s utility for the protected target is 𝑈𝐷
𝐴(𝑡) and for 

the unprotected target is 𝑈𝑁𝐷
𝐴 (𝑡). A state will continue to effectively protect its cities using 

cybersecurity task force as long as 𝑎𝑟𝑔𝑚𝑎𝑥𝑡(𝑈𝐷(𝑡), 𝑅) < 𝑎𝑟𝑔𝑚𝑎𝑥𝑡(𝑈𝑁𝐷(𝑡)), that is as long as 

the number of attacks are kept at low. In response, the pure strategy of an attacker is to target any 

one of the targets from a total of Σ𝑀𝑗 target because these are the unprotected targets, and the 

mixed strategy of an attacker is to target a mix of targets from the similar total number of targets.  

Now, we need to incorporate complexity of defending at the defender level. In the 

Stackelberg Security Game, complexity of defending are typically used to align the solution to 

real-world application [252]. In our case, as the states are protecting the cities from social 

engineering attack using resources to increase governance and awareness, we are considering 

how large are the states to capture the resource allocation complexity. We classify the states 

further into 𝐻, stands for large states with high complexity of resource allocation and 𝑆, stands 

for small states with low complexity of resource allocation. In the earlier situation with no 

resource allocation complexity, we do not impose any constraints on the resource 𝑅. But now 

with the complexity, we need to consider 𝑎𝑟𝑔𝑚𝑎𝑥𝑡(𝑈𝐷(𝑡), 𝑅𝐻) < 𝑎𝑟𝑔𝑚𝑎𝑥𝑡(𝑈𝑁𝐷(𝑡)) for the 𝐻 

type states, and 𝑎𝑟𝑔𝑚𝑎𝑥𝑡(𝑈𝐷(𝑡), 𝑅𝑆) < 𝑎𝑟𝑔𝑚𝑎𝑥𝑡(𝑈𝑁𝐷(𝑡)) for the 𝑆 type states. Given, 𝑅𝐻 is 

more ineffective allocation than 𝑅𝑆 because of complexity, the 𝑆 type states are going to be more 

effective in keeping the number of attacks down and thus, will continue to effectively protect the 

cities with cybersecurity task force. From the attacker’s side, they will be less likely to run attack 

on protected 𝑆 type states. Therefore, we hypothesize— 
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H1a: The cybersecurity task force implementation is not going to be an effective social 

engineering deterrence for the states with high governance complexity. 

H1b: The cybersecurity task force implementation is going to be an effective social engineering 

deterrence for the states with low governance complexity. 

Furthermore, we need to consider the bounder rationality or the learning effect at the 

attacker side the model [254]. In the Stackelberg Security Game, attacker’s bounder rationality is 

used to show how attacker is continuously gaining further information about the defender’s 

strategy to modify the next attack move. In our research context, the bounded rationality works 

in two ways. First, the attacker will not continue to attack a target if that target is continuously 

protected effectively by the state. Thus, with an ineffective attempt to attack, the attacker will 

change the target to an easier one. Second, the attacker will continue to attack a target if that 

target is not protected or protected ineffectively. Thus, with an effective attack, the attack will 

likely target it again in the next move. Therefore, the states with continuously effective 

protection will have lesser and lesser effective attacks. This phenomenon is going to create a 

displacement effect of attacks in the protected and low complexity states meaning the deterrence 

impact is going to increase over the period of cybersecurity task force enforcement. We posit— 

H2: The deterrence impact of cybersecurity task force implementation is going to increase over 

time for the states with low governance complexity.      

4.2 Empirical Strategy 

Our research context includes state-level cybersecurity task force initiation and its 

deterrence impact on metro city-level social engineering frauds. For this context a randomized 

experiment is infeasible to conduct. Thus, we propose a quasi-experimental design using the 

state-by-state staggered roll-out of cybersecurity taskforce. Our longitudinal spans across ten 
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years from 2010 to 2019. As crimes are highly correlated with socio-economic factors [255], we 

exclude any prior year than 2010 and the year 2020 to deal with the economic downturn. 

Staggered roll-out and quasi-experimental design is already used within the information systems 

domain and broader cybersecurity area such as finding the impact of national cybersecurity 

convention on denial-of-service attacks [67]. Thus, we are expecting to tease out the causal 

deterrence relationship between cybersecurity task force and social engineering frauds. 

4.2.1 Data and Source 

Our available main dataset is on 344 statistical metropolitan areas under 49 U.S. states 

and is a 10-year panel with yearly interval. Our dependent variable is the social engineering 

fraud rate per 100,000 population, which is a metro city-level variable. We capture this variable 

from the U.S. Federal Trade Commission Consumer Sentinel Network Data Book [256]. This 

dataset is previously used in crime and cybercrime studies and also in quasi-experimental setup 

[257, 258]. The main independent variable of concern is the status of cybersecurity task force, 

which is a state-level variable. We compile this data from National Conference of State 

Legislatures [52]. Within our panel year of 2010 and 2019, 25 out of 49 states initiate 

cybersecurity task force. Table 10 shows the yearly roll-out cybersecurity task force. 

We also control for several state-level and metro city-level variables in several broad 

categories. First, we include population, percentage of population over 65 years old, average 

household size, and percentage of population over 25 years with at least high school diploma as 

the general demographic variables. Second, we incorporate median household income, poverty 

rate, and unemployment rate as the socio-economic variables. All these variables are obtained 

from American Community Survey by the U.S. Census Bureau. Third, we use the number of law 

enforcement officials to control for direct deterrence. This data is collected from Law 
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Enforcement Officers Killed and Assaulted Program of Federal Bureau of Investigation. Fourth, 

we control for cybercrime awareness level variables such as social engineering awareness, 

computer security awareness, and data security awareness. These state-level variables are 

compiled from Google Annual Search Trends data. 

To help our analysis, we also prepared one state-level governance complexity variable 

and one metro city-level category variable. The state-level governance complexity variable is 

created by the number of cities each state has. The average number of metro city in a state is 33. 

Thus, the states with total number of metro city on or below 33 are categorized as low 

governance complexity and the states with total number of metro city above 33 are categorized 

as high governance complexity. The metro city-level category is created by the population in 

each metro city. If the population of a city is above 250,000 then is marked as large and not large 

otherwise. 

Our final dataset has 3,440 metro city-year-level observations during 2010-2019. Table 

11 shows the summary of all the variables and Table 12 presents the correlations among the 

continuous variables.          
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Table 10. State-wise Roll Out of Cybersecurity Task Force (2010-2019) 

Name of the State Task Force Name Initiation Year 

Texas Cybersecurity Council 2011 

New York Governors Cybersecurity Advisory Board 2013 

Iowa Cyber Working Group 2014 

Virginia Cybersecurity Commission 2014 

California Cybersecurity Task Force 2015 

Connecticut Cybersecurity Task Force 2015 

Delaware Cyber Security Advisory Council 2015 

Georgia Cybersecurity Board 2015 

Idaho Idaho Cybersecurity Task Force 2015 

Maryland Cybersecurity Council 2015 

Montana Information Security Advisory Council 2015 

North Dakota Cybersecurity Task Force 2015 

Rhode Island Cybersecurity Commission 2015 

Utah Data Security Management Council 2015 

Colorado Cybersecurity Council 2016 

Indiana Executive Council on Cybersecurity 2016 

Missouri Cybersecurity Task Force 2016 

New Hampshire Cybersecurity Integration Center Executive Oversight Committee 2016 

Louisiana Cybersecurity Commission 2017 

Oregon Oregon Cybersecurity Advisory Council 2017 

Vermont Governors Cybersecurity Advisory Team 2017 

Arizona Cybersecurity Team 2018 

Illinois Illinois International Cybersecurity Task Force 2018 

Arkansas Computer Science and Cybersecurity Task Force 2019 

Florida Cybersecurity Task Force 2019 

Notes: Source - National Conference of State Legislatures 

  



 

 

Table 11. Summary of Variables 

Continuous Variables 

Name Mean Std. Dev. Min. Max Description Source 

Dependent Variable:       

Rate of Social Engineering Fraud 425.68 120.92 61 1525 
Metro city-level social engineering frauds per 

100,000 population 
FTC 

Independent Variable:       

Task Force 0.26 0.44 0 1 
Presence or absence of cybersecurity task force 

at the state-level in a given year. 
NCSL 

Control Variables:       

Log(Population) 12.79 1.04 11.35 16.83 
Metro city-level natural logarithm of total 

population 
ACS 

Age over 65 15.79 4.07 6.78 41.93 
Metro city-level percentage of population over 

the age 65 
ACS 

Average Household Size 2.60 0.24 2.16 4.11 
Metro city-level average number of persons 

per household 
ACS 

Education 87.51 5.32 61.40 97.10 
Metro city-level percentage of population over 

the age of 25 with at least high school diploma 
ACS 

Log( Median Household Income) 10.85 0.19 10.34 11.78 
Metro city-level natural logarithm of median 

household income 
ACS 

Poverty Rate 15.47 4.40 5.20 37.70 
Metro city-level percentage of people below 

poverty line 
ACS 

Unemployment Rate 7.34 3.09 1.60 21 
Metro city-level percentage of people 

unemployed 
ACS 

Log( Law Enforcement) 10.17 0.95 7.31 11.72 
State-level logarithm of number of total law 

enforcement officials 
ACS 

Social Engineering Awareness 42.22 19.25 0 100 
State-level search score of the keyword Social 

Engineering Awareness 
GAST 

Computer Security Awareness 46.60 13.40 0 100 
State-level search score of the keyword 

Computer Security Awareness 
GAST 

Data Security Awareness 40.98 17.24 0 100 
State-level search score of the keyword Data 

Security Awareness 
GAST 

Categorical Variables 

1
0
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Name Number Percentage Description Source 

Governance Complexity   
State categorization based on total number of 

metro cities 
ACS 

1. High 1,830 53.20% Total number of metro city > 33  

2. Low 1,610 46.80% Total number of metro city < = 33  

Metro City Type   
Metro city categorization based on total 

population 
ACS 

1. Large  1,039 30.20% Population > = 250,000  

2. Not Large 2,401 69.80% Population < 250,000  

 

Notes:  

Total Number Observations (N) = 3,440 

FTC – Federal Trade Commission of the United States 

NCSL – National Conference of State Legislatures 

ACS – American Community Survey 

GAST – Google Annual Search Trends 
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Table 12. Correlation of Variables 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

(1) Rate of Social Engineering Fraud 1.000            

(2) Task Force 0.050 1.000           

(3) Log(Law Enforcement) 0.026 0.243 1.000          

(4) Age over 65 0.339 -0.039 0.036 1.000         

(5) Log(Median Household Income) 0.241 0.255 -0.059 -0.043 1.000        

(6) Average Household Size -0.218 0.221 0.281 -0.458 0.081 1.000       

(7) Education 0.284 -0.126 -0.397 0.209 0.380 -0.652 1.000      

(8) Poverty Rate -0.256 -0.046 0.220 -0.205 -0.760 0.244 -0.560 1.000     

(9) Unemployment Rate -0.137 -0.329 0.227 -0.134 -0.519 0.187 -0.384 0.474 1.000    

(10) Social Engineering Awareness 0.227 0.251 -0.012 0.119 0.221 0.003 0.067 0.113 -0.300 1.000   

(11) Computer Security Awareness 0.079 -0.031 -0.152 0.003 -0.053 -0.091 0.052 0.009 -0.009 0.296 1.000  

(12) Data Security Awareness -0.232 -0.033 0.108 -0.099 -0.048 0.021 -0.017 0.029 0.164 0.068 0.351 1.000 

  

  

1
1
0
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4.2.2 Model 

The cybersecurity task force initiation follows a state-by-state roll out. The first state to 

initiate the cybersecurity task force is Texas in the year 2011. Since, then 24 other states initiate 

cybersecurity task force until the end of 2019. In our dataset, there are 25 states that do not have 

any cybersecurity task force during 2010 to 2019 time period. Thus, using cybersecurity task 

force roll-out as a treatment and no roll-out as a control, we can use quasi-experimental 

difference-in-differences framework to capture the effect of cybersecurity task force in deterring 

social engineering frauds. In general, difference-in-differences framework allows us to compare 

the net effect of the intervention of control vs treatment group [259]. Our data also allows us to 

check the effect over a 10-year period, the difference-in-differences fixed-effect model of this 

research is shown in Equation 1 as follows— 

𝑦𝑖𝑡 = 𝜶𝒊 + 𝛽𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡 + 𝒁𝒊𝒕𝜸 + 𝜽𝒕 + 𝜖𝑖𝑡 

In this equation, 𝑦𝑖𝑡 is the rate of social engineering fraud of metro city 𝑖 in the year 𝑡. 

𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡 is the independent variable of the presence of cybersecurity task force at the state 

level for metro city 𝑖 in the year 𝑡. 𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒 for the metro city in a given year is 1 if the state 

of which the city belongs has already initiated cybersecurity task force or 0 in any other case. 𝛽 

is the coefficient of interest and the predicted sign of this coefficient is negative because we 

would like to see whether task force can reduce the social engineering fraud to create an indirect 

deterrence. 𝒁𝒊𝒕 is the vector of observed control variables for metro city 𝑖 in the year 𝑡. We also 

account for the set of metro city fixed effect dummy variables for each metro city 𝑖 using 𝜶𝒊 and 

the set of year fixed effect dummy variables for each year using 𝜽𝒕 for handling the metro city 

wide trend of social engineering frauds. 𝜖𝑖𝑡 is the error term for metro city 𝑖 in the year 𝑡. Our 

dependent variable is metro city-level and independent variable is state-level. Moreover, panel 
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models are vulnerable to serial correlation issues. To handle both these concerns, we cluster the 

standard error by state. This approach is widely accepted to account for multi-level concern 

across a time period [259-261]. 

A major assumption of the difference-in-differences model is the parallel trend 

assumption that says before the treatment both the comparison groups are not different from one 

another and thus, the differences identified through the model is caused by the treatment [259]. 

To test this pre-trend assumption, we would like to use the below Equation 2 following the 

approach of Sun, Lu and Rui [261]— 

𝑦𝑖𝑡 = 𝜶𝒊 + 𝛽1𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−5~ + 𝛽2𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−4 + 𝛽3𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−3 + 𝛽4𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−2

+ 𝛽5𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−1 + 𝛽6𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡=0~ + 𝒁𝒊𝒕𝜸 + 𝜽𝒕 + 𝜖𝑖𝑡 

In this equation, 𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−5~, 𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−4, 𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−3,  𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−2, and 

𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡−1 are the pre-trend indicator variable that captures the time before 5 year, 4 year, 3 

year, 2 year, and 1 year of cybersecurity task force initiation of a metro city within a state. For a 

valid pre-trend assumption checking, we expected all the 𝛽1 to 𝛽5 to be insignificant. The 

variable, 𝑇𝑎𝑠𝑘𝐹𝑜𝑟𝑐𝑒𝑖𝑡=0~is to capture the time on and beyond the years of cybersecurity task 

force initiation of a metro city within a state. We expect 𝛽6 to be negative and significant. In this 

model, 5 year and beyond before cybersecurity task force initiation plays the role of the baseline 

year.    

To test the spill over or displacement effect hypothesis, we would like to use the below 

Equation 3 following the approach of Hui, Kim and Wang [67]— 

𝑦𝑖𝑡 = 𝜶𝒊 + 𝛽1𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡−1~ + 𝛽2𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡=1 + 𝛽3𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡=2

+ 𝛽4𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡=3 + 𝛽5𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡=4 + 𝛽6𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡=5~ + 𝒁𝒊𝒕𝜸

+ 𝜽𝒕 + 𝜖𝑖𝑡 
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In this equation, 𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡−1~ is the indicator of years before enforcement and will 

be used as the omitted variable. 𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡=1 to 𝐸𝑛𝑓𝑜𝑟𝑐𝑒𝑚𝑒𝑛𝑡𝑖𝑡=5~ are the variables of 

year 1 of cybersecurity task force enforcement to year 5 and beyond of cybersecurity task force 

enforcement in a metro city under a state. We expect to see 𝛽2 to 𝛽6 decreasing and significant to 

show that with more time under cybersecurity task force a metro city in a state can avoid more 

social engineering attacks. 

4.3 Results, Discussions, and Robustness Checks 

4.3.1 Deterrence and Displacement Effect without Control Variables 

Table 13 presents the metro city-level deterrence effect of cybersecurity task force 

enforcement on both high governance complexity states and low governance complexity states 

without accounting for any control variables following Greenwood and Wattal [262]. The 

column 1 indicates task force enforcement at the high governance complexity states is not able to 

create any deterrence effect at the metro city-level. The column 3 shows the cybersecurity task 

force adopting states with low governance complexity can lower the metro city-level social 

engineering fraud rates by 29.17 on average comparing to that of the non-adopting states with 

low governance complexity (p-value < 0.05). This result is consistent with our hypotheses that 

the cybersecurity task force enforcement is going to create benefit for the low governance 

complexity states only in terms of creating social engineering fraud deterrence. Moreover, this 

table checks the parallel trend assumption for both high complexity and low complexity states. 

For the states with low governance complexity the column 4 reveals that, comparing to the metro 

city-level rate of social engineering frauds more than 4 years before enforcement, there is no 

significant difference in that rate of social engineering frauds until the cybersecurity task force 

enforcement at the state level. Since the enforcement, we can see a reduction in the metro city-



 

114 

level social engineering frauds. This result is supporting the parallel trend assumption for 

difference-in-differences framework. 

Table 13. Deterrence Effect of Cybersecurity Task Force (Model with no Controls) 

Dependent Variable: High Gov. Complexity Low Gov. Complexity 

Rate of Social Engineering Fraud (1) (2) (3) (4) 

Task Force=1 3.942  -29.17**  

 (16.96)  (11.24)  

4 Years until Task Force  33.61  -13.46 

  (31.66)  (13.42) 

3 Years until Task Force  30.60  -2.450 

  (27.38)  (18.45) 

2 Years until Task Force  46.15  -3.717 

  (39.06)  (15.18) 

1 Year until Task Force  50.42  -15.74 

  (43.30)  (18.37) 

0+ Years since Task Force  44.99  -37.30* 

  (40.20)  (18.85) 

Observations 1830 1830 1610 1610 

R2 0.588 0.597 0.573 0.574 

Metro City Fixed Effects Yes Yes Yes Yes 

Year Fixed Effects Yes Yes Yes Yes 

Robust standard errors clustered at state-level are in parentheses 
* p < 0.10, ** p < 0.05, *** p < 0.01 

 

Table 14 shows the metro-city level spill-over or displacement effect of the cybersecurity 

task force-based social engineering deterrence without accounting for any control variables. The 

column 1 indicates no spill-over effect as predicted for the high governance complexity states. 

The column 3 reveals that with each year of task force enforcement the deterrence effect is 

increasing for the states with low governance complexity. At the 1st year of enforcement the 

adopting states reduce the metro city-level rate of social engineering frauds by 16.42 on average 

(p-value < 0.10), at the 2nd year of enforcement these states reduced the metro city-level social 

engineering frauds by 24.74 on average (p-value < 0.05) , at the 3rd year of enforcement the 

deterrence effect is 33.20 on average (p-value < 0.05), at the 4th year of enforcement the 

deterrence effect is 62.21 (p-value < 0.10), and at the 5th year and beyond of enforcement the 

deterrence effect is 64.01 (p-value < 0.10). This result supports our displacement effect 

hypothesis. 
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Table 14. Displacement Effect of Cybersecurity Task Force (Model with no Controls) 

Dependent Variable: High Gov. Complexity Low Gov. Complexity 

Rate of Social Engineering Fraud (1) (2) 

1st Year of Task Force Enforcement 12.35 -16.42* 

 (13.01) (8.278) 

2nd Year of Task Force Enforcement 1.295 -24.74** 

 (15.94) (10.62) 

3rd Year of Task Force Enforcement 1.209 -33.20** 

 (28.99) (13.08) 

4th Year of Task Force Enforcement -6.554 -62.21* 

 (26.43) (35.78) 

5th Year and Above of Task Force Enforcement 9.408 -64.01* 

 (27.63) (34.50) 

Observations 1830 1610 

R2 0.589 0.581 

Metro City Fixed Effects Yes Yes 

Year Fixed Effects Yes Yes 

Robust standard errors clustered at state-level are in parentheses 
* p < 0.10, ** p < 0.05, *** p < 0.01 

 

4.3.2 Deterrence and Displacement Effect with Control Variables 

Table 15 presents the metro city-level deterrence effect of cybersecurity task force 

enforcement on both high governance complexity states and low governance complexity states 

after accounting for state-level and metro city-level control variables. Holding all else constant, 

the column 1 again indicates task force enforcement at the high governance complexity states is 

not able to create any deterrence effect at the metro city-level. Holding all else constant, the 

column 3 shows the cybersecurity task force adopting states with low governance complexity 

can lower the metro city-level social engineering fraud rates by 25.79 on average comparing to 

that of the non-adopting states with low governance complexity (p-value < 0.05). Again, this 

result is consistent with our hypotheses and prior findings that the cybersecurity task force 

enforcement is going to create benefit for the low governance complexity states. Furthermore, 

this table checks the parallel trend assumption for both high complexity and low complexity 

states with the control variables in the model. For the states with low governance complexity the 

column 4 reveals that, holding all else constant, comparing to the metro city-level rate of social 
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engineering frauds more than 4 years before enforcement, there is no significant difference in 

that rate of social engineering frauds until the cybersecurity task force enforcement at the state 

level. Since the enforcement, we can see a reduction in the metro city-level social engineering 

frauds. This result is strengthening the support for the parallel trend assumption of difference-in-

differences framework.  

Table 16 shows the metro-city level spill-over or displacement effect of the cybersecurity 

task force-based social engineering deterrence after accounting for state-level and metro city-

level control variables. Holding all else constant, the column 1 indicates no spill-over effect as 

predicted for the high governance complexity states and it is consistent with prior findings. 

Holding all else constant, the column 3 also reveals that with each year of task force enforcement 

the deterrence effect is increasing for the states with low governance complexity; however only 

until year 3. At the 1st year of enforcement, the adopting states reduce the metro city-level rate of 

social engineering frauds by 14.20 on average (p-value < 0.10), at the 2nd year of enforcement 

these states reduced the metro city-level social engineering frauds by 23.47 on average (p-value 

< 0.05) , at the 3rd year of enforcement the deterrence effect is 29.49 on average (p-value < 0.05), 

and no deterrence impact beyond the 4th year of enforcement. This surprising result reveals 

demographic, socio-economic, law enforcement, and awareness factors play a significant role in 

keeping up with the deterrence effect. Thus, we find partial support for the displacement effect 

hypothesis from this result.  
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Table 15. Deterrence Effect of Cybersecurity Task Force (Model with Controls) 

Dependent Variable: High Gov. Complexity Low Gov. Complexity 

Rate of Social Engineering Fraud (1) (2) (3) (4) 

Task Force=1 2.931  -25.79**  

 (15.73)  (10.06)  

4 Years until Task Force  27.67  -13.75 

  (30.59)  (13.24) 

3 Years until Task Force  28.09  -1.406 

  (24.94)  (18.45) 

2 Years until Task Force  44.21  -1.685 

  (36.67)  (14.95) 

1 Year until Task Force  45.66  -16.18 

  (41.30)  (17.68) 

0+ Years since Task Force  39.71  -33.40* 

  (39.06)  (17.06) 

Log(Law Enforcement) -21.55 -26.48 -23.68 -24.27* 

 (54.77) (49.68) (14.52) (14.14) 

Metro City Type= Large -37.81* -36.99* 16.46** 14.91* 

 (18.66) (17.70) (7.235) (7.792) 

Age over 65 3.503 1.886 5.187 5.271 

 (6.143) (5.404) (4.001) (4.047) 

Log(Median Household Income) -37.92 -33.44 -74.58 -74.88 

 (41.95) (40.67) (56.21) (58.90) 

Average Household Size 56.23 34.46 -53.07 -54.50 

 (49.96) (24.55) (37.88) (39.43) 

Education 0.896 0.814 -0.188 -0.323 

 (1.838) (1.905) (1.807) (1.793) 

Poverty Rate -0.0484 -0.0265 -0.405 -0.424 

 (1.094) (1.045) (1.043) (0.988) 

Unemployment Rate -3.892 -3.040 -3.195* -3.160* 

 (2.597) (1.902) (1.810) (1.831) 

Social Engineering Awareness -0.0553 -0.0718 -0.136 -0.123 

 (0.298) (0.273) (0.148) (0.146) 

Computing Security Awareness -0.153 -0.0518 -0.128 -0.161 

 (0.339) (0.389) (0.211) (0.249) 

Data Security Awareness 0.331 0.351 0.350*** 0.360*** 

 (0.290) (0.351) (0.122) (0.119) 

Observations 1830 1830 1610 1610 

R2 0.594 0.602 0.583 0.585 

Metro City Fixed Effects Yes Yes Yes Yes 

Year Fixed Effects Yes Yes Yes Yes 

Robust standard errors clustered at state-level are in parentheses 
* p < 0.10, ** p < 0.05, *** p < 0.01 
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Table 16. Displacement Effect of Cybersecurity Task Force (Model with Controls) 

Dependent Variable: High Gov. Complexity Low Gov. Complexity 

Rate of Social Engineering Fraud (1) (2) 

1st Year of Task Force Enforcement 10.89 -14.20* 

 (12.48) (7.946) 

2nd Year of Task Force Enforcement -2.399 -23.47** 

 (15.89) (10.46) 

3rd Year of Task Force Enforcement 2.549 -29.46** 

 (27.12) (13.30) 

4th Year of Task Force Enforcement -6.584 -60.13 

 (25.76) (36.57) 

5th Year and Above of Task Force Enforcement 15.55 -53.54 

 (27.49) (32.88) 

Age over 65 4.529 4.362 

 (5.911) (4.223) 

Log(Median Household Income) -32.92 -61.71 

 (42.41) (60.64) 

Average Household Size 54.55 -56.95 

 (47.10) (37.97) 

Education 0.684 -0.351 

 (1.823) (1.816) 

Poverty Rate 0.0585 -0.138 

 (1.350) (1.051) 

Unemployment Rate -4.186* -2.998 

 (2.254) (1.782) 

Log(Law Enforcement) -24.04 -13.16 

 (49.62) (12.89) 

Metro City Type= Large -38.42* 20.95*** 

 (18.20) (7.175) 

Social Engineering Awareness -0.0664 -0.173 

 (0.294) (0.151) 

Computing Security Awareness -0.266 -0.112 

 (0.297) (0.175) 

Data Security Awareness 0.358 0.361*** 

 (0.312) (0.129) 

Observations 1830 1610 

R2 0.596 0.590 

Metro City Fixed Effects Yes Yes 

Year Fixed Effects Yes Yes 

Robust standard errors clustered at state-level are in parentheses 
* p < 0.10, ** p < 0.05, *** p < 0.01 
 

  



 

119 

4.3.3 Robustness: Exogeneity Check of Cybersecurity Task Force Enforcement 

In the quasi-experimental setup, we cannot control the treatment group’s decision to 

adopt the intervention. That is why it is important to understand whether any external drivers 

cause the treatment to occur. To check any potential drivers of cybersecurity task force 

implementation decision by the states, we would like to consider task force enforcement as the 

binary dependent variable and see whether any state-level demographic, socio-economic, law 

enforcement, cybersecurity awareness, social engineering fraud numbers, social engineering 

economic loss, and identity theft numbers can predict the initiation of the cybersecurity task 

force. We follow the approach of Appel, Farre-Mensa and Simintzi [263] and Zhang, Havakhor 

and Biros [264] in the exogeneity check. 

 Table 17 shows the impact of the potential drivers of task force implementation on the 

implementation decision with or without the state fixed effects. Column 2 uses the demographic 

and socio-economic factors alongside the year and state fixed effects. Column 4 extends the 

model with cybersecurity awareness factors. Column 6 adds the law enforcement factor. Column 

8 also considers the social engineering and identity theft numbers. The results show no 

significant relationship between the drives and the implementation decision. Thus, we can tell 

that the cybersecurity task force implementation decision at the state-level are not driven by 

other observed external factors.   

  



 

 

Table 17. Drivers of Implementing State-wide Cybersecurity Task Force 

Dependent Variable: 

(1) (2) (3) (4) (5) (6) (7) (8) 
Task Force = 1 

Log(Population) 0.009 0.700 0.008 0.698 -0.018 0.734 -0.022 0.675 

 (0.010) (0.612) (0.010) (0.611) (0.039) (0.615) (0.039) (0.624) 

Age over 65 -0.002 -0.008 -0.002 -0.005 -0.002 -0.005 -0.003 -0.001 

 (0.005) (0.034) (0.005) (0.033) (0.005) (0.033) (0.005) (0.033) 

Log(Median Household Income) 0.112 0.177 0.108 0.146 0.098 0.173 0.054 0.147 

 (0.126) (0.503) (0.127) (0.494) (0.129) (0.504) (0.118) (0.535) 

Poverty Rate 0.004 0.011 0.004 0.010 0.003 0.011 0.001 0.011 

 (0.007) (0.017) (0.007) (0.017) (0.007) (0.017) (0.007) (0.017) 

Unemployment Rate -0.012** -0.002 -0.011* -0.001 -0.011* 0.000 -0.011** 0.008 

 (0.005) (0.013) (0.006) (0.013) (0.006) (0.012) (0.006) (0.013) 

Social Engineering Awareness   0.000 0.000 0.000 0.000 0.000 0.000 

   (0.000) (0.000) (0.000) (0.000) (0.000) (0.000) 

Computing Security Awareness   0.000 0.000 0.000 0.000 0.000 0.000 

   (0.000) (0.001) (0.000) (0.001) (0.000) (0.001) 

Data Security Awareness   -0.000 -0.000 -0.000 -0.000 -0.000 -0.000 

   (0.000) (0.000) (0.000) (0.000) (0.000) (0.000) 

Log(Law Enforcement)     0.026 -0.032 0.013 -0.033 

     (0.036) (0.058) (0.037) (0.056) 

Rate of Social Engineering Fraud       -0.000 -0.000 

       (0.000) (0.000) 

Social Engineering Fraud Loss Amount       0.000 -0.000 

       (0.000) (0.000) 

Rate of Identity Theft       0.001* 0.001 

       (0.000) (0.001) 

Observations 616 616 616 616 616 616 616 616 

R2 0.103 0.190 0.105 0.192 0.106 0.192 0.120 0.202 

Year Fixed Effects  Yes Yes Yes Yes Yes Yes Yes Yes 

State Fixed Effects  No Yes No Yes No Yes No Yes 

Standard errors in parentheses 
* p < 0.10, ** p < 0.05, *** p < 0.01 

1
2
0
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4.3.4 Robustness: Number of Social Engineering Frauds as Dependent Variable 

In this robustness check, we would like to change the dependent variable from metro 

city-level rate of social engineering fraud to number of social engineering frauds. We use two 

models— ordinary least squares, and negative binomial. Using count model is common in this 

type of robustness analysis [262]. The result from ordinary least squares model (Table 18) shows 

no significant for our hypotheses other than a displacement effect for low governance complexity 

states after 5 year and beyond cybersecurity task force enforcement. The result from the count 

model is more promising. Table 19 shows support for our hypotheses. To interpret the result, we 

need to convert the co-efficients to incident rate ratio by using 𝑒𝛽 formula. Holding all else 

constant, the column 4 shows the cybersecurity task force adopting states with low governance 

complexity can lower the odd of metro city-level social engineering frauds by 4.9% 

((1 − 𝑒−0.051) × 100) on average comparing to that of the non-adopting states with low 

governance complexity (p-value < 0.05). Moreover, the column 6 shows the displacement effect 

in 2nd year of enforcement and 3rd year of enforcement. In the 2nd year of enforcement, the odds 

of social engineering fraud is 4.21% ((1 −  𝑒−0.043) × 100)  with a p-value < 0.10 and in the 

next year, the odds of social engineering fraud decreases further to 5.92% (((1 −  𝑒−0.061) ×

100) with a p-value < 0.05.   



 

 

Table 18. Deterrence and Displacement Effect from Ordinary Least Squares Model  

Dependent Variable: High Gov. Complexity Low Gov. Complexity 

Number of Social Engineering Fraud (1) (2) (3) (4) (5) (6) 

Task Force=1 363.8   -25.35   

 (208.8)   (143.0)   

4 Years until Task Force  363.1   130.1  

  (241.3)   (139.8)  

3 Years until Task Force  70.26   110.4  

  (445.6)   (137.9)  

2 Years until Task Force  583.7   195.8  

  (475.8)   (160.1)  

1 Year until Task Force  596.2   246.7  

  (412.4)   (258.3)  

0+ Years since Task Force  786.2   134.5  

  (451.1)   (270.8)  

1st Year of Task Force Enforcement   484.2**   104.9 

   (215.1)   (133.9) 

2nd Year of Task Force Enforcement   282.8   137.1 

   (224.4)   (164.6) 

3rd Year of Task Force Enforcement   369.7   -208.2 

   (336.1)   (165.8) 

4th Year of Task Force Enforcement   276.1   -461.2 

   (246.5)   (320.3) 

5th Year and Above of Task Force Enforcement   1006.8**   -664.2** 

   (347.2)   (311.9) 

Log(Law Enforcement) 96.54 39.96 169.6 -437.9 -422.8 -273.0 

 (874.5) (831.1) (731.7) (294.6) (292.1) (272.9) 

Metro City Type= Large 1093.3 1056.6 977.9 389.0*** 413.5*** 473.8*** 

 (612.6) (625.8) (603.1) (119.1) (147.0) (144.9) 

Year=2011 182.8 94.53 274.9 749.0*** 740.5*** 739.6*** 

 (245.2) (257.5) (216.0) (122.6) (125.3) (100.5) 

Year=2012 74.83 48.00 132.2 509.6*** 481.7*** 516.5*** 

 (331.6) (274.2) (343.1) (119.9) (111.7) (107.3) 

Year=2013 -1.388 -81.21 -16.19 376.7*** 320.2** 398.5*** 

 (392.0) (342.5) (441.5) (127.6) (119.2) (122.4) 

Year=2014 342.6 260.0 286.7 504.7*** 429.1*** 521.1*** 

 (481.6) (464.2) (553.0) (137.2) (145.6) (131.4) 

Year=2015 -128.7 -190.0 -326.0 351.7** 271.2 358.7** 

 (547.2) (511.3) (690.5) (159.0) (176.9) (149.0) 

Year=2016 -44.93 -65.19 -182.7 523.3*** 443.9** 548.3*** 

 (664.1) (657.2) (804.0) (190.5) (212.6) (182.9) 

1
2
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Year=2017 1121.3 1048.9 891.3 852.4*** 775.5*** 968.4*** 

 (879.0) (817.7) (1057.9) (216.7) (250.8) (238.1) 

Year=2018 1411.6 1351.6 1127.9 1209.8*** 1138.8*** 1394.5*** 

 (931.9) (877.8) (1160.5) (258.9) (290.0) (294.8) 

Year=2019 2067.6* 2040.1* 1597.8 1760.7*** 1691.9*** 2020.6*** 

 (1036.7) (1017.1) (1282.6) (332.9) (355.3) (392.6) 

Log(Population) 7798.6*** 7491.9*** 7521.9*** 1484.6*** 1482.4*** 1653.5*** 

 (1393.2) (1789.5) (1328.8) (531.2) (535.4) (557.2) 

Age over 65 -456.6 -478.8 -396.0 -143.8** -144.3** -167.7** 

 (289.4) (294.7) (329.0) (55.96) (58.41) (62.80) 

Log(Median Household Income) 3578.3* 3602.3* 3655.0* 991.2 1028.6* 1194.6* 

 (1930.4) (1886.1) (1868.3) (588.2) (598.7) (598.4) 

Average Household Size -1081.1 -1275.7 -1051.0 -202.3 -208.0 -291.8 

 (936.8) (856.0) (852.5) (577.7) (574.8) (564.8) 

Education 9.258 5.833 1.015 0.590 1.363 -0.00479 

 (35.88) (36.47) (37.17) (25.97) (26.02) (26.27) 

Poverty Rate 32.11 30.40 39.02 -10.66 -9.058 -3.709 

 (21.82) (22.43) (23.89) (18.26) (16.79) (15.82) 

Unemployment Rate -83.17* -73.76* -98.04** -59.85** -59.87** -56.11** 

 (38.06) (35.46) (32.60) (28.24) (28.45) (26.59) 

Social Engineering Awareness 6.028 6.114 5.758 0.0281 -0.0481 -0.0484 

 (6.730) (6.466) (6.173) (1.273) (1.301) (1.199) 

Computing Security Awareness 25.96** 27.15** 19.36* -0.549 -0.854 -0.0618 

 (10.89) (11.37) (9.496) (2.314) (2.407) (1.855) 

Data Security Awareness 2.907 2.469 2.443 0.513 0.651 0.203 

 (3.777) (4.196) (3.856) (1.645) (1.651) (1.685) 

Observations 1830 1830 1830 1610 1610 1610 

R2 0.152 0.154 0.155 0.216 0.217 0.226 

Metro City Fixed Effects Yes Yes Yes Yes Yes Yes 

Year Fixed Effects Yes Yes Yes Yes Yes Yes 

Robust standard errors clustered at state-level are in parentheses , * p < 0.10, ** p < 0.05, *** p < 0.01 
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Table 19. Deterrence and Displacement Effect from Negative Binomial Model 

Dependent Variable: High Gov. Complexity Low Gov. Complexity 

Number of Social Engineering Fraud (1) (2) (3) (4) (5) (6) 

Task Force=1 0.011   -0.051**   

 (0.032)   (0.024)   

4 Years until Task Force  0.052   -0.030  

  (0.066)   (0.028)  

3 Years until Task Force  0.039   -0.003  

  (0.059)   (0.040)  

2 Years until Task Force  0.047   0.000  

  (0.069)   (0.036)  

1 Year until Task Force  0.046   -0.031  

  (0.066)   (0.040)  

0+ Years since Task Force  0.055   -0.065*  

  (0.068)   (0.038)  

1st Year of Task Force Enforcement   0.019   -0.024 

   (0.021)   (0.016) 

2nd Year of Task Force Enforcement   0.008   -0.043* 

   (0.033)   (0.024) 

3rd Year of Task Force Enforcement   0.009   -0.061** 

   (0.049)   (0.029) 

4th Year of Task Force Enforcement   0.003   -0.140 

   (0.042)   (0.088) 

5th Year and Above of Task Force Enforcement   0.046   -0.093 

   (0.047)   (0.077) 

Log(Law Enforcement) -0.043 -0.048 -0.038 -0.055* -0.056* -0.033 

 (0.094) (0.087) (0.089) (0.032) (0.032) (0.029) 

Metro City Type= Large 0.021 0.021 0.021 -0.024 -0.024 -0.023 

 (0.018) (0.018) (0.018) (0.027) (0.028) (0.028) 

Log(Population) 1.052*** 1.051*** 1.052*** 1.042*** 1.042*** 1.042*** 

 (0.008) (0.008) (0.008) (0.015) (0.015) (0.015) 

Age over 65 0.006*** 0.006*** 0.006*** 0.004* 0.004* 0.004* 

 (0.002) (0.002) (0.002) (0.003) (0.003) (0.002) 

Log(Median Household Income) -0.050 -0.044 -0.048 0.034 0.035 0.046 

 (0.089) (0.084) (0.089) (0.130) (0.133) (0.135) 

Average Household Size -0.108 -0.115* -0.109 -0.315*** -0.317*** -0.321*** 

 (0.066) (0.069) (0.067) (0.080) (0.080) (0.081) 

Education 0.019*** 0.019*** 0.019*** 0.012*** 0.012*** 0.012*** 

 (0.002) (0.002) (0.002) (0.004) (0.004) (0.004) 

Poverty Rate -0.011*** -0.011*** -0.011*** -0.007** -0.007** -0.007** 
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 (0.004) (0.004) (0.004) (0.003) (0.003) (0.003) 

Unemployment Rate 0.018*** 0.019*** 0.018*** 0.011* 0.011* 0.011** 

 (0.005) (0.005) (0.005) (0.006) (0.006) (0.006) 

Social Engineering Awareness -0.000 -0.000 -0.000 -0.000 -0.000 -0.000 

 (0.001) (0.001) (0.001) (0.000) (0.000) (0.000) 

Computing Security Awareness 0.000 0.000 -0.000 -0.000 -0.000 -0.000 

 (0.001) (0.001) (0.001) (0.001) (0.001) (0.000) 

Data Security Awareness 0.001 0.000 0.000 0.001* 0.001** 0.001** 

 (0.001) (0.001) (0.001) (0.000) (0.000) (0.000) 

Observations 1830 1830 1830 1610 1610 1610 

Pseudo R2 0.250 0.250 0.250 0.238 0.238 0.238 

Metro City Fixed Effects Yes Yes Yes Yes Yes Yes 

Year Fixed Effects Yes Yes Yes Yes Yes Yes 

Robust standard errors clustered at state-level are in parentheses 
* p < 0.10, ** p < 0.05, *** p < 0.01 
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4.3.5 Robustness: Mechanism Checks 

We would like to check whether state-level direct deterrence such as law enforcement 

number and metro city size interacts with the cybersecurity task force enforcement. To check the 

effects, we follow the approach of Sun, Lu and Rui [261]. The results are shown in Table 20. 

Column 1 and 3 show the model with the interaction of task force enforcement and log of law 

enforcement. We find no deterrence effect in the high governance complexity states. The 

interaction effect of task force enforcement and log of law enforcement is -21.038 with p-value < 

0.10. The effect of task force at mean is -25.832 with p-value < 0.01, indicating strengthening 

law enforcement capacity can further enhance the deterrence effect of cybersecurity task force in 

reducing the rate of social engineering frauds. Column 2 and 4 show the model with the 

interaction of task force enforcement and large metro city size. We can see the interaction term is 

negative and significant for both high and low governance complexity states those are -52.013 

(p-value < 0.01) and -44.131 (p-value < 0.01) respectively. Thus, we can see that cybersecurity 

task force is currently focusing more on the large cities. Column 3 and 6 show the model with 

both the interactions together. The results of these two models are consistent with our finding 

about the individual interaction models, indicating further support for our interesting insights.   



 

 

Table 20. Mechanism Check using Law Enforcement and City Size 

Dependent Variable: High Gov. Complexity Low Gov. Complexity 

Rate of Social Engineering Fraud (1) (2) (3) (4) (5) (6) 

Task Force=1 -173.049 37.622 -54.879 175.031 5.833 195.647* 

 (264.750) (22.607) (263.107) (110.933) (13.765) (110.634) 

Effect at Mean^ -3.932  -3.119 -25.832***  -24.101** 

 (17.408)  (18.066) (9.580)  (9.576) 

Log(Law Enforcement) -45.023 -32.005 -43.747 -26.910* -24.020 -27.075* 

 (49.504) (52.579) (49.089) (15.892) (14.481) (15.764) 

Metro City Type= Large -37.547* -27.289 -27.572 15.854** 17.246** 16.651** 

 (18.554) (19.422) (19.522) (7.260) (7.344) (7.397) 

Task Force=1 × Log(Law Enforcement) 15.783  8.173 -21.038*  -19.975 

 (24.090)  (24.006) (12.037)  (12.388) 

Task Force=1 × Metro City Type= Large  -52.013*** -49.953***  -44.131*** -42.916*** 

  (14.347) (10.770)  (9.723) (9.520) 

Observations 1830 1830 1830 1610 1610 1610 

R2 0.595 0.601 0.601 0.587 0.590 0.593 

Controls Yes Yes Yes Yes Yes Yes 

Metro City Fixed Effects Yes Yes Yes Yes Yes Yes 

Year Fixed Effects Yes Yes Yes Yes Yes Yes 

Robust standard errors clustered at state-level are in parentheses 

^ Effect at mean Log(Law Enforcement) and delta method standard errors are in parentheses 
* p < 0.10, ** p < 0.05, *** p < 0.01
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4.3.6 Robustness: Falsification Check 

The FTC dataset also has metro city-level data for identity theft. In an earlier study about 

identity theft, social engineering fraud is used as the falsification variable [257]. We would like 

to use rate of identity theft as the falsification variable. We argue that cybersecurity task force is 

more of a method to increase governance and general awareness and the identity theft is a more 

complex problem to solve with the only governance and awareness. Our analysis shows (Table 

21) mostly no deterrence and displacement effect of cybersecurity task force on the metro city-

level rate of identity of theft for both high and low governance complexity states. Thus, we can 

conclude that the finding of this research is unique to the context and not trivial across all types 

of cybersecurity attacks.   

  



 

 

Table 21. Falsification Check 

Dependent Variable: High Gov. Complexity Low Gov. Complexity 

Rate of Identity Theft (1) (2) (3) (4) (5) (6) 

Task Force=1 -5.215   5.291   

 (5.825)   (7.579)   

4 Years until Task Force  -2.716   -3.656  

  (5.190)   (3.636)  

3 Years until Task Force  -12.277   -0.547  

  (12.497)   (5.178)  

2 Years until Task Force  -9.441   -0.388  

  (8.299)   (3.644)  

1 Year until Task Force  -13.252   10.255  

  (8.319)   (10.009)  

0+ Years since Task Force  -15.047*   7.611  

  (7.177)   (6.939)  

1st Year of Task Force Enforcement   -2.448   7.919 

   (3.896)   (6.371) 

2nd Year of Task Force Enforcement   -11.264   3.177 

   (9.020)   (7.607) 

3rd Year of Task Force Enforcement   -7.067   14.354 

   (8.521)   (14.953) 

4th Year of Task Force Enforcement   0.974   -8.180 

   (12.798)   (10.384) 

5th Year and Above of Task Force Enforcement   5.007   -12.620 

   (13.339)   (12.177) 

Observations 1830 1830 1830 1610 1610 1610 

R2 0.249 0.254 0.254 0.301 0.306 0.315 

Controls Yes Yes Yes Yes Yes Yes 

Metro City Fixed Effects Yes Yes Yes Yes Yes Yes 

Year Fixed Effects Yes Yes Yes Yes Yes Yes 

Robust standard errors clustered at state-level are in parentheses 
* p < 0.10, ** p < 0.05, *** p < 0.01 

1
2
9
 



 

130 

4.4 Contribution 

4.4.1 Theoretical Contribution 

This study extends our current theoretical understanding in several ways. First, current 

literature on social engineering mitigation is largely focusing on how technical-level and huma-

level solutions are effective techniques in reducing it. Moreover, there is a lack in the 

understanding of how cybersecurity task force initiation can be beneficial in indirectly deterring 

social engineering attack. Our findings show cybersecurity task force can create effective and 

somewhat long-lasting deterrence for the states with lower governance complexity. Second, there 

are several studies that discuss about governance and awareness as mitigation tool, however, 

these studies are mainly in organizational context. In this research, we see how state-level 

cybersecurity task force can be used to mitigate social engineering fraud at the metro city-level. 

Third, extant literature on Stackelberg Security Game mainly deals with infrastructure, 

environmental resource conservation, opportunistic crime, and physical-level cybersecurity 

problems. We adapt the Stackelberg Security Game in the context of social engineering fraud. 

Moreover, the current studies are focusing on direct deterrence, whereas, in this research we 

establish cybersecurity task force as the source of indirect deterrence in the Stackelberg Security 

Game. Forth, we find support for the complexity and bounded rationality aspects of the 

Stackelberg Security Game. In this form of the games, complexity largely defines the defender 

behavior and bounded rationality deals with the attacker behavior. In our research, we look into 

the governance complexity at the state-level to find how the defender can allocate the scare 

defense resources and bounded rationality as the learning process of the attacker regarding 

defenders choice. Our results show cybersecurity task force at the state-level is effective indirect 

deterrence and can also cause displacement effect for the states that do not have strengthened 
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cybersecurity measures to handle cybersecurity challenges such as social engineering attack. 

Fifth, our extended analysis shows that law-enforcement and city-level governance complexity 

as significant interactor with the cybersecurity task force in creating the deterrence effect for 

social engineering frauds. 

4.4.2 Practical Contribution 

The study has four major practical contributions. First, we have shown that the 

cybersecurity task force can create effective deterrence to mitigate social engineering frauds over 

time for the states with lower-level of governance complexity. Thus, we establish an interesting 

and economic significant consequence of cybersecurity task force that can be used in further 

implementation in other states. Second, we can see that the states with higher-level governance 

complexity cannot get the benefit of social engineering deterrence. It will be important for these 

states to find further mechanisms through which the cybersecurity task force can be made more 

effective. Third, our extended analysis shows strengthening law enforcement will be beneficial 

alongside cybersecurity task force implementation. This finding once again establishes the 

important of direct deterrence method and can be used strengthen the case for continued funding 

for this type of deterrence. Fourth, our analysis shows cybersecurity task force creates 

displacement in the states where there is no cybersecurity task force. Thus, it will be of best 

interest for all the states to come up with a coordinated approach in reducing the overall social 

engineering frauds. 
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CHAPTER V: CONCLUDING REMARKS 

5.1 Limitations and Conclusion of Essay 1 

This research has several limitations, and we outline some future research directions by 

mitigating these limitations. First, even though we conduct a two-phased mixed-method study to 

find out the interaction between negative and positive psychology in online dating, still the 

quantitative phase is a cross-sectional survey. Thus, we cannot test whether there is any dynamic 

impact of the time dimension in the study. To mitigate this issue, we can propose a longitudinal 

study with new and existing online dating users to see how the psychological interaction evolves 

with the usage experience. Second, our study cannot suggest a causal relationship because of the 

absence of appropriate experimental controls. It will be interesting to set up a laboratory or field 

experiment to see how the negative stressor leads to a reduced online dating psychological 

capital. Third, we limit our scope within the psychological constructs only. It is common in 

information systems literature to see the impact of psychological factors on a behavioral 

response. We only investigate the psychological variable because our primary objective is to 

understand the “black-box” mind. A further investigation on the behavioral outcome of the 

online romance scam and online dating psychological constructs will be beneficial to practice. 

We start this research by setting up the objective to theorize and test a theory concerning 

the negative psychological factors surrounding online romance scam and its consequences on 

online dating positive psychology. Through a two-phased sequential mixed-method study, we 

provide in-depth meta-inference about the interplay between online romance scam anxiety, 

online romance scam cognitive vulnerability, online romance scam social vulnerability, online 

romance scam victimization fear, and online dating psychological capital. We find online 

romance scam relevant anxiety, cognitive vulnerability, and social vulnerability are positively 
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associated with online romance scam victimization fear. Moreover, we also identify online 

romance scam anxiety, cognitive vulnerability, social vulnerability, and victimization fear 

directly or indirectly are negatively associated with online dating psychological capital. We 

expect our research will guide future online romance cam literature and online dating literature 

by linking these two phenomena at a psychological level and our findings will help the online 

dating platforms to create a safer online dating space that will provide a higher level of positive 

experience to the online daters.  

5.2 Limitations and Conclusion of Essay 2 

This research has several limitations and by mitigating these we can find some future 

research agenda. First, both the experiments are cross-sectional in nature. Thus, we could not 

observe the difference in the constructs over a period. Romantic relationships are generally time 

dependent and of evolving nature. Thus, a repeated-measures design can be interesting for 

gaining further understanding about the phenomena. Second, our research has online romance 

scam gullibility as the main dependent variable. One earlier study extends the gullibility 

construct to behavioral validation in the context of phishing scam. Behavioral validation of 

online romance scam is challenging but it might be possible to run a laboratory experiment in 

this context. Third, this research only deals with single population in both the experiments. 

Online romance scam is not only relevant for this relationship demography. We conduct the 

research with single population to better scope the scenario for the experiments. However, a 

future extension to this experiment in necessary to include other relationship statuses to gain 

more generalizability of the results and to achieve further external validity. 

Online romance scam is a major form for social engineering attack. It is important for us 

to understand how scammers use romantic persuasion techniques and to find how the persuasion 
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leads to more scam victimization. To achieve this objective, this research conducts two scenario-

based experiment. The result of the first experiments indicates that romantic grooming by 

scammers leads to online romance scam gullibility through the mechanisms of relationship trust 

and relationship satisfaction. The finding of the second experiment extends this result by 

incorporating a potential victims love-seeking status. The second study shows an individual with 

love-seeking motive is more vulnerable to become gullible by the scammers romantic grooming. 

These results have major theoretical and practical significance for online daters and online dating 

platforms to make the space safer. 

5.3 Limitation and Conclusion of Essay 3 

This study has several limitations and there can be future research that can address these 

limitations. First, the study uses secondary data from the U.S. only. The result cannot be 

generalizable to any other locations. A study of cybersecurity governance through task force 

using data from another country or multiple countries can provide further interesting insight. 

Second, we setup a quasi-experiment using the available data. Thus, we might not be able to 

consider all the confounding factors. Even though, we consider many relevant controls and also 

perform the endogeneity check, still interesting unobserved factors might be overlooked. In a 

future study, a randomized experiment with the coordination of the state bodies even with a 

smaller scope can be conducted. Third, as for our dependent variable we use the rate of social 

engineering frauds per 100,000 population within each metro city. The social engineering fraud 

numbers can be reported either by a business entity or by an individual. Our dataset does not 

have the information to split the reported frauds into these categories. Another dataset such as 

FBI IC3 can be used in a future study to check the impact in a granular manner. Fourth, our 

model emphasizes heavily about the location of the intervention, but the attackers are most likely 
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not residing within the geographic boundary of the states. Thus, it will be interesting to 

emphasize more on the attacker side and locations using specific attack data in a future study. 

Fifth, we only check the interaction between law enforcement as the direct deterrence with 

indirect deterrence of cybersecurity task force. Other direct deterrence measures such as arrest, 

prosecution, and penalty can be used in further research. 

The objective of this study is to see whether cybersecurity task force implementation at 

the state-level can created deterrence effect for social engineering frauds at the metro city-level. 

We conceptualize the problem with the lenses of indirect deterrence by increasing governance 

and awareness and Stackelberg Security Game and develop testable hypotheses. Using the U.S. 

FTC data on social engineering frauds, we have prepared a panel dataset of 10 years. We model 

a quasi-experiment using the staggered initiation of cybersecurity task force at the state-level. 

Our results reveal that the cybersecurity taskforce can create indirect deterrence for social 

engineering frauds at the state where the governance complexity is low. Our research has 

significant theoretical implications for future studies and practical implications for states that 

want to mitigate social engineering frauds. 
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APPENDIX A: MIXED-METHOD DESIGN CHOICE 

 
Property 

 
Decision Consideration 

 
Design Decision 

 
Deciding the 

appropriateness 

of mixed-method 

research 

Research 

questions 

Neither qualitative nor quantitative 

approach alone can provide a 

comprehensive understanding 

about the antecedents and 

consequences of online romance 

scam victimization fear. 

We write an overarching mixed-

method research question that is 

addressed by the qualitative and 

quantitative studies. The question is: 

what psychological factors facilitate 

the accumulation of online romance 

scam victimization fear and how all 

these negative feelings impact 

positive psychological feelings in 

online dating? Moreover, the 

research process is predetermined. 

 

Purposes of 

mixed-method 

research 

Mixed-method study enables us to 

identify the relevant constructs, 

propose the relationships among 

the constructs, and test the 

relationships to arrive to an in-

depth understanding about the 

antecedents and consequences of 

online romance scam victimization 

fear. 

We also include the research 

question in the decision 

consideration. 

The developmental mixed method 

study has a qualitative phase that 

develops the research model and has 

a quantitative phase that tests the 

model. 

Epistemological 

perspectives 

Both qualitative and quantitative 

phases of the mixed-method use a 

similar paradigmatic approach.  

We also include the research 

question and purpose of mixed-

method in the decision 

consideration.  

We use a single paradigm stance in 

this study. 

Paradigmatic 

assumptions 

We try to conduct the research 

using the lenses of similar 

worldviews.  

We also include the research 

question and purpose of mixed-

method in the decision 

consideration. 

We use pragmatism where both the 

qualitative and quantitative phases 

use positivist approach. 

Designing the 

mixed-method 

research 

Investigation 

strategies 

We aim to use mixed-method 

because of the need to 

conceptualize the constructs in the 

context of online romance scam 

and online dating, propose the 

Study 1: exploratory investigation. 

Study 2: confirmatory investigation. 
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relationships, and test the 

relationships.  

We also consider the research 

question and paradigmatic 

assumptions while deciding about 

these strategies. 

Research phases We conduct the mixed-method 

study in two phases.  

We also consider the purpose of 

mixed-method design while 

deciding about the phases. 

We employ a multistrand design. 

Mixing strategies We use mixed-method approach at 

the data analysis and inferential 

stages.  

We also consider the purpose and 

phases of mixed-method while 

deciding about this strategy. 

We select a partially mixed-method. 

Time orientation The exploratory qualitative phase 

is started first and then the 

confirmatory quantitative phase is 

conducted.  

We also consider the research 

question and phases of mixed-

method while deciding about this 

strategy. 

We employ a sequential mixed-

method. 

Priority of 

methodological 

approach 

Our research does not provide 

equal emphasis on both qualitative 

and quantitative phase.  

We also consider the research 

question and phases of mixed 

method while deciding about the 

priority. 

We use a dominant-less dominant 

design where the quantitative phase 

is more dominant. 

Collecting and 

analysing mixed-

method data 

Sampling 

strategies 

We use similar sampling technique 

for both the phases and our 

underlying population for both the 

phases is also the same.  

We consider design investigation 

strategy and time orientation while 

deciding about the sampling 

strategy. 

We use purposive sampling on the 

population of online daters for both 

the phases. 
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Data collection 

strategies 

We collect qualitative data for the 

phase 1 and quantitative data for 

the phase 2.  

We also consider design 

investigation strategy, time 

orientation, and phases of mixed-

method while deciding about this 

strategy. 

We conduct interview with close-

ended and open-ended questions in 

the phase 1. We run a survey with 

close-ended questions in the phase 

2. 

Data analysis 

strategies 

We conduct thematic analysis 

based on the qualitative data and 

then run partial least squared 

structural equation modelling 

based on the quantitative data.  

We also consider the time 

orientation, data collection 

strategies, and phases of mixed-

method research while deciding 

about this strategy.  

We use a sequential qualitative-

quantitative analysis. 

Drawing meta-

inference from 

mixed-method 

research 

Types of 

reasoning 

In our analysis, we emphasize on 

contextualizing the general 

constructs within the research 

domain, developing the 

hypotheses, and testing/confirming 

those.  

We also consider the design 

investigation strategy while 

deciding about reasoning.  

We use inductive and deductive 

theoretical reasoning in this 

research. 
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APPENDIX B: STANDARDS FOLLOWED IN QUALITATIVE STUDY 

Area of the 

Study 
Methodological 

Considerations 
Description 

Initiation Constructing a 

research question 

The goal of this research is to identify the psychological stressors 

surrounding online romance scam and how these factors impact online 

dating positive psychology. The general psychological theories provide us 

with the theoretical lens that we use as the starting point for the qualitative 

study. As we have a general conceptual framework in our mid, we have not 

started the qualitative study with a clean slate. Rather, the goal of this 

qualitative study is to see whether the respondents identify the constructs 

and relationships. Even though this is a mixed-method investigation, we do 

not have separate research question for the qualitative and quantitative 

phases. Our broad research question is— what psychological factors 

facilitate the accumulation of online romance scam victimization fear and 

how all these negative feelings impact positive psychological feelings in 

online dating? This question guides both the qualitative and quantitative 

study. 

Deciding a sample As our context is online romance scam and online dating, we want to 

collect qualitative responses from online daters. We exclude the people 

with no online dating experience because in a psychological investigation 

such as this the living experience of engaging in online dating plays a 

significant role in quality response. Online romance scam is another 

important phenomenon that we investigate in this step. We include people 

with online romance scam victimization experience and without online 

romance scam victimization experience. The rationale for this approach is 

to make sure the research model is generalizable to both victim and non-

victims. We started with no set number for how many respondents we need 

to interview. We stop the conducting of the interview once we see enough 

evidence to support the conceptual model. 

Data Collection Choice of 

interview 

We collect demographic characteristics of the respondents and their 

qualitative response to the interview questions. Thus, we include both 

close-ended and open-ended questions in the interview. 

Constructing the 

interview 

schedule 

Other than the close-ended questions, we have three major open-ended 

question prompts to frame the interview. However, we also include 

supplementary questions or probing questions to understand more from the 

respondents. These supplementary or probing questions also helps us to 

continue the conversation once a particular respondent answers very briefly 

to the major question.  

Interviewing and 

recording 

We conduct the interview over online meeting to reduce some challenge 

posed by the COVID-19 pandemic. We take prior permission from the 

respondents regarding recording the sessions. We have done the 

transcription manually by ourselves to better understand the interviews.   

Data analysis Familiarizing with 

the data 

The process of transcribing the interview is the first step to get familiarized 

with the data. It is also considered as a key phase in the qualitative data 

analysis where the meanings are created.  

Generating initial 

codes 

We conduct the thematic analysis following a theoretical thematic approach 

where the analysis is driven by prior theoretical or analytical interest. Thus, 

we have a preconceived idea about what kind of initial evidence we are 

after. We run this step simultaneously with the data collection because we 
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want to make necessary changes to the interview strategy using the quality 

of the initial codes. 

Searching and 

reviewing themes 

Once all the data are coded and collated, we search for the broad patterns 

and want to find the connections between the initial codes. We have 

prepared the initial thematic maps at this stage that include the connection 

with the initial codes and the higher-level themes. 

Defining and 

naming themes 

In this step, we collapse the initial themes into major themes that are 

representative of the constructs under investigation. We prepare the final 

thematic map that shows the final connections. Moreover, we also come up 

with example text supporting the construct and its relationship with other 

constructs. This approach guides the hypotheses development. 

Write-up Producing the 

report 

We communicate the qualitative data analysis result via a written 

manuscript. 
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APPENDIX C: QUALITATIVE EVIDENCE OF THE CONSTRUCTS 

Construct Definition Examples of Interview Evidence 

Online Romance 

Scam Anxiety 

An individual’s level of 

prospective and inhibitory 

anxiety in the context of 

online dating and online 

romance scam. 

"there may also be a fraud related to age, appearance, skin 

color, height, weight etc. anyone can use a fake photo and 

other evidence that is falsified, it is difficult to check online, 

only if there is a realistic meeting, we can find out that we 

have fallen victim to a dating scam! ; I think this is what 

people who connect with on dating sites are afraid of." - a 

53-year-old male online dater talking about prospective 

anxiety 

"There are indeed many situations that represent red flags in 

terms of romance scams. In my experience, checking the 

type of photos available on their profiles can potentially help 

detect if we are being a victim of a romance scam. If the 

photos seem too professional, or if you can’t see the face 

clearly, you might be getting catfished. If there’s no mention 

of social media profile, or if you can’t find the person on 

Instagram or Facebook then that’s a big red flag." - a 24-

year-old female online dater talking about prospective 

anxiety 

"Another situation may be when the fraudster's profile looks 

too perfect, then it's worth uploading his photo to the Internet 

and checking if he has stolen the identity from someone 

else." - a 32-year-old online dater talking about prospective 

anxiety 

"I am really careful nowadays when I use online dating apps 

because my cousin was scammed by this exact situation, the 

perfect man she met and ended up marrying had another 

woman he had been giving money to and even bought a flat 

with my cousin’s money. I have less trust in online dating." - 

a 29-year-old female online dater talking about inhibitory 

anxiety 

 

"Certainly, at the beginning of any online relationship, one 

should not be trusting and be careful about such 

relationships. Certainly, the above situations can be very 

stressful and, in some cases, lead to greater consequences." - 

a 32-year-old male online dater talking about inhibitory 

anxiety 

 

"Online dating is generally a bad idea because the internet is 

not a reliable source for finding trustworthy relationships 

and it is a waste of time and money for lots of people that 

think that is the only way to meet people. In some cases, it 

might work but apps, dating websites and social media are 

not really the answer when it comes to find a good romantic 

relationship." - a 26-year-old female online dater talking 

about inhibitory anxiety 
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Online Romance 

Scam Social 

Vulnerability 

An individual’s assessment of 

how vulnerable they think 

they are to fall for social 

persuasion in the context of 

online dating and online 

romance scam. 

"Key factors depend on whether the person is deceived for 

the first time or if it is the next time, then such a person may 

have a complete aversion to such meetings and is simply 

afraid of such meetings." - a 53-year-old male online dater 

"Fear of victimization is related to inability to trust other 

people and seeing all people as possible abusers. This 

inability might either be a part of a person’s innate 

psychological setup, or it might have been developed due to 

past negative experiences with other people, especially with 

the opposite sex. I also feel that fear of victimization has also 

connections to risk aversion and having an introvert 

personality. It might also be possible that the person is 

projecting his own insecurities and low self-confidence to 

other people." - a 31-year-old male online dater 

"On the other hand, despite the fact that I have also met 

people with whom I even had a beautiful relationship in 

person, most of the news that appears in the media usually 

revolves around cases in which things have ended fatally, 

causing many other people to fear being victimized online." - 

a 37-year-old male online dater 

"I believe that people that are generally not very trusting 

could be more anxious knowing that being caught in a scam 

is a possibility when using online dating. Its already so 

difficult for people with trust issues to allow themselves to 

be vulnerable around other people and not even knowing if 

the person we are talking to is who they say they are is 

extremely nerve wracking." - a 24-year-old female online 

dater 

"I think that an online dater who has turned to online dating 

as a way to meet people because they struggle in their offline 

life, it can make them feel that this is the only way they're 

ever going to meet someone, so it has to work. The online 

dater might feel they have to get involved in situations with 

people online just for the chance that it might work out into a 

relationship, even if they have fears that they're being 

scammed or the person they're talking to isn't who they say 

they are." - a 32-year-old male online dater 

 

Online Romance 

Scam Cognitive 

Vulnerability 

An individual’s assessment of 

uncontrollability, 

unpredictability, 

dangerousness, and 

disgustingness in the context 

of online dating and online 

romance scam. 

"If this type of situation happened to me, I would probably 

feel betrayed and stupid. I would know that it was not my 

fault but the feelings, I believe, would overpower it. I’m 

aware of what can happen with online dating, but I still 

choose to be a part of it, so if I ended up scammed, I would 

probably feel dumb, since I could have done more to prevent 

it." - a 24-year-old female online dater talking about 

uncontrollability 

"The online dater has to try and put on a mask to be someone 

they are really not, they do not want anyone to see that they 

are vulnerable at all , so often make stories about themselves 

that do not represent them at all in order to avoid the hurt 
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from previous experiences." - a 56-year-old female online 

dater talking about uncontrollability 

"Well, in my personal experience, things tend to change 

suddenly, although sometimes they try to show it gradually. 

For example, from one day to the next they tell you that they 

had a problem of immediate action, such as that a relative 

loved by that person is in poor health and does not have 

enough for medicines, or they ask you to borrow money 

under oaths that they will pay you as soon as possible. That's 

one of the more subtle ways, so to speak." - a 37-year-old 

male online dater talking about unpredictability 

"The main point is that some people are desperate to find 

someone on dating apps because they can’t offline, in their 

everyday life or that don’t have opportunities for that. Lots 

of people don’t want to be alone so they are looking for 

someone, anyone to be with. So, they are using online 

dating. However, as romance scam have existed before 

online dating existed but has been even more possible and 

easy to do because of this, there is still a lot of doubt when 

using whichever platform. There is still the unknown of the 

person the online dater is talking to, no proof of what can be 

said and the supposition that they should just trust what is 

said." - a 29-year-old female online dater talking about 

unpredictability 

"Another one I know, fortunately not my case, is the 

cruellest of all, due to the fact that beyond being a scam, it 

can turn into extortion, with the exchange of intimate 

photographs. Either the person receives in exchange, 

photographs downloaded from the internet or, that they are 

asked to pay so as not to be exposed on social networks." - a 

37-year-old male online dater talking about dangerousness 

"This could be dangerous if the person was not who they 

said they were or were looking to scam someone. They may 

be looking for people who appear emotionally vulnerable or 

insecure and be skilled at manipulating that." - a 40-year-old 

other online dater talking about dangerousness 

"I think that online romancing scams make people 

vulnerable because they feel like they have given a piece of 

themselves away to someone that they believed that they 

loved, and someone who loved them in return. It makes them 

vulnerable because it targets the emotions of someone, and 

that is something that may not ever be repaired once 

damaged." - a 35-year-old online dater talking about 

dangerousness 

"I would be suspicious if the person started to tell me sob 

stories, like an illness, unemployment, that kind of stuff. 

Also, if, after a while of talking online, the person seemed to 

avoid phone conversations or video calls, or even the 
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possibility of meeting in person." - a 52-year-old female 

online dater talking about disgustingness 

"They feel inadequate and as though there is something 

fundamentally wrong with them, they feel inferior and that 

perhaps they are even a freak, or something is weird about 

them. They feel as though they are looked down on by others 

around them, judged and spoken about behind their back and 

that others feel pity for them." - a 31-year-old male online 

dater talking about disgustingness 

"They feel disgusted because they believe themselves to be a 

strong-willed person and someone who doesn’t get scammed 

but, in this instance, they have been so feel ashamed in 

themselves." - a 37-year-old female online dater talking 

about disgustingness 

 

Online Romance 

Scam 

Victimization 

Fear 

An individual’s perceived 

risk of becoming a victim of 

online romance scam. 

"In the second case, that of extortion, surely my affliction 

would be enormous, coupled with feeling a lot of fear, stress 

and anger both with the person who takes advantage of the 

situation as well as anger with myself, for feeling that I am a 

fool for having fallen in deception." - a 37-year-old male 

online dater 

"Maybe because I really don’t believe in movie love, I would 

be scared of being a victim as soon as things started to 

become very pretty and perfect, so I guess that’s a trait in me 

more than in others." - a 52-year-old female online dater 

"However, when you experience a romance scam, that trust 

is a lot harder to build, and you can’t stop thinking that it 

will probably happen again. So instead of feeling excited 

about meeting them, you’ll probably be scared and anxious 

when thinking about it. Even if it is unconsciously, it’ll 

always be on the back of your mind that this person that 

seems perfect could be the exact opposite." - a 24-year-old 

female online dater 

"Often, young and preferably pretty individuals aim towards 

more mature people to fill their financial needs. It is a 

behavior that is mostly encounter from women towards 

mature men but often we see the sexes switch places, 

especially when the woman is the more mature person in the 

relationship is financially stable. It is very difficult for the 

person who is afraid to make a move and escape this fear." - 

a 34-year-old male online dater 

 

Online Dating 

Psychological 

Capital 

An individual’s assessment of 

positive psychological factors 

such as hope, efficacy, 

resilience, and optimism in 

dealing with online dating 

and online romance scam. 

“This can easily happen as people feel lonely and that is why 

they can get taken advantaged on by unscrupulous 

individuals. The internet is now being used by people that 

have hopes of finding a partner and that makes it even easier 

to ruin their chances of ever finding that special person 
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because it is prone to abuse.” - a 26-year-old female online 

dater talking about hope.  

“The ability to trust other people might suffer after having a 

negative experience in online dating. Also, the ability to 

initiate contact with people one does not know beforehand 

might also be reduced, especially if the scammer was not the 

initiating partner in the scam.” – a 31-year-old male online 

dater talking about efficacy.  

“All these will eventually hurt the person’s ability to love 

other people. I cannot stress enough how important this is for 

the quality and the future of a person’s life.” – a 38-year-old 

male online dater talking about efficacy. “It would also 

potentially worsen my trust issues. I’m generally not a very 

trusting person, so if that happened to me in a moment that 

I’m trying to open myself to others, it would probably shatter 

any willingness to do it again and it would take some time 

for me to recover from it.” – a 24-year-old female online 

dater talking about resilience.  

“I think that unfortunately, one of the things that is lost the 

most is the desire to help and to be carried away by the 

feeling of falling in love. Taking as an example the person 

who has a family member in serious health and who cannot 

afford the medicines, if this time it was a 100% real 

situation, the other person would automatically think that it 

was an attempt to deceive or scam, so that even if this time 

he had the money to help, he would surely say that he does 

not have and cannot help. And in the worst case, he would 

automatically block that person without giving him the right 

to reply, convinced that it is a hoax and that he will not fall 

for the same thing again.” – a 37-year-old male online dater 

talking about optimism. 
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APPENDIX D: QUALITATIVE EVIDENCE OF THE RELATIONSHIPS 

Relationship Direction Examples of Interview Evidence 

Online Romance 

Scam Anxiety → 

Online Romance 

Scam Cognitive 

Vulnerability 

Positive "Awareness of such a scam would increase someone's 

anxiety, leading to them feeling more wary of people they 

meet online. Someone who is very anxious about the scam 

would potentially feel more vulnerable and at risk, because 

they would perceive that more people are out to scam them, 

than actually exist." - a 34-year-old female online dater 

"People have different reasons for using online dating sites 

but in my experience. Some users have previously been hurt 

in some way. This may have been because of divorce or 

separation and this may result in the dating site user already 

feeling some level of stress. If the online dating site user is 

already feeling anxious this would be significantly 

heightened by the possibility of being drawn into a scam." - 

a 37-year-old online dater 

 

Online Romance 

Scam Social 

Vulnerability → 

Online Romance 

Scam Cognitive 

Vulnerability 

Positive "If someone is weak to social pressure, they are more likely 

to be more susceptible to manipulative behaviours whilst 

online dating, simply because they have not established good 

boundaries. This would, in all likelihood, lead to them 

feeling more vulnerable and like they are more likely to be a 

victim." - a 34-year-old female online dater 

"Social pressure I believe is exerted from the norms 

propagated from media and peer pressure. Sometimes online 

dating is considered taboo from some social groups- this can 

heighten a person's vulnerability if they are unsure their 

peers would agree with their decision to look for love 

online." - a 24-year-old online dater 

"the social pressure to date online can also lead someone 

who may be inexperienced in that world to go into it without 

knowing how some scammers work. this would leave them 

vulnerable to scammers in that they wouldn’t be able to tell 

the difference between them and the genuine people on 

there." - a 28-year-old male online dater 

 

Online Romance 

Scam Anxiety → 

Online Romance 

Scam 

Victimization Fear 

Positive "…there are more and more stories in the news now about 

people mainly women who have lost money due to being 

duped by somebody online and people are more aware of it 

nowadays than ever before. I have friends who are single 

who feel nervous to approach a person online in case they 

are not genuine." - a 27-year-old female online dater 

"I believe there is still a little bit of stigma attached to online 

dating and that maybe people aren’t who they say they are. I 

would worry that if someone was uncertain about a 

connection, they may not always discuss this with someone 

in their real life for fear of judgment. This could lead to the 
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scammer being able to push them into make bad or unsafe 

choices." - a 40-year-old other online dater 

Online Romance 

Scam Cognitive 

Vulnerability → 

Online Romance 

Scam 

Victimization Fear 

Positive "They've already assigned themselves a victim role before 

anything has actually happened to them and seeing 

themselves as 'vulnerable' would be very likely to increase 

their fears. By seeing themselves as vulnerable, they almost 

give other people power over them, and see themselves as 

less important." - a 34-year-old female online dater 

"because they feel vulnerable there comes a sense of 

desperateness which stems from the loneliness they feel. this 

can lead them to look at things in the wrong way so when 

someone is scamming them it is likely that in these 

circumstances they will sometimes not realize and therefore 

they become increasingly vulnerable and fearful of these 

things happening in the future. the vulnerability of being an 

online dater can mean that you don’t see a scam coming all 

the time and so fear the unknown aspect of it. the fact that 

people know of such occurrences makes people unsure about 

what is real and what isn’t." - a 28-year-old male online 

dater 

"feelings of vulnerability can often lead to a lack of self-

esteem, meaning that you might be more susceptible to 

flattery, or believing that you have found the one. This 

belief, or the desire to believe this, might make you more 

susceptible." - a 35-year-old female online dater 

 

Online Romance 

Scam Social 

Vulnerability → 

Online Romance 

Scam 

Victimization Fear 

Positive "Social pressure can be very important as many abusers 

know how to press the right buttons and put their victims 

under pressure to lend them money and play on their 

emotional heartstrings." - a 37-year-old male online dater 

"This would not necessarily apply to all online daters as 

some may well feel confident and under no emotional or 

social pressure when they enroll with any online dating site. 

However, a dater who suffered from some anxiety or who 

felt pressure from social expectations may feel increasing 

levels of vulnerability as they expose themselves to the 

possibility of being drawn into a scam." - a 34-year-old 

female online dater 

 

Online Romance 

Scam Anxiety → 

Online Dating 

Psychological 

Capital 

Negative "Because the online dater goes into online dating with this 

anxiety about being scammed, they don't feel like they can 

put their true, full selves into online dating and just enjoy the 

experience of getting to know people. Instead, they have to 

be guarded and play their cards close to their chest in order 

to stay safe and avoid becoming a victim. This makes the 

whole experience less enjoyable for them, and makes it feel 

more like one where they're constantly trying to avoid 

pitfalls." - a 32-year-old female online dater 

"If someone is very anxious about being scammed whilst 

online dating, it's going to lead to them being more cautious 
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and not being as open with the people they meet. This could 

be a sensible strategy, but it could also lead to them missing 

out on making connections with other people. This would 

decrease the positive feelings they could have had, and 

therefore act to reinforce that they were right to feel anxious 

in the first place." - a 34-year-old female online dater 

It means they develop deep seated psychological trauma, that 

makes them feel shame, but also self-criticism, they start to 

feel that they perhaps brough this on themselves and that 

they are deserving of the treatment and that this will happen 

time and again and that they will never find love. It means 

that they dater feels like they might be personally targeted, 

removing the optimum hope and optimism that they desire to 

feel. It means that dating becomes an obstacle course rather 

than a naturally enjoyable part of a normal adult life. It 

means that whilst their goal is unchanged, they are less 

brave, and the positive feeling is tarnished, and they are 

forever feeling an undertone cloud of negativity." - a 31-

year-old male online dater 

 

Online Romance 

Scam Cognitive 

Vulnerability → 

Online Dating 

Psychological 

Capital 

Negative "If an online dater feels that they're especially vulnerable to 

be caught up in a scam, they may hold back in their 

interactions with people online. They may feel like they can't 

share personal information, and this in turn will hold them 

back from building meaningful relationships with people. As 

such, the experience could be one that is colored largely by 

fear and trying to avoid being scammed, rather than one 

where they are enjoying the experience of online dating." - a 

28-year-old female online dater 

"It makes them feel that they cannot just enjoy the natural 

flow of the dating process because they have to engage logic 

rather than just bask in the beauty of feelings. It also means 

that the dater will put up their own mental and practical 

blocks, to delay ideal stages of progressing in order to ensure 

their emotional and personal safety, knowing full well it 

might be harming what they seek as their goal." - a 31-year-

old male online dater 

"If an online dater was feeling vulnerable, I feel that they 

would act a lot more shy and not be as bubbly as they were 

around their friends in real life. A person may hesitate to 

speak to someone that they would speak to in real life 

because they may be lacking in confidence and more 

cautious than say if you met someone in a bar or a club face 

to face." - a 27-year-old female online dater 

 

Online Romance 

Scam Social 

Vulnerability → 

Online Dating 

Psychological 

Capital 

Negative "Some people feel pressurized in a negative way because 

they do not want to be single, and they think they are a 

failure if they do not find a romantic partner like other 

people in their friendship group. People might also feel 

lonely and then they go and try and find dating apps or social 

media when they get fed up of being by themselves or when 
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they think all their friends are having more fun in their 

romantic relationships." - a 26-year-old female online dater 

"I think if you are not socially confident already, then the 

pressure of exposing yourself online, makes it even more 

difficult for people who are less emotionally and socially 

confident to cope with rejections. You are basically putting 

yourself out there for rejection, or worse, to be defrauded, so 

you have to have a fairly thick skin to cope with that." - a 35-

year-old male online dater 

 

Online Romance 

Scam 

Victimization Fear 

→ Online Dating 

Psychological 

Capital 

Negative "As such, the fear of becoming that victim may influence 

how an online dater interacts with others online. They may 

be more guarded than they otherwise would and may not 

trust people enough and as such avoid opportunities to meet 

genuine people. This could limit the positive feelings they 

might otherwise get to experience in a dating scenario, 

because they're so focused on avoiding becoming the victim 

of a scam." - a 32-year-old female online dater 

"Someone who is very fearful of becoming the victim of a 

romance scam is very likely to be more guarded and cautious 

with how they deal with others online. They're going to keep 

information to themselves, and not reveal too many personal 

details, lest they are used against them in the future. Because 

of this, they're likely going to struggle to connect with other 

people and their relationship goals are going to suffer." - a 

34-year-old female online dater 

"The fear of becoming a scam victim makes an online dater 

immediately have negativity in mind, as opposed to just a 

positive view. It means they see the online dating as a 

minefield and something that is fraught with people that are 

untrustworthy and have an agenda. It means that their usual 

positive assessment of others will be tarnished and have an 

element of suspicion, which leaves them feeling guilty that 

they must assume this." - a 31-year-old online dater 
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APPENDIX E: MEASUREMENT ITEMS OF THE ESSAY 1 

Construct Name Item # Modified Item Adapted From 

Online Romance Scam 

Anxiety 

  7-point Likert Scale (1 - Strongly Disagree to 

7 - Strongly Agree) 

Carleton, Norton and 

Asmundson [148] 

Prospective Anxiety PA1 Unforeseen events regarding romance scam 

upset you greatly.  

  PA2 It frustrates you not having all the information 

regarding romance scam when you need.  

  PA3 One should always look ahead so as to avoid 

surprises from romance scam.  

  PA4 A small, unforeseen event (such as romance 

scam) can spoil everything, even with the best 

of planning. 

  PA5 You always want to know what the future has 

in store for you regarding romance scam. 

  PA6 You cannot stand being taken by surprise from 

romance scam. 

  PA7 You should be able to organize everything in 

advance in dealing with romance scam.  

Inhibitory Anxiety IA1 Uncertainty surrounding romance scam keeps 

you from living a full life.  

  IA2 When it's time to act, uncertainty surrounding 

romance scam paralyses you.  

  IA3 When you are uncertain about romance scam, 

you cannot function very well.  

  IA4 The smallest doubt surrounding romance scam 

can stop you from acting.  

  IA5 You must get away from all uncertain 

situations surrounding romance scam. 

Online Romance Scam 

Cognitive Vulnerability 

  7-point Likert Scale (1 - Strongly Disagree to 

7 - Strongly Agree) 

Armfield [132] 

Uncontrollability UC1 You believe that you would be able to deal 

with romance scam effectively by yourself 

when encountered. 

  UC2 If you encounter a romance scam, you will not 

feel in control. 

  UC3 You do not believe that you will lose control 

over your actions in any way if you encounter 

romance scam. 
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Unpredictability UP1 You find most romance scams predictable. 

  UP2 You think that romance scam can be guessed in 

advance. 

  UP3 You never know how a romance scam unfolds. 

Dangerousness DG1 You think that romance scam is potentially 

dangerous to you. 

  DG2 You believe that if you encounter romance 

scam you would be harmed. 

  DG3 You think that the majority of romance scams 

will be harmless to you. 

  DG4 You think that if you encountered a romance 

scam you would not be harmed in any way. 

Disgustingness DS1 You think that encountering a romance scam 

will be a pleasant experience. 

  DS2 You think that encountering a romance scam 

will be nasty. 

  DS3 You think that encountering a romance scam 

will be a nasty experience. 

  DS4 You would be revolted or disgusted if you 

encounter a romance scam. 

Online Romance Scam 

Social Vulnerability 

  7-point Likert Scale (1 - Strongly Disagree to 

7 - Strongly Agree) 

Seward, Bayliss and Ohan 

[149] 

  SV1 You can be persuaded into doing things that 

you do not want to do, or things that will get 

you into trouble. 

  SV2 You fall for a trick, even when you are 

previously tricked by the same person. 

  SV3 You believe things that are clearly 

unbelievable. 

  SV4 You are unaware when an online dating partner 

is being mean to you. 

  SV5 You can be tricked into doing things that others 

laugh at. 

  SV6 You do things that can be described as 

“gullible”. 

  SV7 You believe someone even though they have 

lied to you in the past. 
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  SV8 You can easily be fooled. 

Online Romance Scam 

Victimization Fear 

  7-point Likert Scale (1 - Strongly Disagree to 

7 - Strongly Agree) 

Gabriel and Greve [151] 

  FR1 How often are you afraid of becoming a victim 

of romance scam? 

  FR2 How likely do you think it is that you will 

become a victim of romance scam? 

  FR3 Do you equip yourself that you can protect 

from romance scam? 

  FR4 Do you fear becoming a victim of romance 

scam? 

Online Romance Scam 

Psychological Capital 

  7-point Likert Scale (1 - Strongly Disagree to 

7 - Strongly Agree) 

Lorenz, Beer, Pütz and 

Heinitz [143] 

Hope HP1 If you find yourself in a romance scam, you 

could think of many ways to get out of it. 

  HP2 Right now, you see yourself as being pretty 

successful in dealing with romance scam. 

  HP3 You can think of many ways to reach your 

current relationship goals. 

Efficacy EF1 You are confident that you could deal with 

romance scam efficiently. 

  EF2 You can solve most problems surrounding 

romance scam, if you invest the necessary 

effort. 

  EF3 You can remain calm when facing romance 

scam because you can rely on your coping 

abilities. 

Resilience RL1 Sometimes you make yourself do things 

whether you want to or not. 

  RL2 When you are in a difficult situation such as 

romance scam, you can usually find your way 

out of it. 

  RL3 It is okay if there are people who do not like 

you. 

Optimism OP1 You are looking forward to the life ahead of 

you. 

  OP2 The future holds a lot of good in store for you. 

  OP3 Overall, you expect more good things to 

happen to you than bad. 
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APPENDIX F: ITEM LOADINGS AND CROSS-LOADINGS 

 PA IA UC UP DG DS SV FR HP EF RL OP 

PA1 0.875 0.359 0.379 0.347 0.467 0.479 0.330 0.304 -0.219 -0.270 -0.119 -0.025 

PA2 0.865 0.402 0.373 0.387 0.470 0.359 0.315 0.326 -0.212 -0.265 -0.129 0.011 

PA4 0.729 0.283 0.265 0.293 0.302 0.400 0.137 0.164 -0.160 -0.161 -0.045 -0.009 

IA1 0.266 0.861 0.355 0.256 0.305 0.075 0.397 0.436 -0.260 -0.319 -0.303 -0.216 

IA2 0.396 0.922 0.400 0.319 0.381 0.142 0.430 0.489 -0.296 -0.380 -0.316 -0.251 

IA3 0.471 0.911 0.470 0.336 0.445 0.261 0.447 0.484 -0.300 -0.437 -0.309 -0.251 

IA4 0.359 0.847 0.333 0.230 0.325 0.171 0.323 0.430 -0.190 -0.286 -0.218 -0.172 

UC1 0.367 0.356 0.885 0.605 0.574 0.232 0.433 0.353 -0.607 -0.665 -0.446 -0.343 

UC2 0.325 0.396 0.829 0.467 0.532 0.190 0.370 0.393 -0.465 -0.513 -0.329 -0.199 

UC3 0.345 0.357 0.782 0.458 0.450 0.238 0.391 0.285 -0.380 -0.489 -0.325 -0.248 

UP1 0.333 0.269 0.558 0.903 0.564 0.236 0.322 0.331 -0.471 -0.551 -0.320 -0.199 

UP2 0.357 0.272 0.566 0.906 0.544 0.224 0.306 0.285 -0.453 -0.531 -0.334 -0.218 

UP3 0.398 0.304 0.469 0.775 0.483 0.276 0.296 0.268 -0.300 -0.350 -0.187 -0.126 

DG2 0.500 0.468 0.558 0.537 0.868 0.374 0.367 0.428 -0.377 -0.443 -0.221 -0.134 

DG3 0.407 0.322 0.521 0.514 0.907 0.390 0.237 0.348 -0.368 -0.451 -0.233 -0.159 

DG4 0.461 0.329 0.604 0.603 0.919 0.404 0.281 0.334 -0.427 -0.506 -0.259 -0.174 

DS3 0.456 0.161 0.269 0.301 0.437 0.931 0.179 0.128 -0.039 -0.175 -0.035 -0.038 

DS4 0.453 0.183 0.207 0.205 0.348 0.894 0.120 0.076 -0.005 -0.102 -0.018 -0.002 

SV1 0.279 0.359 0.421 0.334 0.322 0.130 0.796 0.375 -0.297 -0.425 -0.296 -0.151 

SV2 0.247 0.367 0.412 0.311 0.320 0.103 0.834 0.392 -0.336 -0.436 -0.356 -0.214 

SV3 0.247 0.299 0.234 0.197 0.129 0.074 0.638 0.248 -0.190 -0.262 -0.215 -0.109 

SV4 0.209 0.335 0.336 0.295 0.158 0.107 0.631 0.293 -0.298 -0.325 -0.283 -0.208 

SV5 0.257 0.420 0.391 0.249 0.281 0.157 0.842 0.391 -0.298 -0.394 -0.299 -0.180 

SV6 0.313 0.382 0.416 0.278 0.314 0.182 0.863 0.350 -0.341 -0.415 -0.288 -0.209 

SV7 0.230 0.281 0.330 0.238 0.195 0.133 0.757 0.286 -0.268 -0.356 -0.294 -0.219 

SV8 0.262 0.385 0.416 0.317 0.277 0.147 0.881 0.326 -0.318 -0.435 -0.298 -0.213 

FR1 0.306 0.513 0.377 0.306 0.360 0.123 0.375 0.920 -0.316 -0.383 -0.268 -0.193 

FR2 0.225 0.398 0.334 0.273 0.310 0.035 0.408 0.863 -0.363 -0.403 -0.306 -0.221 

FR4 0.343 0.480 0.395 0.337 0.426 0.144 0.370 0.901 -0.344 -0.451 -0.285 -0.225 

HP1 -0.253 -0.312 -0.556 -0.444 -0.395 -0.053 -0.373 -0.388 0.901 0.673 0.578 0.410 

HP2 -0.180 -0.222 -0.503 -0.415 -0.388 0.006 -0.306 -0.296 0.898 0.637 0.534 0.458 

EF1 -0.278 -0.396 -0.662 -0.538 -0.503 -0.128 -0.476 -0.452 0.718 0.938 0.628 0.491 

EF3 -0.258 -0.361 -0.595 -0.507 -0.471 -0.163 -0.445 -0.410 0.643 0.934 0.584 0.505 

RL2 -0.175 -0.381 -0.488 -0.393 -0.325 -0.067 -0.389 -0.339 0.620 0.644 0.900 0.591 

RL3 -0.003 -0.127 -0.222 -0.119 -0.084 0.034 -0.217 -0.177 0.392 0.419 0.783 0.390 

OP1 -0.033 -0.210 -0.317 -0.224 -0.184 -0.065 -0.203 -0.169 0.437 0.477 0.514 0.874 

OP2 0.018 -0.224 -0.261 -0.155 -0.138 0.020 -0.181 -0.231 0.431 0.450 0.521 0.915 

OP3 -0.008 -0.216 -0.243 -0.167 -0.122 -0.016 -0.239 -0.213 0.369 0.440 0.501 0.778 

 

 

 

 

 

 

 

 

 



 

183 

 

Note: PA = Prospective Anxiety, IA = Inhibitory Anxiety, UC = Uncontrollability, UP = Unpredictability, DG = 

Dangerousness, DS = Disgustingness, SV = Online Romance Scam Social Vulnerability, FR = Online Romance Scam 

Victimization Fear, HP = Hope, EF = Efficacy, RL = Resilience, and OP = Optimism. 

 

*Second-order construct Online Romance Scam Anxiety, Online Romance Scam Cognitive Vulnerability, and Online Dating 

Psychological Capital are not shown in the table, because these are measured by first-order constructs. 
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APPENDIX G: HETEREOTRAIT-MONOTRAIT RATIO 

  PA IA UC UP DG DS SV FR HP EF RL OP 

PA             

IA 0.502            

UC 0.533 0.525           

UP 0.527 0.375 0.763          

DG 0.611 0.461 0.752 0.720         

DS 0.640 0.216 0.330 0.343 0.511        

SV 0.382 0.496 0.562 0.410 0.358 0.190       

FR 0.390 0.580 0.498 0.401 0.467 0.131 0.479      

HP 0.313 0.354 0.754 0.596 0.530 0.047 0.450 0.466     

EF 0.347 0.454 0.815 0.657 0.597 0.183 0.552 0.531 0.898    

RL 0.197 0.403 0.606 0.423 0.331 0.083 0.481 0.420 0.880 0.871   

OP 0.032 0.292 0.396 0.256 0.203 0.047 0.281 0.283 0.609 0.635 0.826   

Note: SD = Standard Deviation, CR = Composite Reliability, AVE = Average Variance Extracted, PA = Prospective Anxiety, IA = Inhibitory 

Anxiety, UC = Uncontrollability, UP = Unpredictability, DG = Dangerousness, DS = Disgustingness, SV = Online Romance Scam Social 
Vulnerability, FR = Onlien Romance Scam Victimization Fear, HP = Hope, EF = Efficacy, RL = Resilience, and OP = Optimism. 

 

*Second-order construct Online Romance Scam Anxiety, Online Romance Scam Cognitive Vulnerability, and Online Dating Psychological Capital 
are not shown in the table, because these are measured by first-order constructs. 
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APPENDIX H: MIXED-METHOD APPORACH AND CRITERIA 

Quality Aspects Quality Criteria Description 

Purpose of mixed-

method approach 

Development This research is divided into two phases: 1) qualitative 

study involves interviews of online daters who 

identify the negative emotions surrounding online 

romance scam and mention how these can have 

detrimental impact on online dating positive 

psychology such as psychological capital, and 2) 

quantitative study includes a confirmatory survey that 

tests relationships arising from the conceptual model 

and the qualitative study. The qualitative study 

bridges the gap between the general conceptual model 

and a testable research model. 

Sequential less-dominant 

qualitative followed by a 

dominant quantitative 

investigation 

The qualitative study plays a supportive role in this 

research. From the literature search and theoretical 

understanding based on existing theories, we are able 

to develop a preliminary conceptual model. However, 

as the theories are not used in the context of online 

romance scam and online dating before, we cannot 

proceed to the theory testing without contextualizing 

the theoretical concepts in the research context. Thus, 

the qualitative study helps us to develop the testable 

hypotheses within the context and plays a less 

dominant role in the dominant theory testing task. 

Design quality Design adequacy We use the qualitative study with limited 

documentary analysis followed by a quantitative 

survey. Both the qualitative and quantitative phases 

use a positivist approach. Thus, the qualitative phase 

by design plays a supportive exploratory role in 

contextualizing the constructs and developing the 

hypotheses from already existing conceptual model. 

The quantitative study is designed to capture 

quantitative responses from online daters via an 

online survey. Moreover, the online daters for both 

the phases are recruited from online participation pool 

that is becoming common in similar studies. 

Analytical adequacy For the qualitative study, we follow the guideline of 

positivist qualitative study by Berkovich [265], 

qualitative study in psychological investigation by 

Smith and Shinebourne [266], and theoretical 

thematic analysis by Braun and Clarke [267]. The 

combination of these guideline helps us to conduct 

this phase using four steps. First, in the initiation step 

we define the research question and required sample 

for the study. Second, in the data collection step we 

choose of interview type, construct the interview 

schedule and questions, and record the interview. 

Third, in the data analysis step we familiarize 

ourselves with the data, generate initial codes, search 

and review themes, and define the final themes. 

Finally, we report the results.  

For the quantitative study, we follow the survey 

research guideline provide by Malhotra and Grover 



 

186 

[146]. There are six steps to follow while conducting 

such a study. First, with the help of the qualitative 

study we conceptualize the general constructs of 

uncertainty, cognitive vulnerability, social 

vulnerability, victimization fear, and psychological 

capital in the context of online romance scam and 

online dating. Second, generate the measurement 

items from existing literature. Third, we conduct a 

pretesting to check for item adequacy, confusing 

terms, and grammatical errors. Fourth, we run a pilot 

test to check the validity and reliability of the 

measurement model. Fifth, we check for any 

additional required changes to be make in the items. 

We have found the pilot result sufficient to carry the 

final data collection. Finally, we run the main data 

collection and analyse the result using partial least 

squared structural equation modelling. 

Explanation quality Qualitative inference We start the qualitative study with a conceptual model 

in mind. Thus, we try to find out whether the 

interview respondents also mention the concepts and 

construct that is relevant to our conceptual model. 

Furthermore, we also try to identify the potential 

negative and positive relationships among the 

constructs from the interview responses. From within 

the 33 interviews we conduct, we find sufficient 

support for our conceptual model within the context 

of online romance scam and online dating and thus, 

we proceed to the hypotheses development based on 

the interviews.  

Quantitative inference We start the quantitative phase with the testable 

research model that we develop after the qualitative 

study. In this study phase, we justify the analysis 

technique that is why we need to use partial least 

squared structural equation modelling. From our final 

data collection, we end up with 375 usable responses 

from a total of 394 responses. We run through 

common method bias testing, construct validity and 

reliability, internal consistency, discriminant validity, 

formative construct validity, and structural model 

multicollinearity analysis before reaching to the 

quantitative results. 

Integrative inference Our literature analysis reveals three major areas where 

this study situates. Frist, how the complex interaction 

between the positive and negative emotions can 

contribute to an inferior psychological outcome in 

online dating is largely overlooked. Second, online 

romance scam literature is silent about how online 

romance scam victimization fear put stress on the 

online daters. Third, there is a lack of understanding 

on how online romance scam victimization fear is 

accumulated.  

To fill this theoretical void, we start the research with 

a mixed-method research question. The research 

question is written in such as way that can guide both 
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the qualitative and quantitative phases of the research. 

However, only qualitative, or quantitative answer to 

the question is not going to be adequate for two 

reasons. First, the constructs coming from general 

psychological theories are not being used in the 

context of online romance scam and online dating. 

Thus, we cannot be sure whether these general 

constructs are relevant in this context. Second, there 

might be other relationships that can emerge that need 

to be tested. Thus, whether the qualitative inference 

lends support to the general conceptual becomes 

crucial to the answer to the research question.  

Once, the qualitative inference is established we can 

propose the testable research model. Using the 

quantitative approach, we find statistical support for 

the hypotheses and thus, can conclude the integrative 

inference. 
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APPENDIX I: MIXED-METHOD META-INFERENCE 

Context Qualitative and 

Quantitative Inference 

Meta-Inference Explanation 

Online Romance 

Scam Anxiety 

Qualitative: The assessment 

of the inhibitory and 

prospective anxiety from 

romance scam in online 

dating drives negative 

emotions and hinders 

positive emotions. 

Quantitative: The results 

are partially consistent with 

the qualitative findings. 

Online romance scam 

anxiety is not found to be 

hindering the positive 

emotions. 

Online romance scam anxiety is 

a found to be a stressor of 

online dating when the daters 

think about online romance 

scam and a higher level of 

online romance scam anxiety is 

associated with a higher online 

romance scam cognitive 

vulnerability and with a higher 

level of online romance scam 

victimization fear. 

Our online dater respondents 

identify that online daters feel 

anxious about the prospect of a 

possible romance scam. They 

mention several signs of possible 

romance scam that make them 

anxious such as age difference, 

good looking photos, profile 

looking too perfect, and a potential 

threat. Moreover, the respondents 

also feel anxious about the 

inhibitory factors such as romantic 

betrayal, less trust, and unreliable 

platform. Because of these negative 

feelings around the online romance 

scam while dating, the respondents 

experience further negative 

emotions.  

Online Romance 

Scam Social 

Vulnerability 

Qualitative: The assessment 

of the social pressure from 

romance scam in online 

dating drives negative 

emotions and hinders 

positive emotions. 

Quantitative: The results 

are consistent with the 

qualitative findings. 

Online romance scam social 

vulnerability is found to be a 

stressor of online dating when 

the daters think about online 

romance scam and a higher 

level of online romance scam 

social vulnerability is 

associated with a higher level 

of online romance scam 

cognitive vulnerability, a higher 

level of online romance scam 

victimization fear, and a lower 

level of online dating 

psychological capital. 

Our online dater respondents 

identify that online daters feel 

socially vulnerable in the context of 

online romance scam and online 

dating. They mention several signs 

of possible social vulnerability such 

as negative past experiences in 

online dating, vulnerability to deal 

with people, and pressure to 

continue a relationship in online 

setting. Because of these negative 

feelings around the online romance 

scam while dating, the respondents 

experience further negative 

emotions and lower positive 

emotion. 

Online Romance 

Scam Cognitive 

Vulnerability 

Qualitative: The assessment 

of the uncontrollability, 

unpredictability, 

dangerousness, and 

disgustingness from 

romance scam in online 

dating drives negative 

emotions and hinders 

positive emotions. 

Quantitative: The results 

are consistent with the 

qualitative findings. 

Online romance scam cognitive 

vulnerability is found to be a 

stressor of online dating when 

the daters think about online 

romance scam and a higher 

level of online romance scam 

cognitive vulnerability is 

associated with a higher level 

of online romance scam 

victimization fear and a lower 

level of online dating 

psychological capital. 

Our online dater respondents 

identify that online daters feel 

vulnerable in the context of online 

romance scam and online dating. 

They mention several signs of 

possible cognitive vulnerability 

such as lack of control in romantic 

outcome, exposure to sob stories 

from scammer, dangerousness of 

sextortion, and unpredictability of 

communications. Because of these 

negative feelings around the online 

romance scam while dating, the 
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respondents experience further 

negative emotions and lower 

positive emotion. 

Online Romance 

Scam 

Victimization 

Fear 

Qualitative: The assessment 

of the victimization fear 

from romance scam in 

online dating hinders 

positive emotions. 

Quantitative: The result is 

consistent with the 

qualitative finding. 

Online romance scam 

victimization fear is found to be 

a stressor of online dating when 

the daters think about online 

romance scam and a higher 

level of online romance scam 

victimization fear is associated 

with a lower level of online 

dating psychological capital. 

Our online dater respondents 

identify that online daters feel 

victimization fear in the context of 

online romance scam and online 

dating. They mention several signs 

of possible victimization fear such 

as extortion, too perfect partner, and 

prior direct or indirect victimization 

experience. Because of these 

negative feelings around the online 

romance scam while dating, the 

respondents experience lower 

positive emotion. 
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APPENDIX J: ANALYSIS OF REAL ROMANCE SCAM STORIES 

Element of Love Romantic Grooming Technique 

Intimacy 
His expressions of tenderness and care melted my heart…along with the most loving 

of poetry…and before I knew it I was as much in love with him as he was with me. 

There were red flags throughout, which I pushed aside, wanting to give him the 

benefit of the doubt. – Story # 1 

We chatted through the site then he wanted me to talk through emails and phone. – 

Story # 2 

We chatted on Viber social networking. Because he wants to close relationships 

with me. I hadn’t doubt of that. – Story # 3 

For a week we chatted everyday but only chit chat and nothing romantic – Story # 5 

We began to chat multiple times a day on Google Hangouts, which I downloaded at 

his request. There were daily phone calls as well, with him professing his love and 

his gratitude for coming into his life – Story # 5 

We would chat everyday, I even set my notifications sound from the app we used to 

a certain ringtone so I knew when it was him. – Story # 8 

Everyday he was texting or emailing to me – Story # 9 

We communicated almost for a month using the messenger service of a Instagram. – 

Story # 12 

We exchanged emails and texts, many of them. I sent him pics of myself; I wrote 

him things about my life I had never shared with anybody before. I was like 

possessed and under his spell. – Story # 13 

every day after his “workday” (there was about 6 hours difference) we talk and he 

made me phone calls (i just called him once and he was surprised and i hung up 

quickly, another red flag) – Story # 14 

At first, we were just talking about anything. As time went along we got closer to 

each other. She made me feel good and happy so I just went with it. – Story # 16 

The email was from a woman calling herself Lisa Kuster and she said she was from 

Germany and was holidaying in Bondi, Sydney, with her aunt; a photograph was 

attached which I took to be of her, at the south end of Bondi Beach ( which I know 

very well as I have lived there ). Later in 2014 after a lot of correspondence and 

increasing intimacy I asked and believed Lisa was agreeable to her coming here and 

us meeting and seeing if we were compatible and it was worth moving forward with 

a relationship; I was insistent that we had to meet and that there was no commitment 

until we both were clearly agreeable to a relationship. – Story # 18 

Got contacted by a young lady, “Hi handsome, how’s the weather down there, Hun”. 

Should have run, but was flattered. So the conversation started, she was 24, didn’t 
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care about my age, father recently died, mother rejected her, living with an uncle – 

Story # 19 

It didn’t start as a romance but he said he was lonely and looking for friends to keep 

him company while he was stuck on duty in the middle of nowhere. Soon after 

befriending her, Jim told Georgina he had lost his wife to cancer and his story of 

looking after her was similar to her own experience when her husband had died of 

cancer. – Story # 20 

Passion 
I fell hard for a man who called himself James Mares after weeks of Messaging back 

and forth. I had received messages from him interested in getting to know me, but 

didn’t respond. Several messages later, still didn’t. Finally, after a week, he sent a 

simple “hi.” I took this opportunity to let him know I wasn’t interested in a 

relationship; but that I appreciate making friends with whom I have things in 

common. Little did I know that this man would become as dear to me as anyone I 

had ever known, in as little as a month. – Story # 1 

In 10 May 2017, a man sent friend request to me on FaceBook social networking. I 

didn’t care about this person when he said: ” hi, could he talk to me?’ But after that, 

he said that he had been fallen in love to me. He wants to take care me, he wants 

bring his heart to me with his fully love. – Story # 3 

In my intoxicated state, drunk on the love notes, the promise of escape, I would 

function like a wind-up doll and operate. At his whim, do what he said unwittingly, 

without a second’s questioning. The chemical reactions stirring within, had altered 

my ego, and my id. I was acting way beyond my character, and in my altered state, a 

stage to perform this drama did begin. – Story # 4 

He sent me more photos and messages then bang, sent me this long email and for the 

first time with passion about his idea of relationship. Basically I was sold for that 

and wrote him back honestly with most open attitude.(As you can imagine the scam 

took place right after this) – Story # 5 

I was “the answer to his prayers “. By then, he had started calling me “my love”, 

“honey”, “sweetheart “, etc. All of this lasted over 2 months and my heart had been 

melting all the while, even against my better judgement. He knew all the right things 

to say and I felt wanted, needed and loved.Was this finally my soulmate? If I backed 

off from this chance at true love, would I always regret it? – Story # 7 

When we first started talking, I tried to get rid of him quickly, it’s what I usually do 

when men try to talk to me online. I tell them I’m in a relationship and nothing can 

come of it but if they want to chat as friends from time to time then that’s okay, and 

it usually does the trick, and I don’t have to deal with them anymore. But not Andre, 

he kept pursuing me. And eventually, I weakened. He told me how beautiful I was, 

and that he wanted to meet me someday. Basically everything I’ve never heard any 

man in my life tell me. – Story # 8 

He send me a kind request on Instagram telling me that my smile has captivate him 

and he would like to meet me. At first I was not sure of wanting to meet anyone as I 

was aware of the scams, I replied to him after 2 weeks, one night after a couple of 

wines, I just replied to him asking him from which country was he from., He was a 
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gentle, kind and I was very much attracted to the kindness in his words, his charmed 

and because he knew that I need it love and attention – Story # 12 

At the beginning, i just tried to be friendly to him, but he showed to be more 

interested on me and asked me to talk out the game, and chat by hangouts, i said i 

didn’t use that app, and he told me about using Telegram instead. He started to be a 

little more romantic, using words like babe, baby or honey, and i started to feel 

something about him (maybe i was needed of attention and in the past i had very 

toxic relationships). 

– Story # 14 

I simply loved this human being through and through. The loving words, his 

beautiful soul, his gentleness, even his anger when I started to feel difficult. And I 

was difficult. I almost demanded he’ll let me know everything honestly and I wont 

find out things from his social media. – Story # 15 

 

Commitment 
Saying he was self-employed Engineer in China, he was preparing to come back to 

the States…and an hour or less from where I live. He told me he couldn’t “cash” his 

final paycheck being in a foreign country heading for the US. He needed help to 

finish paying his ticket to the States. He sent a copy of the ticket, where it indicated 

he needed $300 or so to pay it off. The ticket was official looking. He had sent me 

pictures of himself at “home” doing things in his yard, etc. – Story # 1 

He said he was an engineer and lived in Sydney but was willing to relocate as he 

was about to retire. – Story # 2 

He said he was an engineer and lived in Sydney but was willing to relocate as he 

was about to retire. He had been walking around with a hole in his heart, never 

expecting to find love again. His contract would be up soon and he planned to retire 

so he could travel. Asked me if I would be his traveling companion and said that he 

wanted to treat me like a queen. – Story # 7 

And he said that his daughter was excited at the prospect of having a “new mom” at 

last. – Story # 7 

last chapter of his life with me, in Canada – Story # 8 

promises a life together where only he can fix her emotional pain – Story # 10 

So he felt after 2 years he should try start dating again and he was looking for his 

lady to have a serious relationship. – Story # 12 

He talked of sharing a life that he would have retired from the Army to stay with me. 

He also appointed me as his daughter’s Guardian in the case of his death while on 

duty. He even sent me an official document to prove that. – Story # 13 
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APPENDIX K: EXPERIMENTAL VIGNETTE 

INTRODUCTORY PROMPT 

For a romantic relationship to flourish, three major aspects are— intimacy, passion, and commitment.  

• Intimacy in a relationship is a feeling of being close, emotionally connected, and supported. It also means 

regular and meaningful communications.  

• Passion in a relationship is an intense feeling of love, affection, and desire.  

• Commitment in a relationship refers to whether there is understanding about the future and whether the 

partners see each other together in the long run. 

Consider the next scenario about a potential romantic partner and evaluate the strength of romantic relationship 

using intimacy, passion, and commitment criteria. You will then be asked several follow-up questions. 

 
Vignette # 1 – No Romantic Grooming 

 
For the purpose of this research, consider yourself as a user of an online dating platform. The 

platform provides partner matching service so that people can find likeminded dating partners. 

Moreover, the platform has direct messaging service so that the daters can carry out conversations. 

One day, you receive a connection request from “X”, who is originally from your country but 

currently working abroad. The person’s profile has attractive pictures. From the bio-information you 

identify that there are many areas of your liking are present. You accept the connection request 

shortly after finding these information. However, you have not started any conversations with "X". 

 

 
Vignette # 2 – Only Intimacy 

 
For the purpose of this research, consider yourself as a user of an online dating platform. The 

platform provides partner matching service so that people can find likeminded dating partners. 

Moreover, the platform has direct messaging service so that the daters can carry out conversations. 

One day, you receive a connection request from “X”, who is originally from your country but 

currently working abroad. The person’s profile has attractive pictures. From the bio-information you 

identify that there are many areas of your liking are present. You accept the connection request 

shortly after finding these information. 

 

After several days, you receive a direct message from “X”. You both start to have once in a week 

conversation via chat. You start to know about “X” more and you also feel comfortable sharing 

your own stories with the person. Upon request of “X”, you both starting texting and then the 

conversations become daily affairs. You find “X” very supportive. "X" yet to show any romantic or 

long-term relationship intension. 

 

 
Vignette # 3 – Both Intimacy and Passion 

 
For the purpose of this research, consider yourself as a user of an online dating platform. The 

platform provides partner matching service so that people can find likeminded dating partners. 

Moreover, the platform has a direct messaging service so that the daters can carry out conversations. 

One day, you receive a connection request from “X”, who is originally from your country but 

currently working abroad. The person’s profile has attractive pictures. From the bio-information you 

identify that there are many areas of your liking are present. You accept the connection request 

shortly after finding these information. 

 

After several days, you receive a direct message from “X”. You both start to have once in a week 

conversation via chat. You start to know about “X” more and you also feel comfortable sharing 



 

194 

your own stories with the person. Upon request of “X”, you both starting texting and then the 

conversations become daily affairs. You find “X” very supportive. 

 

“X” takes the first move to communicate their romantic feeling about you. The conversations turn 

romantic quickly. Also, the person starts calling you honey, and you feel very good and charming 

about it. “X” also dedicates romantic poems and songs to you. The person never misses to wish you 

in special occasions. To your great surprise, you receive a beautiful flower bouquet on your 

birthday. These events make the romantic connection even stronger, and you cannot think of any 

better romantic partner than “X”. "X" yet to show any long-term relationship intension. 

 

 
Vignette # 4 – Intimacy, Passion, and Commitment 

 
For the purpose of this research, consider yourself as a user of an online dating platform. The 

platform provides partner matching service so that people can find likeminded dating partners. 

Moreover, the platform has a direct messaging service so that the daters can carry out conversations. 

One day, you receive a connection request from “X”, who is originally from your country but 

currently working abroad. The person’s profile has attractive pictures. From the bio-information you 

identify that there are many areas of your liking are present. You accept the connection request 

shortly after finding these information. 

 

After several days, you receive a direct message from “X”. You both start to have once in a week 

conversation via chat. You start to know about “X” more and you also feel comfortable sharing 

your own stories with the person. Upon request of “X”, you both starting texting and then the 

conversations become daily affairs. You find “X” very supportive. 

 

“X” takes the first move to communicate their romantic feeling about you. The conversations turn 

romantic quickly. Also, the person starts calling you honey, and you feel very good and charming 

about it. “X” also dedicates romantic poems and songs to you. The person never misses to wish you 

in special occasions. To your great surprise, you receive a beautiful flower bouquet on your 

birthday. These events make the romantic connection even stronger, and you cannot think of any 

better romantic partner than “X”. 

 

As you and “X” meet via a virtual platform, “X” shows the urgency to meet you personally and 

wants to know more about the prospect of being together in long run. “X” shares the plan to leave 

the foreign country as the current project is about to finish. “X” selects a city very nearby your 

current place for the next professional assignment as the job offers locational flexibility. Also, the 

person shows strong desire for a potential engagement and subsequent marriage. 
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APPENDIX L: MEASUREMENT ITEMS OF THE ESSAY 2 

All items are measured in 7-point Likert Scale (1=Strongly Disagree, 7=Strongly Agree) 

Construct 

Name 
Item # Modified Item Source 

Trust in Romantic Relationships 

After evaluating the provided scenario, answer the following questions about someone like "X"-- 

 PRDT1 
I will be certain that "X" will not do something that I will 

dislike or that will embarrass me. 

 

Rempel, Holmes, 

and Zanna (1985) 

 PRDT2 
"X" is very predictable, and I will know how "X" is 

going to act from one day to the next. 

 PRDT3 
I will feel comfortable when "X" will have to make 

decisions which will affect me personally. 

 PRDT4 "X" behaves in a very consistent manner. 

 PRDT5 

I will not avoid "X" because of unpredictability and I 

will not fear saying or doing something which might 

create conflict. 

 DPDT1 

"X" has proven to be trustworthy and I will be willing to 

let "X" engage in activities that other partners find too 

threatening. 

 DPDT2 
I have found that "X" is dependable, especially when it 

will come to things which are important to me. 

 DPDT3 

I will be certain that "X" will not cheat on me, even if the 

opportunity arises and there is no chance of getting 

caught. 

 DPDT4 
I can rely on "X" to keep the promises which will be 

made to me. 

 DPDT5 
Even when "X" will make excuses which sound rather 

unlikely, I will be confident that "X" is telling the truth. 

 FATH1 

Even when I do not know how "X" will react, I will feel 

comfortable telling "X" anything about myself, even 

those things of which I am ashamed. 

 FATH2 

Though times may change and the future is uncertain, I 

know "X" will always be ready and willing to offer me 

strength and support. 

 FATH3 

Whenever we have to make an important decision in a 

situation we have never encountered before, I know "X" 

will be concerned about my welfare. 
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 FATH4 
Even if I have no reason to expect "X" to share things 

with me, I still feel certain that "X" will. 

 FATH5 
I can rely on "X" to react in a positive way when I will 

expose my weaknesses. 

 FATH6 
When I will share my problems with "X", I know "X" 

will respond in a loving way even before I say anything. 

 FATH7 
When I will be with "X", I will feel secure in facing 

unknown new situations. 

Satisfaction in Romantic Relationship 

Answer the following questions about a romantic relationship with someone like "X"- 

 SATF1 "X" will meet your needs well. 
 

Cramer (1988) 

 SATF2 
In general, you will be satisfied with your relationship 

with "X". 

 SATF3 Your relationship with "X" is good compared to most. 

 SATF4 You will not regret often about the relationship with "X". 

 SATF5 
Your relationship with "X" will meet your original 

expectations. 

 SATF6 You will be able to love "X". 

 SATF7 You will have no problems in your relationship with "X". 

Online Romance Scam Gullibility 

Answer the following questions about a romantic relationship with someone like "X"- 

 ORSG1 
I am not good at working out whether "X" is trying to 

fool me. 

 

Teunisse, Case, 

Fitness, and 

Sweller (2020) 
 ORSG2 

I am not quick to notice whether "X" is trying to cheat 

me. 

 ORSG3 I am poor at working out whether "X" is tricking me. 

 ORSG4 I cannot realize whether "X" is pulling my leg. 
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 ORSG5 
It usually takes me a while to "catch on" whether "X" is 

deceiving me. 

 ORSG6 
I am not that good at reading the signs whether "X" is 

trying to manipulate me. 
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APPENDIX M: EXPLANATORY FACTOR ANALYSIS (EFA) 

Pattern Matrix and Reliability of Study 1 Item EFA 

Item 

Factor 

Cronbach's 

Alpha Relationship 

Trust 

Relationship 

Satisfaction 

Online 

Romance 

Scam 

Gullibility 

PRDT2 0.591     

0.941 

PRDT3 0.622     

DPDT1 0.773     

DPDT2 0.649     

DPDT3 0.964     

DPDT4 0.940     

DPDT5 0.865     

FATH1 0.660     

FATH2 0.690     

SATF1   0.943  

0.952 

SATF2   0.927  

SATF3   0.788  

SATF4   0.822  

SATF5   0.776  

SATF6   0.800  

ORSG1    0.858 

0.955 

ORSG2    0.843 

ORSG3    0.928 

ORSG4    0.866 

ORSG5    0.888 

ORSG6    0.886 

 

Pattern Matrix and Reliability of Study 2 Item EFA 

Item 

Factor 

Cronbach's 

Alpha Relationship 

Trust 

Relationship 

Satisfaction 

Online 

Romance 

Scam 

Gullibility 

PRDT2 0.744     

0.958 

PRDT3 0.698     

DPDT1 0.806     

DPDT2 0.836     

DPDT3 0.796     

DPDT4 0.811     

DPDT5 0.759     

FATH2 0.816     
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FATH3 0.794     

FATH4 0.799     

FATH5 0.819     

FATH6 0.807     

SATF1   0.838   

0.959 

SATF2   0.930   

SATF3   0.893   

SATF4   0.888   

SATF5   0.888   

SATF6   0.774   

ORSG1     0.824 

0.939 

ORSG2     0.813 

ORSG3     0.917 

ORSG4     0.869 

ORSG5     0.827 
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APPENDIX N: CONFIRMATORY FACTOR ANALYSIS (CFA) 

Correlation, Composite Reliability, and Validity Measures of Study 1 CFA 

 CR AVE MSV MaxR(H) ORSG TRST SATF 

ORSG 0.949 0.758 0.071 0.958 0.871     

TRST 0.940 0.638 0.621 0.948 0.189 0.799   

SATF 0.954 0.776 0.621 0.956 0.266 0.788 0.881 

Note: CR = Composite Reliability, AVE = Average Variance Extracted, MSV = Maximum Shared Variance, 

MaxR(H) = Maximum Reliability 

ORSG = Online Romance Scam Gullibility, TRST = Relationship Trust, SATF = Relationship Satisfaction 

 

Summary of CFA (Item Loadings and Model Fit) of Study 1 

Construct and Items 
Standardized 

Estimates 

Relationship Trust 

PRDT2 0.656 

PRDT3 0.692 

DPDT1 0.827 

DPDT2 0.862 

DPDT3 0.780 

DPDT4 0.866 

DPDT5 0.869 

FATH1 0.760 

FATH2 0.848 

Relationship Satisfaction 

SATF1 0.893 

SATF2 0.906 

SATF3 0.903 

SATF4 0.870 

SATF5 0.860 

SATF6 0.851 
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Online Romance Scam Gullibility 

ORSG1 0.870 

ORSG2 0.859 

ORSG3 0.951 

ORSG4 0.851 

ORSG5 0.830 

ORSG6 0.859 

Chi-Square and Model Fit Indices 

 𝜒2 307.757 

CFI 0.974 

RMSEA 0.054 

TLI 0.970 

SRMR 0.035 

 

Correlation, Composite Reliability, and Validity Measures of Study 2 CFA 

 CR AVE MSV MaxR(H) ORSG TRST SATF 

ORSG 0.939 0.719 0.059 0.946 0.848     

TRST 0.956 0.646 0.576 0.965 0.188 0.803   

SATF 0.960 0.798 0.576 0.963 0.243 0.759 0.894 

Note: CR = Composite Reliability, AVE = Average Variance Extracted, MSV = Maximum Shared Variance, 

MaxR(H) = Maximum Reliability 

ORSG = Online Romance Scam Gullibility, TRST = Relationship Trust, SATF = Relationship Satisfaction 

 

Summary of CFA (Item Loadings and Model Fit) of Study 2 

Construct and Items 
Standardized 

Estimates 

Relationship Trust 

PRDT2 0.605 

PRDT3 0.694 
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DPDT1 0.751 

DPDT2 0.827 

DPDT3 0.715 

DPDT4 0.844 

DPDT5 0.742 

FATH2 0.887 

FATH3 0.894 

FATH4 0.855 

FATH5 0.895 

FATH6 0.871 

Relationship Satisfaction 

SATF1 0.905 

SATF2 0.937 

SATF3 0.911 

SATF4 0.866 

SATF5 0.897 

SATF6 0.842 

Online Romance Scam Gullibility 

ORSG1 0.816 

ORSG2 0.796 

ORSG3 0.924 

ORSG4 0.868 

ORSG5 0.835 

ORSG6 0.842 

Chi-Square and Model Fit Indices 

 𝜒2 411.647 

CFI 0.977 

RMSEA 0.047 

TLI 0.974 

SRMR 0.031 
 

 


