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Abstract 

 

Presentation made to the IUG conference about the ILS proxy server in the software. This proxy server was an 

older licensed copy of EZProxy and used the library’s patron database. Settings, setup, screenshots, consortium 

issues, reports and statistics, and examples were included in the presentation slides. Also included were problems 

and solutions for using the software. 
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Summary

• Background/Justification
• Implementation Issues/Timeline
• Problems/Solutions
• Decisions/Alternatives
• What’s next



What is WAM?

• Web Access Management 
– This is a solution for libraries wanting to provide 

remote patron verification to licensed databases. 
• How does it work?

– uses a proxy server to control access to licensed Web 
servers, providing resource access to valid patrons 
searching from home, from the office, or from 
anywhere in the world. WAM fully controls the access 
and authentication issues to libraries serving a 
geographically distributed user base.                           



What does WAM do?
• Provides patrons anywhere in the world with 

access to licensed commercial online databases 
and electronic journals.

• Authenticates remote users on a 
database-by-database basis by using 
library-defined criteria and the existing patron 
database.

• Generates detailed usage statistics in a graphical 
format.

• Supports two different methods of proxying: 
proxy rewrite and browser-configured proxy



From III manual

Without WAM



With WAM

From III manual



Browser Proxy

• Make changes in the settings of the Browser 
(Netscape 3.0 and up or I.E. 3.0 or up)

• Must have cookies ON
• Must enable JAVA



Netscape Settings



IE Dial-Up 
Proxy Settings



IE Cable Modem
Proxy Settings









Problems with Browser Proxy
• Multiple directions for setting up.
• Difficult to implement on patron end

– Despite user documentation, many patrons need lots of 
help setting it up

– Patron’s knowledge needs to be high on Windows, 
browsers, ISPs, etc.

• Troubleshooting is difficult.
• Incompatible with some ISPs, firewalls, and other 

proxy servers
• Only 1 proxy server can exist in communication 

line for III’s proxy to work.



Problems with Browser Proxy

• Works best with older browsers – Netscape 
4.78

• Downloading browser software is 
time-consuming.  Distribution on CDs 
helps.

• Seems to have problems with Macintosh 
with cable modem.



Solutions for Browser Proxy

• NC LIVE password.
• Allow passage through corporate firewall.
• Step-by-Step directions for setups.
• URL-embedded account logon/password.
• Hidden web page with connecting URL.
• Conversations with Computer Center, 

Reference Desk, and Systems Unit about 
responsibilities. 



Proxy Rewrite Method

• Licensing EZProxy software into Innopac
• Available now as enhancement to WAM
• “The proxy rewrite method uses URL 

config-urations to make the Innovative server act 
as a proxy server for patron browses. Using this 
method, the client browser software requires no 
configuration. Patron browses automatically use 
the Innovative server as a proxy to external 
resources.” (from manual)



WAM with Proxy Rewrite 



Proxy Rewrite Setup

• DNS configuration changes needed: 
*.uncclc.coast.uncwil.edu IN A 152.20.26.1

• Links to resources: 
http://0-web.lexis-nexis.com.uncclc.coast.u
ncwil.edu/cis

• Resource must be in WAM table
• Review Limit Network Access settings



DNS Wildcarding

• User Manual, p. 102147.
• CSDirect FAQs on Web Access 

Management – Proxy Rewrite Method.
– Set up
– DNS Configuration
– Firewalls



How do you move from 
Browser to Rewrite Proxy?

• Figure out how to change your URLs
• Test page
• Change your URLs in your homepage, 

subject guides, etc.
• Test
• Global Update appropriate 856 fields
• Test



Global Update Steps

• Compile review file of all MARC 856 fields
• Export list to Excel and sort the list
• Review the list, removing all government 

and other non-licensed resources
• Create sub-lists in Innopac
• Millennium Cataloging Global Update



Implementation Timeline/Milestones
NC Coastal Consortium

• Purchase
• Software installed
• URLs transformed
• Tests
• Marketing



Implementation Timeline/Milestones
WNCLC

• Purchase of system months before install
• Software installed/manual sent (May 2003)

• Changed IP number of Library system
• Script creation and testing
• URLs changes in web pages and Innopac
• Notifying all the database vendors
• Testing
• Marketing/Changes to Library homepage



Consortia issues
• IP of the Innopac system is always the same 

regardless of who in the consortium is using it or 
how (Browser or Rewrite) it’s used.
– Database vendors think user is from campus where 

hardware is
• Change to Consortium
• Live with it

– If multiple databases from a single vendor
• Get access to subscriptions of hardware location library

• Not a problem when that was just home access
– Change links and it’s all access (even in library 

building).
• FirstSearch fix (and problems with it).
• JSTOR’s Custom Collections.



Statistics
• From Web Management Reports – Web 

Access
• Reports Generated:

– Connections by DATE
– Connections by TIME OF DAY
– Connections by PTYPE
– Connections by DATABASE
– Connections by PTYPE/DATABASE







Statistics

   “Statistics are tracked by IP address and the 
database that is being accessed. One access 
attempt is defined as the consecutive 
attempts of the same IP using the same entry 
in the Forward Table (based on the contents 
of the URL) to access a database.”
(http://csdirect.iii.com/faq/wam.shtml#statistics)



Statistics Caveats

• One statistics file for the consortium
• Must be compiled/captured/cleared on 

regular schedule
• Can get too large to handle – counts all uses 

of rewrite proxied URLs
• Unverified patron counts



Known Issues on CSDirect



Other problems

• JSTOR issues
– Custom Collections

• ABC-CLIO
• Lexis-Nexis 
• Branding
• Complexity of links



Multiple IP product

• A expensive cost item
• Became available in beta Rel. 2002, Phase 

3. As general release -
• Changes the broadcasted IP of the III server 

based on the home library of the patron or 
ptype.

• (There are other solutions but with other 
costs/problems for consortia)



Rewrite proxy link 
with Multiple IP

WAM Authentication

FSU Home 
Library Code

FSU IP Address 
to vendor site

Recognized 
as FSU

UNCP Home 
Library Code

UNCW Home 
Library Code

UNCP IP Address 
to vendor site

UNCW IP Address 
to vendor site

Recognized 
as UNCP

Recognized 
as UNCW

Everybody’s Happy!









Tricks

• Changing your “Limit Network Access”
– Using Service Levels with same login

• Can change patron validation screen help 
lines

• Scope authentication forms



Multiple IP Address Caveats

• IP Class of Innopac Server – How NOT to 
do it.

• Providing valid IP address ranges to vendors
• Authentication with journal publishers
• Scripting to save user licenses 
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