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Abstract:

As the increased capacity of 5G has changed the process of viewing, managing, and controlling
data security, it also brings added security concerns.
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Article:

The world’s major economies have already launched or are planning to launch 5G cellular
service. By October 2019, China’s Huawei had secured more than 50 contracts in 30
countries.! ZTE had already won 35 commercial 5G supply contracts.?

The security features of 5G are not fully understood, which engenders trust concerns.® Because it
is so new, organizations have been curious about 5G and security. Governments have also taken
a conservative and cautious approach to 5G deployment. A report from the European Union
(EU) noted that 5G deployment may lead to scenarios where hostile states or other nefarious
actors could take control of critical infrastructures and systems such as power grids, oil and gas
refineries, transportation systems, pipeline operations, smart vehicles, police communications,
and even home appliances. Foreign 5G vendors have been viewed as untrustworthy. One report
argued that foreign 5G suppliers may face pressure from their governments to facilitate
cyberattacks serving their home countries’ national interests.* In this article, we review several
security features of 5G.

5G Security

5G does have security features. For instance, network virtualization can minimize the use of
physical hardware to run networks and perform network functions. In this way, it may be
possible to minimize cyberattacks.'® 5G providers can use authentication systems to identify
different devices, such as smartphones, sensors, and kitchen appliances, and thus customize
security updates.'® In addition, application providers are developing systems that provide end-to-
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end data encryption. In 2018, about half of all Internet traffic was encrypted, and this percentage
is expected to increase.!!

However, due to 5G being somewhat novel, many security vulnerabilities are unknown. One
group of researchers has already identified 11 different vulnerabilities with 5G

protocols.'? Nefarious actors could potentially exploit these vulnerabilities to expose a 5G user’s
location; downgrade their service to older generation (for example, 4G) data networks; track
calls, texts, and online activities; and engage in other harmful acts.!® For instance, by using
inexpensive software-defined radios, the researchers were able to engage in service downgrade
attacks, which can switch the service from 5G down to 4G or put the device into a limited
service mode. By doing this, the device’s international mobile subscriber identity number could
be revealed unencrypted.!?

Table 1. The key security features of 5G.

5G feature

Explanation

Implications for security

Speed and latency

Higher speeds are available: up to 10 GB/s of 5G
(https://www.fiercewireless.com/europe/itu-
outlines-5g-roadmap-towards-imt-2020)
compared to 100 Mb/s for 4G
(https://news.itu.int/5g-nordic-baltic-
economies/). Lower latency is provided: 1-2
ms (0.001 or 0.002 s) compared to the average
50 ms (0.05 s) of 4G.

e Bad actors can download data faster from
devices they break and increase the potential
scale of denial of service attacks.

e Technical impact may be amplified.

Data transmission
and storage

Collected data are likely to be stored at the edge
instead of being transported to a more central
location.

¢ Edges may not have the same level of
security as central locations.

e Nefarious actors can install backdoors in
mobile base stations to intercept/manipulate
data from the radio access network’s access
points.

Use of SDN, Al,
and ML

SDN, AlI, and ML are used to provide specific
capabilities for varying use cases and ensure
given levels of speed and latency.

e Early generation Al may contain security
vulnerabilities.

o If an SDN controller is compromised,
hackers may gain access to devices they
control.

Network slicing

A single network can provide varieties of
heterogeneous services

e It is possible to offer different and flexible
levels of security depending on user needs.

Devices connected

A wide range of devices (for example, home
appliances, industrial automation equipment,
cars, laptops, and televisions) exists compared
to mainly cellular phones in 4G

o The attack surface may increase.
¢ Inexpensive connected devices often lack
security features.

Nature of use cases
supported

More specialized use cases are supported.

e Hackings on critical activities can have
extremely adverse consequences.
e Technical impact may be amplified.

SDN: software-defined networking; Al: artificial intelligence; ML: machine learning.

Table 1 shows how key features of 5G relate to security. First, 5G cellular networks have higher
bandwidth and lower latency. Verizon reported maximum 5G download speeds of 1.1 GB/s in
Chicago'* compared to average 4G download speeds in the United States of from 15.3 MB/s to
28.8 MB/s depending on the time of the day.!> A downside to this is that if hackers break into a
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device connected to 5G, they may be able to download personal data and other information much
faster than on 4G.> Cybercriminals may take advantage of 5G’s low-latency and high-bandwidth
capabilities to increase the potential scale of a distributed denial of service (DDoS) attack. Faster
speeds may also lead to greater functionality for attackers. Huge amounts of data flow from
machine to machine, artificial intelligence (Al), the Internet of Things (IoT), and other sources
could lead to amplified technical impacts.®

Second, 5G is likely to employ edge computing, which involves colocating computing, storage,
and networking functions closer to where the data are generated instead of transporting them to
more centralized locations. This is done to reduce costs and the amount of power required,
conserve bandwidth, and enhance performance in terms of latency. Edges may not have the same
level of security as a centralized location. Nefarious actors can also install backdoors in mobile
base stations to intercept and manipulate data from the access points of the radio access network
(RAN). It is not easy to detect hackers’ activities in this situation. For example, the systems
could appear to be operating normally even if cybercriminals are copying and manipulating
data.’

Third, AI and machine-learning (ML) tools are often employed to manage software-defined
networking (SDN) and network slicing'® and enable high speeds and low latency.!” The earlier
generation of Al used for this purpose may not be mature enough for 5G and thus contain
security vulnerabilities.” If an SDN controller is compromised, a hacker may be able to gain
privileged access to the devices it controls.'® The hacker may be able to cause substantial damage
to the connected devices.

Fourth, using SDN, a single network may provide a variety of heterogeneous services or “slices”
with specific capabilities for varying highly tailored services for different needs. Each slice may
be uniquely purposed and thus may need individual security capabilities. For instance, public
safety communication systems such as 911 may need higher levels of security than online
gaming systems. '’

Fifth, a wide range of devices, such as home appliances; industrial automation control devices;
cars; televisions; shipping containers; tiny climate monitoring sensors; and laptops, next-
generation tablets, and smartphones, are likely to be connected to 5G. A working party
developing 5G standards has specified at least 1 million devices per square kilometer. The attack
surface may increase with the number of inexpensive connected devices because not enough
consideration is given to security in designs. For example, it is not practical to install a firewall
on most such devices due to insufficient memory. According to Gartner,’ the number of IoT
devices will increase from 14.2 billion in 2019 to 25 billion by 2021. IoT devices account for
16% of traffic but 78% of mobile malware.?® Financial and practical considerations may prevent
the owners of these devices from securing them.

Sixth, unlike previous generations, 5G will support more specialized use cases such as e-health
and connected autonomous vehicles. Security issues in some of these cases have greater risks.
For instance, the magnitude of the economic and social costs of hackings targeted at activities
such as autonomous vehicles and remote surgery could be great.®



5G, Business, And Government

5G supports new architectures, business models, and actors and creates additional vulnerabilities.
Cybersecurity models need to adapt to satisfy requirements related to authentication,
accountability, and nonrepudiation.?!

Table 2 presents generalized findings concerning organizations’ perceptions of 5G security,
which appear to have led to a somewhat negative assessment of 5G and may have slowed down
its adoption. Organizational concerns in most of the surveys reported are related to the nature of
5G. For governments of some major developed countries, concerns associated with Chinese 5G
players such as ZTE and Huawei are clearly visible and prevalent. Countries such as the United
States, Australia, and New Zealand have banned Huawei’s 5G equipment.?® In December 2018,
the Japanese government also banned both Huawei and ZTE from network hardware
procurement.?’

Table 2. Surveys of 5G security perspectives.

Conducted/
Survey conducted by released in Major findings
Ericsson’s 5G Readiness (2017 ® 79% of respondents from industries stated that security and privacy
Survey concerns were a barrier to 5G adoption.
o Security ranked as the third most essential feature in 5G services.?!
Multinational law firm January 2019 |e 74% responded that security and privacy concerns hindered the
Osborne Clarke adoption of the IoT and 5G in the energy sector.??
Business Performance May 2019 ® 84% of mobile respondents expected 5G would significantly
Innovation Network and increase security and reliability concerns.?
A10 Networks
Reuters’ survey of May 2019 e 88% would favor domestic telecom carriers for 5G.2*
Japanese films
OpinionMatters’ survey of [September 2019 [e 98% expressed security concerns about 5G deployments.
more than 250 chief e Among these respondents, 55% thought that 5G will allow more
1nformat'1on gnd security destructive cybercrime activities and 54% believed 5G will create
officers in Singapore more cyberattack opportunities.?’

In May 2019, the U.S. Department of Commerce blacklisted Huawei by adding it to the entity
list.”® This means that U.S. firms cannot do business with Huawei without obtaining a
government license.® To place more restrictions on Huawei and ZTE, in October 2019, the U.S.
Federal Communications Commission (FCC) put forward a proposal that bans companies
receiving government money from purchasing equipment or services from these firms. The FCC
argued that if Huawei’s 5G equipment operates in sensitive locations such as near a U.S. military
base, China could ask Huawei to install a secret backdoor or malware, and U.S. officials may not
be in a position to know about it.?’

Since Huawei is in the U.S. Department of Commerce’s entity list, Google cannot supply
Android services, updates, or apps to Huawei 5G handsets.” Huawei decided to delay the sale of
its 5G-enabled Mate 30 smartphone series in Europe, which is its largest market outside China.
The company noted that the value and usability of these 5G smartphones would be reduced
without Google apps.>



The alarms raised about Chinese firms by countries such as Australia, the United States, Japan,
and New Zealand have also triggered security fears among EU countries.’ EU officials have
expressed concerns related to the use of China-originated 5G technologies in critical
infrastructures and systems, such as road and rail management, and even household devices. The
director of the Czech National Cyber and Information Security Agency, Dusan Navratil, argued
that Chinese laws require companies such as Huawei to cooperate with intelligence services, and,
therefore, using Huawei products in critical systems might pose national security threats for the
Czech Republic.*”

Negative news stories and government pressure have resulted in bias against foreign 5G
suppliers. For instance, most Japanese companies favor domestic carriers for 5G (Table 2). In
January 2019, the British telecom company Vodafone, which operates in 26 countries, decided to
pause the use of Huawei equipment in certain networks in European countries due to security
concerns.!

In summary, 5G is changing how data security is viewed, managed, and controlled. 5G offers a
new attack surface and more targets for nefarious actors. Be on guard.
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